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WATCHING THE WATCH LIST: BUILDING AN
EFFECTIVE TERRORIST SCREENING SYSTEM

WEDNESDAY, OCTOBER 24, 2007

U.S. SENATE,
COMMITTEE ON HOMELAND SECURITY
AND GOVERNMENTAL AFFAIRS,
Washington, DC.

The Committee met, pursuant to notice, at 10:02 a.m., in Room
SD-342, Dirksen Senate Office Building, Hon. Joseph I. Lieber-
man, Chairman of the Committee, presiding.

Present: Senators Lieberman, Levin, Carper, Tester, Collins,
Voinovich, and Warner.

OPENING STATEMENT OF CHAIRMAN LIEBERMAN

Chairman LIEBERMAN. Good morning. In this hearing, we con-
tinue this Committee’s oversight of our homeland security pro-
grams that have been created since September 11, 2001. Last
week, we had one on port security. Yesterday, we had another in-
teresting hearing on an aspect that we still need some help on. And
today, we go to one where we have made some progress, although
we still have some questions, and this is our focus on the terrorist
watch list—a critical tool in our battle to keep terrorists from en-
tering the United States and attacking our homeland again as they
did on September 11, 2001.

After September 11, 2001, we found as part of the investigation
of how that event occurred that lists of suspected or potential ter-
rorists that were in the possession of the Federal Government,
many different Federal agencies, were, however, not shared, and
certainly not shared in a way that increased deterrence of a ter-
rorist attack. As a result, we now know that two of the September
11, 2001, hijackers—Nawaf al-Hazmi and Khalid al-Mihdhar—were
known to the CIA and NSA and were regarded as dangerous by
both agencies. But that information was never shared with the Im-
migration and Naturalization Service or the State Department, and
therefore, these two terrorists were allowed to enter our country
and be part of carrying out the most devastating attack on our
homeland in our history.

The Terrorist Screening Center, operated by the FBI, was cre-
ated in December 2003, to state it simply, to make sure that noth-
ing like that ever happened again. Its mission was to pull together
all the different lists of potential terrorists into one master list and
to make sure that everyone who needed that information to protect
our homeland had easy access to it. This master list is used as the
basis for the creation of separate databases used by a number of
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Federal agencies today, including as TSA’s No Fly List and the
State Department’s CLASS list or database, which is used to
screen visa applicants. The terrorism watch list is also a vital tool
State and local law enforcement can now access, creating a power-
ful new link to generate leads on potential terrorists within our
country because of the access that hundreds of thousands of State
and local law enforcement officers have to that list.

This is a vast improvement over where we were before and on
September 11, 2001. I want to thank the Terrorist Screening Cen-
ter, the National Counterterrorism Center, the Department of
Homeland Security, and other Federal agencies for the significant
progress they have made over the last 4 years in closing this pre-
vious gap in our homeland security.

The Government Accountability Office reports today in a report
that we are releasing on this progress.l But it also discusses some
remaining vulnerabilities and weaknesses in the watch list system
which we will want to discuss. The Department of Justice Inspector
General, also appearing before us today, has found similar prob-
lems in the watch list system in his audits of the Terrorist Screen-
ing Center.

Some of the concerns that we are going to discuss stem from the
sheer size of the list. It contained 158,000 names in July 2004.
That grew to 755,000 names by May of this year, and it now stands
at about 860,000 names. That is nearly a 500-percent increase in
3 years. Of course, if there is a good reason to have each of those
names there, the increase in the size of the list is good news for
our homeland security. But if many of these names are mistakenly
there, the credibility of the terrorism watch list and its usefulness
will be compromised. So we want to talk about that.

I know that the Terrorist Screening Center has undertaken ef-
forts to review portions of the watch list, such as the entire No Fly
List, and has a long-term plan to review the entire watch list. But
with the list likely to go over 1 million names in the near future,
we need to know that there are clear standards for placing names
on it and, of course, for taking them off it.

Another concern expressed by the Department of Justice—and I
guess I would say the traveling public, or some of it—is providing
an appeal for individuals who are caught in the watch list system
because they have the same name or a similar name to someone
who deserves to be on the list.

The most famous of these cases is our own colleague, Senator Ed-
ward M. Kennedy, famously denied boarding on different airline
flights because his name resembled that of an IRA terrorist. It took
weeks to get this cleared up. I am going to try to avoid humor here
because this is a serious subject. But it is essential that we have
a redress system that is easy for people to navigate and can quickly
resolve problems of mistaken identity without, of course, weak-
ening the terrorist watch lists and their utility.

Now, on the other side of the spectrum, the GAO report does cite
some cases where people whose names were justifiably on the
watch list have, nonetheless, been admitted into our country by
Customs and Border Protection and cases where people on the No

1The GAO Report on “Terrorist Watch List Screening” appears in the Appendix on page 87.
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Fly List have been allowed to board international flights traveling
to the United States. That, of course, is the most serious of all
vulnerabilities that could exist in this system.

So, bottom line, the picture I believe we are going to see today
and the testimony we are going to hear and the questions we are
going to ask, I think, will be around this reality. We have a new
system in place. It is a great improvement over what existed be-
fore, but there are still occasions when that system lets in people
who are on the watch list and keeps out people who should not be
on the list. And, of course, all of us want to fix those
vulnerabilities. But it is with appreciation for all that you have
done that I welcome the witnesses and that I call on the Commit-
tee’s Ranking Member now, Senator Collins.

OPENING STATEMENT OF SENATOR COLLINS

Senator COLLINS. Thank you, Mr. Chairman, and let me begin by
commending you for holding this hearing. I think continuing over-
sight by this Committee is so important, and this is certainly an
issue that directly affects the security of our country, but also af-
fects our constituents day in and day out.

The use of the terrorist watch list inspires both confidence and
concern—confidence that our counterterrorism agencies are deter-
mined to detect and disrupt the travels of those who would do us
harm, but also concern that this increased security may come at a
cost to privacy and civil liberties.

As the Chairman indicated, the 9/11 Commission noted that as
many as 15 of the 19 hijackers might have been intercepted by bor-
der authorities if a procedure had been in place to link previously
accumulated information to their names. Several of the hijackers
had been cited in intelligence community files for terrorist links.
Existing but untapped data on travel patterns, bogus visa applica-
tions, and fraudulent passport information could have focused offi-
cial attention on some of the terrorists. Prior to the attacks of Sep-
tember 11, 2001, however, the government simply had no such con-
solidated system.

Based on its investigation, the 9/11 Commission recommended
that the Federal Government design a comprehensive screening
system to help front-line officials at our borders and other critical
points confirm the identity of people trying to enter our country or
to board airplanes and to disrupt their plans if they pose a security
threat.

The need for effective information sharing and for tools to track
terrorists’ movements is self-evident. But if these databases contain
information that is inaccurate, obsolete, or error-prone, then watch
lists can prove to be both ineffective and unfair. Suspects who pose
a security threat can pass unimpeded if they are not listed or if
technical problems prevent their identification.

On the other hand, all of us have heard from innocent constitu-
ents who have had the misfortune to share a similar name or other
identifying data with a suspect on the watch list. Individuals who
do not belong on the list can face frustrating delays every time they
travel, and as Senator Kennedy and others have found, it can be
very difficult to get erroneous information corrected. In addition,
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volumes of personal information in the hands of government can
present a tempting target for identity thieves.

Creating and maintaining a comprehensive terrorist watch list is
an enormous endeavor fraught with technical and tactical chal-
lenges. On the technical side, integrating information from multiple
government databases and then transmitting that information se-
curely and accurately is no easy task. To be useful to our officers
in the field, the watch list must provide reliable and accurate infor-
mation that can be quickly evaluated and then used as a basis for
action.

The GAO report! that we release today and the DOJ Inspector
General’s report? that we received last month provide us with the
means to review the screening process and assess its strengths and
weaknesses.

The GAO report details the use of the watch lists by law enforce-
ment over a 42-month period. Federal, State, and local officials had
more than 53,000 encounters with individuals on the watch lists
during that period.

Unfortunately, as the Chairman mentioned, there are troubling
examples of targeted individuals passing through screening unde-
tected. We also have the more recent, very troubling case where
Customs and Border Protection allowed an individual from Mexico
who was infected with a dangerous strain of TB to pass across the
border several times.

A particularly troubling problem has been the failure to detect
individuals on the No Fly List before they board a U.S.-bound air-
craft overseas. In some cases, the government’s response to delayed
detection has resulted in planes being diverted for an emergency
landing—almost always, they seem to get diverted to Bangor,
Maine—so that a suspicious individual can be questioned, detained,
or refused entry. And perhaps the most recent example of that hap-
pening that resonated with people my age was when Cat Stevens
was on the plane that was diverted to Bangor, Maine.

These reports underscore the need to make the watch lists more
accurate and more timely. After all, if we are dealing with the
problem when the suspect is already on the plane, it is really a bit
too late. We need to also improve the system for seeking redress
if individuals believe that they have been wrongfully targeted. My
understanding is that the Terrorist Screening Center is working
with the GAO and the Inspector General to implement their rec-
ommendations.

Any system that relies on judgments made by various personnel
in different agencies applying varying standards will never be per-
fect, particularly when we are dealing with very large, complex
databases. It is, nevertheless, imperative that improvements be
made so that the American people can have more confidence and
lesi concern about this important safeguard against terrorist at-
tacks.

Chairman LIEBERMAN. Thanks very much, Senator Collins.
Thanks to the witnesses for being here. We have an excellent group
of witnesses. We are going to vote around 11 or so, so hopefully we

1The GAO report appears in the Appendix on page 87.
2The DOJ Inspector General’s report appears in the Appendix on page 169.
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can get through the opening statements and some questioning by
the Senators who are here before we have to go and come back.

We will begin with Ms. Larence—is it Larence, you say?

Ms. LARENCE. Larence.

Chairman LIEBERMAN. Larence. OK, forget the “W.”

Ms. LARENCE. It was there before Ellis Island. [Laughter.]

Chairman LIEBERMAN. Yes, we have a lot of stories we could tell
about that.

OK. Ms. Larence is the Director of Homeland Security and Jus-
tice Issues at the Government Accountability Office of the United
States, which has been such a strong source of support and assist-
ance to this Committee and the Congress in general. So we wel-
come your testimony now.

TESTIMONY OF EILEEN R. LARENCE,! DIRECTOR, HOMELAND
SECURITY AND JUSTICE ISSUES, U.S. GOVERNMENT AC-
COUNTABILITY OFFICE

Ms. LARENCE. Thank you, sir. Mr. Chairman and Members of the
Committee, I am pleased to be here this morning to summarize a
report released today on the Federal Government’s use of the ter-
rorist watch list to screen individuals for possible threats to home-
land security. As you acknowledged already, unlike September 11,
2001, when agencies generally did not share information on known
or suspected terrorists, our work shows that now the Terrorist
Screening Center maintains one master repository of records on in-
dividuals with real or potential ties to terrorism. Agencies use the
list to, for example, screen people applying for a visa, crossing
through ports of entry into the country, or stopped for traffic viola-
tions.

Our work also shows that agencies find the terrorist watch list
to be an important counterterrorism tool, but we have found that
it could be strengthened by addressing potential security vulner-
abilities, using all appropriate screening opportunities, and pro-
viding for greater accountability and effectiveness.

In our report, we address several fundamental questions. First,
how do people get on and off the list? Intelligence agencies, the
FBI, and other Federal agencies nominate individuals to the watch
list using a relatively low bar because they want to make certain
they do not miss any threats. Generally, agencies determine wheth-
er the information available on an individual provides a reasonable
suspicion that the person has known or potential links to terrorism.
Sometimes agencies have limited information and so must use
their subjective judgment to determine who to list. To help guide
these decisions, agencies use criteria and have review processes.
For example, according to the FBI, generally any person subject to
a counterterrorism investigation is put on the list after going
through a formal review and approval process. If the investigation
does not show a terrorist threat, as defined by Attorney General
guidelines, the person is to come off the list.

We do not know how the intelligence community makes such de-
cisions because, in part, the CIA chose not to discuss this with us.
Officials from both the National Counterterrorism Center that re-

1The prepared statement of Ms. Larence appears in the Appendix on page 37.
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ceives and forwards to the Terrorist Screening Center all nomina-
tions with international links to terrorism as well as the Screening
Center itself said they review nominations to ensure there is a
nexus to terrorism and have criteria to do so. While the Terrorist
Screening Center reports deleting some 100,000 total records from
the watch list so far, as you noted, it continues to grow signifi-
cantly.

The second question we answered is: How often have agencies
encountered people on the list, and what has happened to them?
As of May, airlines or agencies matched the names of travelers
with names of people on the watch list about 53,000 times, al-
though they matched some people more than once. Most matches
were within the United States by State and local law enforcement
or other government agencies. Individuals were sometimes arrested
or denied a visa, boarding an aircraft, or entry into the country.
But most often they were questioned and released because the de-
rogatory information on the person did not show a legal basis, such
as a criminal violation, to take any other action.

Agency officials said that they use information collected during
questioning to assess the threat posed by the individual, to track
the person’s movement, and to update intelligence or investigation
files. And the Terrorist Screening Center shares information on en-
counters daily through a reporting process.

On a related note, our prior work that we issued in a report in
September 2006 showed that agencies were almost as often mistak-
enly identifying and stopping, questioning, and in some cases
searching individuals who are not the person on the watch list but
who unfortunately have a name similar to someone on the list. We
reported why this happens, how this is being addressed, and what
redress is available to these individuals, and I would be glad to dis-
cuss that work further.

The third question our report today addresses is whether there
are potential security vulnerabilities in agency screening processes.
Agencies do not check against all names on the watch list. Accord-
ing to the Terrorist Screening Center, this can be a vulnerability,
or at least a missed opportunity to collect information. Rather, the
center sends subsets of the watch list to other information systems
that agencies use to screen individuals depending on the agency’s
mission or operational capabilities. For example, Customs and Bor-
der Protection maintains an information system it uses to check all
travelers, including U.S. citizens, for criminal or immigration viola-
tions or other concerns before they enter the country. Because of
this broad mission, the Terrorist Screening Center sends CBP the
highest percentage of watch list records to use during its screening.

In contrast, airlines receive fewer names to screen passengers
using the No Fly List or Selectee List. According to T'SA, this is be-
cause its mission is transportation safety, not intelligence or inves-
tigations. And nominations to these two lists must pass a higher
bar or more stringent criteria established by the Homeland Secu-
rity Council, such as posing a threat to civil aviation.

In addition, TSA requires that watch list records used for screen-
ing contain sufficient identifying information, but not all watch list
records do so, and so these records are not passed to the airlines
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for screening. This is also the case for State and local law enforce-
ment.

TSA and FBI officials told us that the requirement for full infor-
mation and records is to minimize the times people are mis-
identified and that screening against all names on the list would
not necessarily result in increased security, but they did not pro-
vide the basis for their position; therefore, we continue to rec-
ommend that both agencies assess the extent of vulnerabilities in
their screening processes and address them.

Agencies also acknowledged that individuals on the watch list
have passed undetected through their screening, but they said they
are taking steps to address this problem. For example, CBP has
cases of people on the watch list who were not identified until they
had entered the country, but it is working on corrective actions.

Likewise, as noted in your opening statements, individuals on
the No Fly List have boarded aircraft, and sometimes flights had
to be diverted. Agencies know this because for international flights
into the United States, Customs and Border Protection screens all
passengers a second time after the airlines to determine if the pas-
sengers can enter the country. To do this screening, CBP needs
passenger data that currently is not sent to CBP in time to screen
before a flight departs. A new rule in February will require that
the data be provided to CBP sooner, which could help to identify
individuals on the No Fly List before planes are airborne.

It is important to note that there is no such second screening on
domestic flights, but considering such a process would require as-
sessing impacts on privacy and air travel, and TSA’s new Secure
Flight passenger pre-screening system, once implemented, may
help to alleviate this concern.

Finally, our work showed that the Federal Government has not
identified and implemented all possible terrorist screening opportu-
nities as mandated. The State Department is pursuing opportuni-
ties with some foreign partners, the Terrorist Screening Center is
entering agreements with some agency components, and DHS is
working on guidelines to help the private sector owners and opera-
tors of critical infrastructure screen employees to see if they pose
threats. But we have recommended that all appropriate screening
opportunities be identified and implemented and that DHS com-
plete and implement the private sector guidelines, and the agency
has agreed with these recommendations.

In conclusion, overall GAO’s findings stem in part from the fact
that while each agency owns a parochial piece of the watch list
process, no one entity is accountable overall for resolving inter-
agency conflicts, addressing vulnerabilities, monitoring results, and
ensuring that the list is working as intended. Furthermore, the
government does not have an up-to-date strategy and implementa-
tion plan with a recommended governance structure to provide for
the most effective watch list screening. The President tasked DHS
to work with relevant agencies to develop these plans. DHS said
it submitted them in November 2004. The Homeland Security
Council did not approve and implement the plans, however. We
were not given copies of the plans to review or the opportunity to
discuss this issue with the Homeland Security Council. So we have
recommended that DHS update and resubmit these plans and that
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the Assistant to the President for Homeland Security and Counter-
terrorism ensure that they are implemented and that the govern-
ance structure agencies recommend be given the responsibilities
and authorities needed to manage and be held accountable for
screening governmentwide. DHS agreed to its recommendation, but
the White House chose not to respond to our report.

Mr. Chairman, that concludes my statement, and I would be
happy to answer any questions.

Chairman LIEBERMAN. Thanks very much, Ms. Larence, for an
excellent report. I appreciate the question you posed at the end and
really the challenge, and we will want to hear from the other wit-
nesses about that, about accountability and responsibility here.

Glenn Fine is the Inspector General of the Department of Jus-
tice, familiar to us, even respected by us. Thanks for being here.

TESTIMONY OF HON. GLENN A. FINE,! INSPECTOR GENERAL,
U.S. DEPARTMENT OF JUSTICE

Mr. FINE. Thank you, Mr. Chairman, Senator Collins, and Mem-
bers of the Committee. Thank you for inviting me to testify on the
development and status of the terrorist watch list screening sys-
tem.

For the past several years, the Department of Justice Office of
the Inspector General (OIG) has examined the work of the Ter-
rorist Screening Center (TSC), a multi-agency effort administered
by the FBI. Created in 2003, the TSC integrates U.S. Government
terrorist watch lists into a consolidated database and provides 24-
hour-a-day, 7-day-a-week responses to Federal, State, and local
governments to assist in screening for individuals with possible ties
to terrorism. Prior to the establishment of the TSC, the Federal
Government’s terrorist screening system was fragmented, relying
on at least a dozen separate watch lists maintained by a variety
of Federal agencies.

In June 2005, the OIG issued our first audit of the TSC’s oper-
ations. This audit found that the TSC had made significant strides
in developing a consolidated terrorist watch list database. But we
also found weaknesses in various areas of TSC operations, includ-
ing that the TSC had not ensured that information in the consoli-
dated database was complete and accurate.

Last month, we completed a follow-up review examining the
TSC’s progress in improving its operations since our 2005 audit.
The recent audit found that the TSC has continued to make signifi-
cant progress in important areas. However, we also concluded that
the TSC’s management of the watch list continues to have signifi-
cant weaknesses and that the information in the watch list data-
base was not complete or fully accurate.

These weaknesses can have enormous consequences. Inaccuracies
in watch list data increase the possibility that reliable information
will not be available to front-line screening agents, which could
prevent them from successfully identifying a known or suspected
terrorist. Furthermore, inaccurate watch list information increases
the chances of innocent persons being stopped or detained because
of misidentifications.

1The prepared statement of Mr. Fine appears in the Appendix on page 54.
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For these reasons, we believe it is critical that the TSC and the
agencies providing watch list data to the TSC further improve the
accuracy of the information. In short, our September 2007 audit
credited the TSC for improving its operations. It has enhanced its
efforts to ensure the quality of watch list data, increased staff as-
signed to data quality management, and developed a process and
a separate office to address complaints by persons seeking redress
related to terrorist watch list screening. However, we also deter-
mined that the TSC needs further improvement. I would like to
make five observations about these needed improvements.

First, the TSC still maintains two versions of the watch list data-
base. While the TSC is developing an upgraded, consolidated data-
base that will eliminate the need to maintain parallel systems, the
two databases were not identical in content when we tested them,
which they should be. In addition, the number of duplicate records
in the TSC database has significantly increased.

Second, we found that not all watch list records were being sent
to downstream screening databases. We discussed this issue with
TSC officials, who agreed with our findings and began correcting
those omissions.

Third, our review found that the TSC did not have a process for
regularly reviewing the contents of the consolidated database to en-
sure that all outdated information is removed, as well as to affirm
that appropriate records are watch-listed.

We concluded that the TSC needs to further improve its quality
assurance efforts for ensuring the accuracy of the watch list
records. Since our last report, the TSC has increased its quality as-
surance efforts and implemented a data quality improvement plan.
In general, we believe that these actions are positive steps. We also
recognize that it is impossible to completely eliminate the potential
for errors in such a large database. However, we identified con-
tinuing inaccuracies in records that had undergone the TSC’s qual-
ity assurance processes.

For example, the TSC completed a special quality assurance re-
view of the No Fly List, which dramatically reduced the number of
records on the list. But our examination of the TSC’s routine qual-
ity assurance reviews revealed continued problems. Specifically, we
examined 105 records subjected to the routine quality assurance re-
view and found that 38 percent of these records continued to con-
tain errors or inconsistencies that were not identified through the
routine quality assurance efforts. Thus, the TSC continues to lack
important safeguards for ensuring data integrity, including a com-
prehensive protocol outlining the quality assurance procedures and
a method for regularly reviewing the work of TSC staff to ensure
consistency.

Fourth, we found that the TSC’s efforts to resolve complaints
from individuals about their possible inclusion on the watch list
have improved since our previous audit, and the TSC has created
a dedicated unit to handle redress complaints. However, the TSC’s
redress activities were not always timely. Moreover, a high percent-
age of complaints requiring modification or removal is a further in-
dicator that watch list data needs continuous monitoring and atten-
tion.
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Fifth, we found that the TSC does not have a policy or proce-
dures to proactively use information from encounters with individ-
uals to reduce watch list misidentifications. Considering that near-
ly half of all encounters referred to the TSC Call Center are nega-
tive for a watch list match, we recommended that the TSC consider
misidentifications a priority and develop strategic goals and policy
for mitigating misidentifications, particularly for individuals who
are repeatedly misidentified.

In total, our report made 18 recommendations to further improve
the TSC’s watch-listing process. These recommendations include
making improvements to increase the quality of watch list data; re-
vising the FBI's watch list nominations process; and developing
goals, measures, and timeliness standards related to the redress
process. In response, the TSC agreed with the recommendations
and stated that it would take corrective action.

Finally, I want to mention a separate audit that we are currently
conducting to examine the specific policies and procedures of De-
partment of Justice components for nominating individuals to the
consolidated watch list, which is a very important issue. We are
conducting this review in conjunction with other Intelligence Com-
munity OIGs, who are examining the watch list nomination process
in their agencies. These OIG reviews are being coordinated by the
OIG for the Office of the Director of National Intelligence.

In conclusion, the TSC deserves credit for creating and imple-
menting a consolidated watch list and for making significant
progress in improving the watch list and screening processes. How-
ever, our reviews have found continuing weaknesses in some of
those processes. We believe it is critical that the TSC further im-
prove the quality of its data and its redress procedures. Inaccurate,
incomplete, and obsolete watch list information can increase the
risk of not identifying known or suspected terrorists, and it can
also increase the risk that innocent persons will be repeatedly
stopped or detained. While the TSC has a difficult task and has
made significant progress, we believe it needs to make additional
improvements.

That concludes my statement, and I would be pleased to answer
any questions.

Chairman LIEBERMAN. Thanks very much, Mr. Fine, for an excel-
lent statement and for your continuing interest in this subject,
which we all want to get right and want to be fair.

The next witness is Leonard Boyle, Director of the Terrorist
Screening Center. It is a personal pleasure for me to welcome Mr.
Boyle here because he comes to this position having previously
served with honor and effect as the Commissioner of Public Safety
of the great State of Connecticut. We welcome your testimony.

TESTIMONY OF LEONARD C. BOYLE,! DIRECTOR, TERRORIST
SCREENING CENTER, FEDERAL BUREAU OF INVESTIGATION,
U.S. DEPARTMENT OF JUSTICE

Mr. BoyLE. Thank you very much, Chairman Lieberman, thank
you for those kind words, Senator Collins, and Members of the

1The prepared statement of Mr. Boyle appears in the Appendix on page 65.
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Committee. Thank you for the opportunity to address the Com-
mittee today on these two important reports that have been issued.

As both reports note, the Terrorist Screening Center plays a crit-
ical role in the government’s multi-layered strategy to prevent an-
other terrorist attack on the United States. That multi-layered
strategy calls for, in the first instance, every effort to prevent a po-
tential terrorist from leaving his or her country of origin.

To that extent, the Terrorist Screening Center, having created
the Terrorist Screening Database, sends to the State Department
a significant number of identities of persons who may be seeking
to obtain a visa to enter the United States. Because of the work
that has been done by the TSC, all consular officers around the
world now have access to the U.S. Government’s best under-
standing, both the intelligence and law enforcement community, of
those who pose a terrorist threat to the United States. Every con-
sular officer, in considering a visa application, can query the data-
base and use any information that is found there as one factor in
determining whether that particular person ought to be granted a
visa to enter the United States.

The second phase of that multi-layered strategy is for persons
who are trying to enter the United States at our borders, for our
Customs and Border Protection agents to have access to a similar
set of information, slightly broader than what is given to the State
Department, which is tailored to meet the needs of Customs and
Border Protection so that a CBP agent can make the best informed
determination as to whether he should grant a person access to the
United States. He queries the IBIS or TECS system, which is sup-
plied by the Terrorist Screening Center, for a determination as to
whether that person, who is seeking entry to the United States,
has been identified as a known or suspected terrorist.

The third level of protection is within our borders. If a person
does manage to get into the United States, or is already here, and
is in the view of the law enforcement community or the intelligence
community a potential terrorist threat to our Nation, information
is now made available to all State, county, municipal, and tribal
police officers throughout the United States, a force multiplier of
about 750,000 law enforcement officers that did not exist prior to
the creation of the T'SC.

While law enforcement officers did have access to Federal data-
bases regarding certain types of suspected problem persons, they
did not have access to the intelligence community’s assessment of
known and suspected terrorists. They do now.

Chairman Lieberman, in your earlier remarks, you made ref-
erence to two of the September 11, 2001, hijackers. I would also
cite a particular example. On the morning of September 9, 2001,
a State trooper stopped a young man who was traveling north on
1-95, did all the appropriate actions, including run that man’s
name through the National Crime Information Center, found no
negative or derogatory information. The trooper did his job and
sent that person on his way. Two days later, that person, Ziad
Jarrah, and four of his co-conspirators hijacked United Airlines
Flight 93 and, but for the actions of some very brave and heroic
people, would have probably crashed that plane into some signifi-
cant national asset.
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That is the type of information that is now available to all State,
county, municipal, and tribal police officers as a result of the work
that is being done by the TSC.

That being the case, of course, we will not be satisfied until we
are certain that we have the best, most effective, and most accurate
watch list possible. And to that end, we welcome the recommenda-
tions that have been made by the Office of the Inspector General
as well as by the Government Accountability Office. We are using
those reports as a road map to improve the watch list, to make our
processes better.

I think a fair assessment of what the TSC has done in 3% years
is that it has achieved with remarkable success the basic objectives
that were tasked to it by HSPD-6, that is, the creation of a unified
watch list, the creation of a means to update that watch list on a
daily basis, the creation of a system to export those lists to Cus-
toms and Border Protection, the State Department, State and mu-
nicipal law enforcement, as well as the TSA, to protect our flying
public and also to create a call center, a 24-hour-a-day, 7-day-a-
week call center, so that anytime any of those screening agents or
law enforcement agents encounters a known or suspected terrorist,
they call the Terrorist Screening Center, they do not get a busy sig-
nal, and they do not get a recording. They get a human being who
answers that phone, who has full access, electronic access, to all of
the underlying derogatory information about the person who has
been encountered.

We have also spent a great deal of effort reaching out to our for-
eign partners in satisfaction of the goals tasked to us by HSPD-
6. We now have six agreements with foreign partners. Spain re-
cently publicly announced that we had executed an agreement with
Spain to share watch-listing information, and we have numerous
discussions going on with our foreign partners around the world to
try to increase the amount of sharing that we have with our foreign
partners. So we are, I believe, in a position where we are now
ready, having satisfied those basic objectives, to refine the watch
list and make it better.

I would address just a couple of matters that have previously
been raised, and the first has to do with redress. We understand
that our obligation is to protect the safety of this Nation, but to do
so in a way that protects and preserves civil liberties and privacy.
To that end, as a result of the recommendations that were made
by the OIG in 2005, the TSC has created a redress office staffed
by seven people, dedicated employees who review every matter that
comes to our attention. To date, they have reviewed close to 500
separate matters that have been brought to us. They do a complete
de novo review of the watch-listing status of any person who is re-
ferred to us to make an independent determination as to whether
that person is properly listed or not.

We also have put in place a number of processes to address the
concerns that have been raised by the Office of Inspector General
to ensure that we are now, in fact, consolidating both components
of our system so that there is a single, unified, one-component sys-
tem of our watch list. We have set up a daily reconciliation process
to make sure that those two components every day are reconciled.
We also have added a compliance officer to make sure that we have
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appropriate standard operating procedures in place. And we have
also brought on a data integrity officer, a senior official from the
Department of Homeland Security, to make sure that we do not
have gaps within our systems so that we are properly structured
to meet our needs, to meet our requirements, and to meet the mis-
sion that has been set out before us.

So, again, I thank you for the opportunity to address you today,
and I am happy to answer any questions that members might
have.

Chairman LIEBERMAN. Very good. Thanks for that excellent testi-
mony, Mr. Boyle. We will have some questions for you.

Our final witness on the panel this morning is Paul Rosenzweig,
who is the Deputy Assistant Secretary for Policy at the U.S. De-
partment of Homeland Security. Welcome.

TESTIMONY OF PAUL ROSENZWEIG,! DEPUTY ASSISTANT
SECRETARY FOR POLICY, U.S. DEPARTMENT OF HOMELAND
SECURITY

Mr. ROSENZWEIG. Thank you very much. Thank you, Senator
Lieberman and Senator Collins, for inviting me. It is a particular
pleasure to be here today. Though I have been with the Depart-
ment 2 years and have testified nearly a dozen times, this is my
first opportunity to actually testify in front of my home Committee
in the Senate.

Chairman LIEBERMAN. There is a story there.

Mr. ROSENZWEIG. I know it very well.

Chairman LIEBERMAN. We tried.

Mr. ROSENZWEIG. It is especially a pleasure because of the con-
structive and thoughtful nature of the discussion we are having
today. I would have a great deal of difficulty disagreeing with any
of the comments and recommendations that we have heard from
the General Accounting Office or with any of the statements that
have gone before. As Senator Collins so aptly said, it is a big sys-
tem, and that makes it imperfect to some degree. And our goal is
to make it as close to perfect as we can, recognizing that it is an
unachievable objective.

I speak not as a nominator to the TSC because DHS puts very
few people onto the watch list but, rather, as a consumer of its
product. And as a consumer, we are as troubled by errors in the
system when they exist as anybody, simply because they are an an-
noyance to the traveling public with whom we deal every day; more
importantly, they are a waste of resources. For every time that we
look at somebody who is not the right person, that is time not
spent looking in the right place.

I think it is fair to say that, by and large, we have had a number
of successes and much work needs to be done. Let me briefly give
you a sense of some of those successes.

We have put in place a layered system for checking people as
they arrive at the border, to take but one example. That includes
not only the Department of State Visa Lookout System, but also
the export of the No Fly and Selectee Lists to international airlines
for checking of those who are traveling to the United States. It in-

1The prepared statement of Mr. Rosenzweig appears in the Appendix on page 71.
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cludes capture of data on all travelers to the United States, alien
and U.S. citizens, through the Advanced Passenger Information
System and the Passenger Name Records. And, finally, of course,
it includes the final check at the port of entry by Customs and Bor-
der Protection officers provided with the watch list to make a de-
termination, as Mr. Boyle said, given the best information available
whether or not a particular individual should be admitted.

We have also had great success and made great strides, I think,
in improving our redress process. Mr. Boyle has described some of
the improvements that were made at TSC. Within DHS, we have
developed the Traveler Redress Inquiry Program (TRIP) in partner-
ship with the Department of State, which is a one-stop shop for
people to enter the system to seek redress and, if appropriate, to
receive notifications from us that they get put on a cleared list, in
effect.

We have also developed at the ports of entry themselves some-
thing we call the Primary Lookout Override (PLOR) system, which
means that we can make corrections directly on the screens in
front of us and ensure that once we have identified somebody as
a misidentification, a false positive, he never again gets troubled.
And that gets propagated through the system.

So we have made great strides, I think, but as you said, there
is much work to be done. You mentioned, Senator Collins, the un-
fortunate visits of several airlines to Bangor. I am happy to say
that we have not had any in 2 years, and that is part of our ongo-
ing process. There are two other pieces that are going forward that
should come online in the next months to year that will improve
that even further. One is, as Ms. Larence noted, the development
of the Advance Passenger Information System (APIS) quick query
system. That will require the transmission of passenger informa-
tion to CBP for checking at the National Targeting Center against
the Terrorist Screening Database before the airplane takes off from
a foreign country. It will allow that transmission up until the doors
are actually closed, but will require it before wheels-up. So we will
be doing that checking.

We will also be developing a system called Secure Flight, which
will take into the TSA the watch list name matching for the No Fly
and Selectee lists. As you probably know, today we export that list
to the airlines, and a lot of the problems we have is simply because
there are 63 different airlines that fly here, and they do it 63 dif-
ferent ways. That creates, at worst, inconsistency if not error. We
have published a Notice of Proposed Rulemaking to anticipate
bringing that on board into the United States sometime late this
year or early next year.

I am constrained to mention at this juncture that we are re-
source constrained in doing that. We have requested $53 million in
the President’s budget for that effort. The Senate appropriations
mark is $28 million, and that will, of course, delay that implemen-
tation going forward. But, nonetheless, those two pieces of the puz-
zle ought to improve our ability a great deal.

But the final thing that I would say is that what we have come
to recognize as consumers is that there are inherent limitations to
watch list name matching by themselves. The case of the Mexican
gentleman with tuberculosis that you mentioned is an example of
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that, where we can only work with as much information as we
have, and if the information is incomplete or inaccurate, that de-
feats to some degree our ability to conduct watch list name match-
ing. What we need to do and the other piece of the puzzle is to go
beyond watch list name matching to enhance our ability to identify
people through secure identification documents, to use the informa-
tion we collect about individuals, to identify unknown names
through link analysis—people traveling together where one is
known and one is not known, for example—and, finally, of course,
through the US-VISIT program to develop enhanced biometric ca-
pabilities so that the name does not matter because the fingerprint
never changes while the names may. All of those taken together
will further enhance our ability.

Now, we will never get away from a name-based watch list
matching system because for many people who are deemed threats
to us we do not have the biometric identification, we do not have
the fingerprint. We have the names and the many aliases that are
also records in the Terrorist Screening Database (TSDB). But as we
continue to put on these layers, we will, I believe, enhance our abil-
ity to identify correctly those who pose a threat and reduce the in-
stances in which we make mistakes or errors.

Taken together, I think that paints a good picture of how we at
DHS are using the Terrorist Screening Database. We have had a
number of successes. Last year, at the borders, 5,900 positive
matches against the watch list—mnot all of those denied entry, but
all of those people of interest who I am glad we identified before
they entered the United States.

We can do better for sure, but I share with Mr. Boyle—and, I
take it, with Ms. Larence and Mr. Fine—the sense that between
where we were on September 10, 2001, and where we are now, we
have made great strides. More work needs to be done, but the im-
provement is quite noticeable.

I thank you for your attention, and I, too, look forward to an-
swering your questions.

Chairman LIEBERMAN. Thanks, Secretary Rosenzweig. I appre-
ciate the testimony very much. We are going to do a 5-minute
round so all four of us can have a chance to ask some questions
before the votes go off.

Mr. Boyle—and I am having a hard time not calling you Com-
missioner Boyle—let me ask you to comment on the growth in the
size of the watch list. Of course, as I said in my opening statement,
this is good news, assuming all those names are correct, but the
database has gone from 158,000, GAO reports, in June 2004 to
860,000 today, and it is going up at around 20,000 records per
{nonth. And I know there is a process by which they got on that
ist.

As it approaches 1 million, is it reasonable to assume that there
really are 1 million people who are known or suspected terrorists?

Mr. BOYLE. No, and for context, the watch list or the Terrorist
Screening Database does not reflect some 800,000 human beings.

Chairman LIEBERMAN. So explain that. I understand that.

Mr. BOYLE. Sure. We have approximately 860,000 records in the
Terrorist Screening Database. We create a record for any identifica-
tion that a person might use if he or she is trying to enter this
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country or is trying to obtain documents in support of terrorist ac-
tivity. So, for example, if a person uses the name Len Boyle and
has at various times used three separate dates of birth, that will
create three separate records in the Terrorist Screening Database.

Chairman LIEBERMAN. OK.

Mr. BOoYLE. We have some persons for whom we have 50 or more
records, as the GAO report points out.

Chairman LIEBERMAN. Right.

Mr. BOYLE. So the actual number of human beings reflected in
the database is far fewer than 800,000. I cannot give you an exact
number because, in fact, we do not know for sure. Some people ac-
tually successfully create an entire separate identity.

Chairman LIEBERMAN. Yes.

Mr. BOYLE. So even if we looked at the database, we might see
what appear to be two completely separate identities that reflect
but one person. So the number is far fewer.

Another thing I think is very important for the public to under-
stand is that about 95 percent of the database consists of non-U.S.
persons.

Chairman LIEBERMAN. Right.

Mr. BoYLE. That is, people who are not U.S. citizens or who have
been granted permanent resident alien status.

Chairman LIEBERMAN. And you are getting those from the intel-
ligence community, both ours and foreign intelligence, cooperating
agencies?

Mr. BOYLE. Most often, yes, sir, and they are coming from hot
spots around the world.

Chairman LIEBERMAN. Right.

Mr. BOYLE. Areas of strong anti-American sentiment, and the
theory behind watch-listing those persons is if there is a reasonable
suspicion that this person has been associated with terrorist activ-
ity, perhaps has provided funding to a terrorist organization or has
attended a terrorist training camp, we want that person listed in
the database so that if next week, next month, next year that per-
son tries to enter the United States, Customs and Border Protec-
tion and the State Department are going to be able to look at that
person, know what we know about him, what the intelligence com-
munity knows about him, and make a determination.

Chairman LIEBERMAN. OK. So, bottom line, not all the people on
there are there with full justification but that there is a reason
why everyone who is on there is on there, and you are the man
who sees it all. I presume you would say that, to the best of your
knowledge, most of the names on there deserve to be on there.

Mr. BOYLE. Yes, sir. Using the reasonable suspicion standard,
those names are vetted first by the nominating agency, then by
NCTC, then by us to make sure that there is a reasonable sus-
picion of a nexus to terrorism.

Chairman LIEBERMAN. Give me your response to the question
that Ms. Larence raised at the end, which is that the TSC is really
doing its job, but that there is no one in the Federal Government
to oversee the operation of the watch lists overall to make priority
decisions about investments or even accountability. How do you re-
spond to that? And if you think she is right, should you do that?
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Mr. BOYLE. Well, as the Members of the Committee are aware,
HSPD-11 designates the Secretary of the Department of Homeland
Security to have overarching responsibility for watch-listing in gen-
eral. We, at the Terrorist Screening Center, work through our gov-
ernance board; we work very closely with DHS. But we are, I would
put it, more the nuts and bolts of watch-listing and screening rath-
er than the overarching strategic approach to screening.

Chairman LIEBERMAN. Would you say the Secretary of Homeland
Security is the one responsible for that overarching view?

Mr. BoYLE. Yes, sir, and we work very closely with DHS in ac-
complishing those objectives.

Chairman LIEBERMAN. One of the things that really thrills me
most about what you have reported today is the access that local,
State, tribal, etc., law enforcers have to this terrorism database be-
cause it vastly expands our potential to catch these people before
t}}?ey act. Are the State, local, county, and tribal law enforcers using
it?

Mr. BOYLE. They are using it, and they have been fantastic part-
ners with us, and we are continuing our outreach with State and
local law enforcement. One of the things that we are going to be
doing at the TSC over the next several months is providing State
and local law enforcement with a daily report showing the encoun-
ters with suspected terrorists around the country so that a police
chief in Minneapolis will know how many encounters occurred in
his general area or the new Commissioner of the Connecticut De-
partment of Public Safety will know how many encounters occurred
in Connecticut. They have been wonderful partners.

Chairman LIEBERMAN. OK. Thanks very much. Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Commissioner Boyle—I will use that name as well.

Mr. BoyLE. Thank you.

Senator COLLINS. I could not help but think that, as you de-
scribed the incident that I remember so well from the 9/11 Com-
mission’s report, had that State trooper had access to the kind of
information in the system today, that individual terrorist would
have been stopped and many of the others would have been as
well. So I want to commend all of you for the work that you are
doing even as I ask some questions about some concerns that I
have.

Mr. Secretary, this morning we received information from CBP
that the original information that it had received on the Mexican
national with TB on April 16 was not actually an alias, which had
been the agency’s justification for not stopping the individual in the
first place. What we found is that, in fact, CBP and the system had
the individual’s middle name, his two hyphenated last names, and
a date of birth that had an error in it, but the error was corrected
the very next day.

So the information and the lookout was entered into the com-
puter system on April 16, and yet this individual was able to cross
the border an astonishing 21 times. And it was only when his
Mexican doctor confiscated his visa and turned it over to U.S. au-
thorities that he was stopped.

That raises real concerns to me about the effectiveness of the
computerized system and the name-matching process, and indeed,
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in the report that GAO did, it found that individuals were able to
pass despite being on the watch list due to not only errors in the
computer system but also that the name-matching process is not
very sophisticated.

If an individual with a dangerous strain of TB can cross 21 times
after being put on the list, that raises a lot of concerns to me about
whether you are capable of stopping terrorists or other public
health threats when there is a slight variation in the name.

Mr. ROSENZWEIG. Thank you for the question, and it actually al-
lows me, if you will permit me, to explain the watch list name-
matching algorithms we use in a little bit of detail because it is im-
portant to understand. And to explain, I will use myself as an ex-
ample because we are not publicly discussing this gentleman’s
name.

My name is Paul Samuel Rosenzweig. My mother’s maiden name
is Hahn. And my birth date is actually 10/31/59, but let’s assign
me 10/8/59 as a birth date. So when we do a name check against
that, we use as a parameter the very first initial of my first name,
my last name, and my date of birth. So I am P. Rosenzweig, 10/
8/59, in my hypothetical example.

If the information we get from another source, in this case CDC
from the Mexican health officials, is different from that, the ques-
tion is how closely that match exists. The individual that we are
talking about used his second name and flipped his two last names,
so he would have been in my hypothetical example Samuel
Rosenzweig Hahn, and he also flipped at least initially the date of
birth, from 10/8 to 8/10. So the match algorithm would have been
S. Hahn, 8/10/59, matched against P. Rosenzweig, 10/8/59. All
three of the parameters that we search against miss. And what
happened on the very first day was we used those parameters, and
we said this person is not in the system, something must be wrong.

Now, in order to find further information about a person, we
start by suppressing some of the information. We say maybe there
is a mistake in the date of birth, so you take that out and you ask
for all the S. Hahns. But, of course, that does not catch P.
Rosenzweig either because that does not work.

Then you say let’s get rid of the first name, S., and catch all of
the Hahns. That, too, would not catch a person whose last name
is not Hahn but is, in fact, Rosenzweig.

It is only when you start asking all people who might have the
name in any particular order—because we do not know the nature
of the mistake up front—that is, Hahn or Rosenzweig or S. or that
date of birth, that I would pop up.

Now, that, too, does not actually sound like too much of a prob-
lem for us to do a check, but then we actually have to resolve those
hits. And we get approximately 1 million land border crossings a
day, and though Hahn and Rosenzweig are relatively uncommon
names, this individual had a more common set of names.

So to give you an example, and, again, using a hypothetical ex-
ample, on Monday of this week J. Rodriguez, picking a relatively
common Hispanic name, there were 816 crossers with that name.
Now, if you suppress the first initial and just went for Rodriguez,
you probably do something like 20 times that, or 16,000. And if you
did Rodriguez plus another common Hispanic name like Gutierrez,
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to pick our Commerce Secretary, as either/or, you would maybe get
30,000. I have not run the numbers, but that is a rough order of
magnitude. That 30,000, that is 29,999 false positives for sure,
plus, of course, this individual does not cross every day, and that
is repeated every day in the system.

We have had many complaints that the lines on the Southern
border are already too long. As the type of information we get is
less and less accurate and we widen the field to make an examina-
tion based upon the name check, we get more and more people who
will be overwhelming our secondary inspection capabilities, extend-
ing the line beyond belief and inconveniencing lots of people who
are not matches for any of those.

In retrospect, it is easy to understand that we should have just
switched the matrilineal and patrilineal names and dropped the
first name and corrected the date of birth. But that is only because
we know what the right answer is now. It is very hard. And I am
happy to talk about it more when

Senator COLLINS. My time has expired.

Mr. ROSENZWEIG. I am sorry.

Senator COLLINS. But I appreciate the explanation. It is my un-
derstanding that the birth date was corrected very quickly, so it is
not exactly the same as your hypothetical example, but I under-
stand your point. Thank you.

Chairman LIEBERMAN. Thanks, Senator Collins. Senator Tester.

OPENING STATEMENT OF SENATOR TESTER

Senator TESTER. Thank you, Mr. Chairman.

Chairman LIEBERMAN. I bet there are not too many Testers com-
ing in every day.

Senator TESTER. It makes me appreciate that my name is not
John Smith. [Laughter.]

I appreciate the work that each and every one of you folks do in
your respective roles.

I guess the first question is for Director Boyle, and it gets down
to what the rules are for getting into the database. You had said
95 percent of the people are not U.S. citizens. Is that correct?

Mr. BoYLE. Roughly, yes.

Senator TESTER. So are the rules the same for folks that are not
U.S. citizens and folks that are U.S. citizens for getting on that
watch list?

Mr. BOYLE. The standard is the same, sir. It is a reasonable sus-
picion standard. Each agency may have its own protocol. For exam-
ple, an FBI nomination comes about after an FBI case agent opens
a preliminary inquiry or a case on terrorism, and that has to be
consistent with the Attorney General’s guidelines. But the reason-
able suspicion standard applies across the board.

Senator TESTER. And 43,000 involved in those kind of suspicions
or counterterrorism investigations?

Mr. BOYLE. I do not have the numbers in front of me, sir, but
if that

Senator TESTER. Well, that would be 5 percent of 860,000.

Mr. BoyLE. If that is the way the match works out.

Senator TESTER. A couple things, and I think the Chairman
touched on one of them, and that is, in fact, does the county, city,
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highway patrol, and tribal police forces all have access to this infor-
mation?

Mr. BOYLE. Yes, sir.

Senator TESTER. And they are all encouraged to use it.

Mr. BOYLE. Yes, they are.

Senator TESTER. And then you talked about seven employees
dealing with 500 reviews on redress. How long has that board been
in existence?

Mr. BOYLE. We created the redress group after the 2005 report
from the Office of Inspector General. I can get you the answer by
turning around just briefly.

Senator TESTER. Well, I guess more specifically, it was created
sometime in 2005.

Mr. BoYLE. Yes, sir.

Senator TESTER. So it has been in effect for a couple years?

Mr. BoYLE. That is correct, sir.

Senator TESTER. Are those 500 people, are the majority of them
Americans or U.S. citizens? If you do not know that, you can give
me

Mr. BOYLE. I do not know. I am turning to our redress officer.

Senator TESTER. That would be good.

Mr. BoYyLE. I do not have the answer to that.

Senator TESTER. And the other thing is you had mentioned that
you felt that a majority of the people that were on that list were
on that list—and make no mistake about it, mistakes can be made
when you are talking about a list this size. In Mr. Fine’s testimony,
he said that 38 percent were errors or inconsistencies. Could you
explain that, Mr. Fine? I mean, there seems to be some difference
in opinion on the surface here.

Mr. FINE. Well, we are not saying that those 38-percent people
should not be on the list, but when we looked at a sample of 105
that had gone through the quality assurance review, we found er-
rors in there—for example, the date of birth was wrong, incom-
plete, incomplete field, other errors, which showed that it was not
complete and accurate, despite the fact that it had already gone
through the quality assurance program. That gave us concern
about the quality assurance program, and we wanted there to be
more comprehensive protocols and testing of this quality assurance
program to make sure that they were completely accurate.

Senator TESTER. I understand. Mr. Rosenzweig, you said that
there were inherent limitations on the name situation, and the
Chairman talked about Senator Kennedy being on the list at one
point in time. What about the other side of the equation and you
have somebody who gets off the list and just by happenstance there
is a terrorist on the list that has the same name? What are the im-
pacts there?

Mr. ROSENZWEIG. Well, thank you for the question, Senator. Ac-
tually, what we are doing inside DHS—and it is parallel to things
that T'SC is doing—is we do not take the name off the list. We will,
for example, issue somebody who has gone through the TRIP pro-
gram a cleared number that is his kind of personal additional iden-
tification number. We leave his name on the list, but the addition
of additional information means we can differentiate.
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Senator TESTER. Can an individual within one of the agencies or
in government place names on this watch list, or are there clear
criteria, period, that are followed in every case?

Mr. BOYLE. There are clear criteria, sir. Any person who is being
nominated to the Terrorist Screening Database who is suspected of
being involved in international terrorism, that nomination has to
be vetted through the National Counterterrorism Center, and the
derogatory information regarding that nominee must meet the
standards that are appropriate for inclusion on the list.

Senator TESTER. Thank you very much. Thanks for your an-
swers.

Chairman LIEBERMAN. Thanks very much, Senator Tester. Sen-
ator Voinovich.

OPENING STATEMENT OF SENATOR VOINOVICH

Senator VOINOVICH. Thank you, Mr. Chairman.

It is interesting that we hear examples of anecdotal situations
where people are on the list and somehow get through the system.
We also hear similar examples of individuals that are on the list
that should not be on the list and somehow have not been taken
off the list. But the fact of the matter is that from what I hear
today and read in the written testimony, we have made really out-
standing and significant improvement in screening people and the
sharing of information on the watch list, and I congratulate you.

The thing that is of concern to me is that there are still some
things that need to be done. Mr. Fine, do you have a term of office?

Mr. FINE. No.

Senator VOINOVICH. Are you out with the next Administration?

Mr. FINE. I serve at the pleasure of the President. All IGs do, al-
though if the President wanted to remove me, he would have to
give the reasons why to both Houses of Congress. I would note that
this Committee and Congress is considering amendments to the IG
Act to create a term of office of 7 years.

Senator VOINOVICH. Well, the point is that you will be around for
a while. Ms. Larence, you will be around. Mr. Boyle, you will be
out, I believe. [Laughter.]

Mr. Rosenzweig, you will be out also. The real issue for me is the
transformation of some really significant issues in terms of intel-
ligence gathering for our people. And, by the way, I just recently
met with the FBI Joint Terrorism Task Force in Cleveland, and
they are doing a fantastic job. And the great response that I got
from local government officials is that they are really sharing infor-
mation, and they are sharing information well. In fact, local law
enforcement is embedded at the FBI today. For a former mayor
that lived in a town where the Federal agencies did not even talk
to each other, the outlook is very promising. To see that kind of co-
ordination and communications is just very exciting and com-
forting.

But what I am concerned about is this: Does anyone have a stra-
tegic plan on how to remedy the things that you have pointed out?
And is there an agreed upon metric to determine whether or not,
in fact, they have accomplished it so that a year and a half from
now, or more, we are not doing the same thing but with different
players? Mr. Fine or Ms. Larence, are you going to be able to tell
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us whether or not they really have made changes in terms of the
issues that you are concerned about?

Ms. LARENCE. No, sir. That was the major finding in our report,
that even though the President tasked DHS to work with all the
agencies involved in screening from soup to nuts and put a plan
together, including a recommendation about a governance board for
this process, that has not been completed to date. I understand
from the statement from the Homeland Security Council that DHS
has agreed to put that plan together and submit that to the Home-
land Security Council, and they have agreed to look at that issue
and take action on it. But we are as concerned as you. You men-
tioned the growth of the watch list. Who is managing that? Who
is asking those questions? In our conversations with the National
Counterterrorism Center, they are expressing the same concerns
about the growth of the list and our ability to manage that.

GAO was the only organization for the first time that put to-
gether the outcomes of this process across the agencies and took a
look and said what does that mean and is this process working as
intended. And so unless the agencies and the White House make
that happen, I am afraid not, sir; we will be back in a couple of
years to discuss concerns again.

Senator VOINOVICH. Well, from the point of view of this Com-
mittee, the issue we ought to be concentrating on is that a plan be
put in place to implement GAQO’s recommendations. We must also
implement metrics to determine whether or not the plan is being
instituted so that we do not lose momentum during the change of
administrations.

Ms. LARENCE. Yes, sir, a plan, and also we are suggesting an en-
tity be identified, and that could be an interagency governing coun-
cil, that is given the responsibility and the accountability to watch
this process from soup to nuts.

Senator VOINOVICH. Mr. Boyle, if you are not getting cooperation
from someone that you think you should have cooperation from,
what do you do?

Mr. BOYLE. I go to the Director of the FBI or to the Secretary
of the Department of Homeland Security, and the cooperation has
never been a problem, sir. And with respect to your question about
the recommendations, the Office of Inspector General made 18 rec-
ommendations to the Terrorist Screening Center. We have accepted
all of them. We will be meeting with Office of Inspector General
staff in early December. I expect that as many as six or more of
those recommendations we can close out as having been satisfied.
Others are more long term, and we will be presenting the Office
of Inspector General with our long-term plan to address each of
those matters.

Senator VOINOVICH. Thank you. Mr. Chairman, the only thing
that I would recommend is that either you and Senator Collins
bring them in and see the plan or have another hearing.

Chairman LIEBERMAN. We will do one or the other, and thank
you for focusing on this.

Let me mention briefly how we are going to proceed. Senator
Carper has yielded to Senator Warner for one question. Then Sen-
ator Carper will proceed. I will head over to vote with Senator
Warner, leaving Senator Carper with really unlimited power for a
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few moments. And then he can recess the hearing, but then we will
come back for a few more questions. It could take 20, 25 minutes
before we come back, but hang around.

Senator Warner.

OPENING STATEMENT OF SENATOR WARNER

Senator WARNER. Thank you, Mr. Chairman. I thank my col-
leagues.

We are privileged in the Commonwealth of Virginia to have the
National Ground Intelligence Center, and I visit quite frequently,
and they are on the cutting edge of biometrics. And it has come to
my attention—I am not sure of the accuracy—that the Terrorist
Screening Center presently does not have a number of these capa-
bilities, including the use of biometrics.

Are you leveraging research and capabilities from other areas to
incorporate it at the Terrorist Screening Center? Are you planning
to get biometrics capabilities? Or do you think it should be made
a part of the program? Please answer the question for the record.!

Mr. BOYLE. Yes, sir.

Senator WARNER. I will ask each of the witnesses to make a con-
tribution. Thank you.

Mr. BOYLE. Biometrics will play a key role in

OPENING STATEMENT OF SENATOR CARPER

Senator CARPER [presiding]. I am going to ask you to withhold
your answer at this time.

Mr. BoyLE. OK. But put it in the record?

Senator CARPER. If each of you would do that, it would be much
appreciated. We have a vote on the way. We are voting on whether
or not to order an up or down vote on the nomination of Leslie
Southwick to serve on the Fifth Circuit Court of Appeals, and we
have about 6 minutes to go. I do not want to miss that vote.

I have a statement for the record. I will ask unanimous consent
that it be entered into the record. Since there is no one here but
me to object, I suspect it will show up in the record.

[The prepared statement of Senator Carper follows:]

PREPARED STATEMENT OF SENATOR CARPER

Thank you, Mr. Chairman.

This is a very interesting hearing for me. My staff and I have spent a great deal
of time over the past year or so learning a lot about the watch list process. We were
doing this to help a constituent and a friend from Delaware who was having just
a terrible time getting through airports.

This gentleman has a name that I'm assuming is similar to a name that appears
on one or more of the watch lists out there. Depending on who was screening him
when he got to the airport, he might have to wait hours to get through security.
I believe he also missed flights from time to time. I eventually had to go all the
way to the TSA Administrator’s office to set things right.

I found this situation troubling not because it involved someone from Delaware,
but because it told me that we’re probably spending a lot of our time and resources
inconveniencing innocent people. And time and resources are not unlimited, so we're
probably missing opportunities to catch individuals who truly are worthy of our
scrutiny.

According to the GAO report that inspired this hearing, this is in fact the case.
There have been a number of instances when individuals—terrorists or suspected

1The responses from Mr. Fine and Mr. Boyle appear in the Appendix on pages 278 and 291
respectively.
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terrorists, I assume—have been able to board planes or to enter the country when
they probably should not have been able to.

I'm pleased that we were able to make the watch list system work better for my
constituent in Delaware. It appears, however, that we have our work cut out for us
if this system is going to be as effective as it needs to be.

We need fewer false positives, of course, but it’s more important that those who
we rely on to make appropriate use of the terrorist watch lists—agencies like TSA,
law enforcement, the airlines—are armed with the up-to-date and accurate informa-
tion they need to make us safe.

Senator CARPER. I have two questions that I will ask each of you
to respond to for the record. In fact, the first one, Secretary
Rosenzweig, I will ask you to respond to it, and the second one, Ms.
Larence, I will ask you to respond. First of all, to the Secretary,
this is a question on a system called Secure Flight. I understand
that the Department of Homeland Security has a system in the
works called Secure Flight that at least some believe will more ac-
curately screen individuals at the airports against terrorist watch
lists. Explain to us how Secure Flight will reduce false positives
and other screening issues that have been discovered over the
years. And, further, I would ask when do you believe the system
will be up and running and what is your Department doing to help
airlines improve their screening processes in the meantime?!

Mr. ROSENZWEIG. It would be my pleasure.

Senator CARPER. We will give you a copy of it before you leave.

And, Ms. Larence, you note in your testimony that the decision
on whether or not to place someone on the watch list is often some-
what subjective. There are individuals apparently on the watch list
who are terrorists, suspected terrorists, but there are also some
there who are simply being investigated for some other reason. Are
there clear enough rules out there for determining who should and
who should not be on the list and who ultimately makes the deci-
sion and what does he or she base his or her decision on? You are
the one who made that point. I believe that would be a question,
I think, for the Secretary, and if you would respond to that for the
record, I would be grateful.2

With that having been said, we thank you for being here. We
thank you for your testimony. And I am going to just say for now
the hearing is in recess, but we are not adjourned, so hold on.
Thanks very much.

[Recess.]

Chairman LIEBERMAN [presiding]. The hearing will reconvene.
Thank you for your patience. I hope that one or two other Members
will come back because they indicated to me that they had some
other questions.

Let me go first to you, Ms. Larence, and this question of who has
overall responsibility for, you might say, the strategic decisions re-
lated to terrorist screening in the U.S. Government. Mr. Boyle, as
you heard, indicated that the Secretary of Homeland Security has
that authority. There was a plan submitted, never adopted, by the
Homeland Security Council. I am not clear exactly why that has
not happened. Are you?

1The response from Mr. Rosenzweig appears in the Appendix on page 305.
2The responses from Mr. Boyle and Mr. Rosenzweig appear in the Appendix on pages 292
and 311 respectively.
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Ms. LARENCE. No, sir. We actually met with each of the key play-
ers, and they gave us their perspectives on their role. The Director
of National Intelligence staff obviously said they have a role in in-
formation and intelligence but not in screening operations, so they
did not really think they were the appropriate person or organiza-
tion to do that.

Chairman LIEBERMAN. Right.

Ms. LARENCE. Likewise, TSC explained their role. So DHS was
tasked with working with the agencies to develop the plan, but
DHS was not tasked with being the overall entity that we are call-
ing for. And so it is our understanding that one possible model that
was suggested would be an interagency council with representa-
tives from each of those key players in that screening process. TSC
has a council like that already in existence to advise them on their
piece of the watch list process. Our point, though, is such a council
would need additional authorities to be able to have responsibility
for intelligence operations and outcomes.

Chairman LIEBERMAN. And those authorities would be able to do
what? Spell it out a little more.

Ms. LARENCE. We think that somebody needs to be accountable,
again, for really evaluating the watch list process, to make sure
that, for example, they would answer questions about how are
agencies making nominations, and are they doing that consistent
with the right criteria. They could look at the screening across
agencies to make sure that this is being done consistently. They
could look at how the information is being used that is developed
from the watch-listing process. And, most importantly, they could
monitor the outcomes of the process to determine if it is complying
with privacy issues, if we are getting the types of outcomes that we
want, and how we can better manage misidentifications. And they
could also help to make sure that people consistently apply new
technical opportunities and tools such as new computer algorithms
or more sophisticated search engines.

Chairman LIEBERMAN. Yes. Mr. Boyle, are any of those respon-
sibilities ones that you believe that you carry out now? Or do you
think that they really are in a different direction than what you
have been doing every day?

Mr. BOYLE. Some of those fall pretty squarely, Senator, within
what we are doing right now. For example, the algorithm project
is something that we have been involved with. We are currently
approaching the testing phase to try to change search algorithms
so that the search engines that are being used across the commu-
nities are more finely tuned and attuned more specifically to the
types of names that we are encountering in the process these days.
So that is one example of a matter that we are intimately involved
in. I consider that part of the tactics, if you will, of screening, the
nuts and bolts that we are involved in, as is biometrics, which we
are also involved with.

Chairman LIEBERMAN. Ms. Larence, do you reach a conclusion,
based on all your knowledge of what is happening here, about what
the best person, office, or group would be to perform this larger
oversight role?
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Ms. LARENCE. The potential model of an interagency council
seemed to us to make sense because there are so many equities in-
volved in this process.

Chairman LIEBERMAN. Right.

Ms. LARENCE. If I could just respond quickly, the Algorithm
Working Group is a good example. It is going to be up to the agen-
cies to voluntarily implement whatever algorithm is developed from
that group, so there is really no one saying, are we going to be im-
plementing this consistently or making sure that this happens.

So a lot of the decisions are made through consensus, working
groups, or voluntary measures, and we are just wondering if that
is the most effective way to manage this process.

Chairman LIEBERMAN. Yes, OK.

Commissioner Boyle, let me go to a different part of this, which
is what you do to make sure that the nominating agencies—that
is, agencies that suggest you put somebody on the terrorism list—
are following the same criteria.

Mr. BOYLE. Again, as we noted earlier, Senator, the standard
that is used is one of reasonable suspicion. In the first instance,
that determination is made by the nominating agency itself.

Second, all international terrorism nominations—and about 98 to
99 percent of the database are persons who are associated with
international terrorism.

Chairman LIEBERMAN. Right.

Mr. BOYLE. All of those nominations go to the National Counter-
terrorism Center where there is a second review or vetting of the
underlying derogatory information to make sure it meets appro-
priate standards, and then it comes to us. So there are three
phases at which the determination is made does this derogatory in-
formation meet a reasonable suspicion standard.

Chairman LIEBERMAN. Senator Levin is here, and I want to ask
one more line of questions—I am glad to see him—and then I will
yield to him. This, Commissioner Boyle, is on the question of what
happens when there are hits found to the list. I believe I read and
Ms. Larence said today that there were 53,000. Is that the right
number, Ms. Larence?

Ms. LARENCE. Yes, sir.

Chairman LIEBERMAN. And I understand that GAO issued a re-
stricted distribution version of its public report to us today which
provides, I think, valuable statistics about watch list encounters
and the results of those encounters. I know we cannot talk about
those statistics in detail, but to the best of your ability, I wonder
if you could talk a little bit about the categories of things that hap-
pen when somebody’s name genuinely turns up on the list. I am
leaving aside here—well, you might want to mention it—the false
positives. What else happens?

Mr. BoYLE. When our call center receives a call from either a
Customs and Border Protection agent or a municipal police officer
who has encountered one of our watch-listed subjects, our call
taker in the first instance, accessing all of the underlying informa-
tion, verifies that this is or is not the watch-listed person.

Chairman LIEBERMAN. So let me interrupt you a second. When
there is what I would call a hit, a match, in each case the person
at the point of entry, they call that 24-hour, 7-day-a-week service?
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Mr. BoYLE. They should be calling. Now, we do have instances
where we do not get calls, and we are working actively to try to
prevent that. But, yes, if a police officer pulls somebody over or a
CBP agent encounters someone at a border, they will get a screen
that tells them to call the Terrorist Screening Center.

They call the center. One of our analysts receives the call, ac-
cesses electronically all of the underlying information, and in the
first instance tries to determine and does determine is the person
who you are encountering the watch-listed person or is it someone
who unfortunately shares a name.

Chairman LIEBERMAN. Right.

Mr. BOYLE. We can usually make that determination within 10
minutes or less. If, in fact, the person who has been encountered
is the watch-listed person, we then immediately notify the FBI’s
Terrorist Screening Operations Unit. The TSOU then notifies the
case agent who is responsible for the case that has that particular
person watch-listed so that there can be an appropriate operational
response.

The other things that happen are that the screen that the police
officer in this example would receive tells the police officer, accord-
ing to a category code, what action can be taken. Most often it is
not to arrest because there has to be an active arrest warrant for
that to happen, but most often it is simply to try to gather informa-
tion. So that is the general procedure that happens.

Just to link back momentarily to the Ziad Jarrah case, if, in fact,
the person who has found his way into the United States and is
encountered as a known or suspected terrorist is not the subject of
an FBI investigation, then when we notify the Terrorist Screening
Operations Unit, they will set a lead to the nearest FBI office, cre-
ating an investigation to follow up on that person to make sure
that the FBI monitors what he is doing.

Chairman LIEBERMAN. That is really interesting because I would
guess that most people would suspect that when you have found
somebody who is a known or suspected terrorist, you would take
them into custody, or the law enforcement person would take them
into custody. But what you are saying is that there is really not
a basis for that.

Mr. BOYLE. Only if there is an active arrest warrant or a deten-
tion order or if the person has done something else that would jus-
tify an arrest. But, no, the fact that the person is on the list does
not in and of itself justify an arrest.

Chairman LIEBERMAN. But the Members of the Committee and
the public I presume can have some confidence that having seen
that person, that person is likely then to be followed if this is really
a known or suspected terrorist.

Mr. BOYLE. It is a great opportunity for law enforcement to gath-
er intelligence about that person because if the case agent is inves-
tigating that particular suspected terrorist and that person is
stopped on the highway, we can get valuable information, such as:
Where he is at that particular moment; who else is in the car with
him; has he been found near a critical infrastructure or some other
arela that is particularly sensitive. It is a tremendous intelligence
tool.

Chairman LIEBERMAN. Thanks. Very interesting. Very helpful.



28

Senator Levin, welcome.

OPENING STATEMENT OF SENATOR LEVIN

Senator LEVIN. Thank you. Thank you, Mr. Chairman, for hold-
ing this hearing. I will try to avoid questions if they have been
asked before.

The IG has found duplicate records in the Terrorist Screening
Database which can slow down the screening process or even put
a law enforcement officer at risk if the handling instructions are
inconsistent. The IG’s report says that TSC officials stated that
they will review the TSDB on a weekly basis for duplicate records.
Is that now going on?

Mr. BoYLE. Yes, sir, and I think it is important to identify that
duplicate records in some instances are unavoidable because we
have to maintain more than one record on a particular person be-
cause our downstream customers may want different fields of infor-
mation. So while it appears to be duplicative because the name,
date of birth, etc., is the same, we have to include some additional
information.

What is of real concern and what was importantly pointed out
by the Office of Inspector General is when there are inconsistencies
that might result in a different sort of category code. We are re-
viewing that to make sure that does not occur.

Senator LEVIN. About how many inconsistencies have appeared?
Is this a rare thing? Is this one out of a thousand?

Mr. BOYLE. I believe that the figure that was identified by the
Office of Inspector General was 38 percent?

Mr. FINE. I think that referred to problems with the quality as-
surance review. I think our report said that we saw approximately
2,000 in the first instance of duplicate records. I am not sure all
of them had different handling instructions, but that was the con-
cern that we had, duplicate records with significantly different han-
dling instructions.

Senator LEVIN. What percentage is that?

Mr. FINE. If there are approximately 800,000 records, it is a very
small percentage.

Senator LEVIN. So it is less than a quarter?

Mr. FINE. Less than 1 percent, yes.!

Senator LEVIN. OK. The GAO report says that the Terrorist
Screening Center is developing a process that would permit law en-
forcement and border control agencies to directly inquire of the
database as opposed to contacting the TSC by telephone when
there is a possible hit. What is the status of that process to allow
direct access to the database?

Mr. BoYLE. Well, that is a remote query that we are in the proc-
ess of putting in place. Right now the only availability of that is
for certain FBI offices which we have made available so that agents
at certain airports and other areas can access the database through
a BlackBerry device.

I should point out, though, Senator, that even once that remote
query project is in practice, we will always want the encountering
agent to call our center because it is our call takers, our analysts

1A clarification of this response by Mr. Fine appears in the Appendix on page 279.
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who have full electronic access to all of the underlying information
on the watch list.

Senator LEVIN. And it is not possible for someone in the field to
have that direct access to all the underlying data?

Mr. BoYLE. No, because of classification issues.

Senator LEVIN. All right. Now, the IG follow-up audit of the
Screening Center found that there are two watch lists, not one.
One is a Web-based system and the other is an older legacy
version. They are supposed to be identical but they are not. The IG
found that multiple watch list records were missing from one or the
other database that was used by either visa, border, or law enforce-
ment personnel. The Terrorist Screening Center has apparently
told the IG that having two versions is necessary for technological
reasons. That is troubling to me, but explain why you have to have
two versions.

Mr. BoYLE. Well, we have had substantial discussions with our
friends from the Office of Inspector General about that. At one
point there were two separate systems. Right now we have what
I would call two components of a single system. We have an ingest
system through which we receive the nominations. We then have
to take those nominations and export them or the export system to
our downstream clients.

The short answer to the question, sir, is that sometime during
the first quarter of calendar year 2008, we expect to be able to re-
tire that export system so that everything will be done through
that first component, which will satisfy the IG’s understandable
concern.

Second, with respect to the time between now and then, as a re-
sult of what the IG has identified, we now do a daily reconciliation
of those two components so that at the end of each day, if they do
not zero out, the very next day one of our analysts takes that re-
port and his first priority, his first order of business is to ensure
that those records are, in fact, properly reconciled.

Sel‘;ator LEVIN. And you have the funding to achieve that goal in
20087

Mr. BoYLE. Yes, sir.

Senator LEVIN. Thank you. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thank you very much, Senator Levin.
Senator Collins.

Senator COLLINS. Thank you, Mr. Chairman.

Mr. Fine, the President has directed DHS to work with other
agencies and departments to identify other appropriate screening
opportunities, including the use of the watch list to screen appli-
cants for private sector jobs when it is a job involving critical infra-
structure.

Now, some people who advocate this point out that if you are
having an individual who is working in a chemical plant, for exam-
ple, this kind of screening could be very helpful. Others, such as
the Constitution Project,! the think tank, have said that it is inap-
propriate to use watch lists for employment screening. And still
other people have pointed out that a person who is turned down
for a job who was mistakenly listed on a watch list would not be

1The Constitution Project’s report appears in the Appendix on page 78.
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likely to conclude that was the reason, unlike a frequent traveler
where it is pretty obvious that is what has occurred.

Do you have any thoughts on this issue that you could share
with us?

Mr. FINE. I do think that it is an important issue to pursue, but
it raises some significant concerns, particularly because of the fac-
tors that you just identified. It is not a minor inconvenience that
you are going to be delayed at the airport a short period of time.
When you are looking at it in the private sector, it can have very
serious implications about not being able to get employment with-
out having any reason or knowledge about why that is. It also gives
us concerns because of the size of the watch list and the potential
inaccuracies in the watch list about the impact of the mistakes on
it.

So while I am not opposed to pursuing this, I do think that these
important safeguards need to be considered and discussed. One of
the things that I do think needs to be discussed is not solely how
people get onto the watch list—we have had a lot of discussion
about this today, and it is an important subject—but how people
get off of the watch list, how people are removed. And the FBI has
a process where if the case is closed, they are removed. I am not
sure all the other entities have that same process or have that
same standard, so I agree with the GAO that they need to look at
that in terms of a high-level review and pursue these opportunities,
but to ensure that there are safeguards in place.

Senator COLLINS. I think that is a very difficult issue when you
start extending the watch list to matters of employment. Clearly,
we do not want terrorists to have the ability to work at a nuclear
power plant or chemical facility or other critical infrastructure. But
if you start having a system where the personnel director of a com-
pany has access to a watch list which may not be accurate and uses
that to turn someone down for a job, I think it raises a host of new
questions and we need to proceed with a lot of care in that area.

Mr. Boyle, that raises an issue as well about how long it takes
for an individual who is mistakenly included on a watch list to ob-
tain redress. The IG has found that TSC on average takes about
67 days to close its review of an inquiry from an individual who
believes he or she is mistakenly listed.

Now, for a busy traveler, for a business traveler who is traveling
every single week, several times a month, 2 months can involve a
great deal of inconvenience if they have been incorrectly identified.
Could you comment on what T'SC is doing to try to expedite these
reviews?

Mr. BoYLE. Yes. We are monitoring on a regular basis the aver-
age time that it takes us to resolve these matters. Sometimes be-
cause we must spend a fair amount of time dealing with the nomi-
nating agency to try to find out exactly what the information is
that supports the nomination and that nominating agency’s view of
that person’s watch list status, it can take a while, obviously par-
ticularly if we are dealing with someone who is overseas. But we
are monitoring that. We are trying to reduce the time.

I would also point out that, as the OIG report mentioned, al-
though we would like to see the time that it takes reduced, the
quality of the work that is being done by our redress unit is quite
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remarkable. And we certainly do not want to sacrifice the quality
of what those folks are doing for the sake of expediency.

Senator COLLINS. Thank you. Thank you, Mr. Chairman.

Chairman LIEBERMAN. Thanks very much, Senator Collins.

Commissioner Boyle, I know today the Committee did receive the
Memorandum of Understanding with this new series of policies re-
garding redress. Is there anything more you would like to say
about that. We appreciate the fact that it has come into effect. Par-
ties to this are the various agencies involved in the various ter-
rorism databases.

Mr. BOYLE. Yes, and thank you for the opportunity to address
that, Mr. Chairman. This has been the result of a lot of hard work
by a lot of folks over the past several months.

We have had in place a process whereby our redress analysts in
our redress unit work with the various agencies. The Memorandum
of Understanding that is being released today commits each one of
those agencies to identify a high-level official who will be respon-
sible for ensuring that each of those agencies responds appro-
priately and quickly to any request for information relating to re-
dress. So we believe that this will be a help in expediting the proc-
ess and will continue to help us do so in a way that produces the
appropriate result.

Chairman LIEBERMAN. Good. Secretary Rosenzweig, let me come
back to the question and answer you had with Senator Collins
about the Mexican national with tuberculosis who came back and
forth across the borders undetected. I understood your example,
and it was quite perplexing in its way. I want to mention two
things to you to ask you to respond now or afterward.

One, I have seen the name of the individual, and it is not a com-
mon Hispanic name.

Two, my staff has continued to talk to the folks from Customs
and Border Protection, and I do not know exactly what the indi-
vidual did. I must say I do not have that, and I would like to; I
think the Committee should understand that, the public should,
from yourself or the Customs and Border Protection people. But I
gather from the CBP people, or my staff does, that this was not a
switch of names, that the person did something else.

Mr. ROSENZWEIG. Thank you for the opportunity. Let me be
clear. My hypothetical—

Chairman LIEBERMAN. That was a hypothetical.

Mr. ROSENZWEIG [continuing]. Was about me, and it shows the
difficulty when we do not know what the mistake is. In the His-
panic culture, it is very common for transposition.

Chairman LIEBERMAN. Right.

Mr. ROSENZWEIG. It is very common for a transposition of birth
dates because of the European style of 12/9 becoming 9/12.

We got a lookout, and the very first information lacked the first
name and had the wrong birth date. We try within that all the
other possible permutations that we can think of, given our knowl-
edge—I mean, we are not, despite the fact that some people might
think so, routinized robots who do not actually try and approach
these things with creativity. We tried reversing the names. We
tried reversing the birth dates. We did indeed get a corrected birth
date. But we do not know if that is a correct corrected birth date.
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The first one having been wrong, we do not know if the second—
it is only when we actually find the person a month later that we
know that it is actually a corrected birth date as opposed to an-
other incorrect iteration.

We run all of those possibilities. In none of them, as I under-
stand it—and, granted, this is very fact intensive—did we have a
match, principally because we lacked a first name that was at all
accurate.

Chairman LIEBERMAN. So you ran those at the time the person
came through or afterward to see how the person got through?

Mr. ROSENZWEIG. No. We are looking for him in our records. This
person is identified to us as a frequent border crosser. If that is ac-
curate, we should have a record of this person having crossed the
border, not only the 20 times between the date and afterwards, but
also the 50 times that he did before we ever got a report from the
Mexican health authorities, which, of course, I cannot do anything
until I get a notice.

When we throw all of these iterations of possibilities at the data
set and say, do you have any Hahns, do you have any Rosenzweigs,
do you have any 10/31/59s or 10/8/59s or 8/10/59s, we do not get
a match that matches these descriptions.

Chairman LIEBERMAN. OK. So that was just an example, and you
are not sure whether he switched his name or not, the two names?

Mr. ROSENZWEIG. We have no information about what the source
of the incomplete—I think the fair way to say this is incomplete in-
formation that we got.

Chairman LIEBERMAN. So at that point, you have somebody that
Mexico has told you is coming back and forth with a real con-
tagious health problem, and you are trying to find him but you can-
not. I mean, that is basically

Mr. ROSENZWEIG. That is it. And, perhaps I will just disagree
with you slightly in characterization, but of the three names that
we had, two of them to our eyes looked reasonably common, par-
ticularly the first name we got and one of the two latter names.
Whether they are as common as Rodriguez, that is a value judg-
ment that I——

Chairman LIEBERMAN. Right.

Mr. ROSENZWEIG. But my Rodriguez example was intended to
demonstrate that the only way I can guarantee finding one is to
take all three names and all the possible dates of birth and run
them all separately. And that just creates lots and lots of false
positives.

If we have the accurate information with the name-matching al-
gorithm, we can find a person, but even there we are also hobbled
by misspellings. One of these names is indeed a complex name, so
we can try variants on that spelling. But we do not know what the
error is in the information we have until roughly 40 days later
when we finally get the match and say, “Ah, of course. If only we
had known.”

Senator COLLINS. Mr. Chairman.

Chairman LIEBERMAN. Senator Collins.

Senator COLLINS. Could I just follow up on your point?

Chairman LIEBERMAN. Sure.
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Senator COLLINS. Because my information is a bit different. First
of all, the agency knew that this individual was crossing at the El
Paso, Texas, border crossing, so it is not as if we have a huge num-
ber of border crossings where this individual is coming through.
Surely, that should have helped narrow the search.

Second, the fact is, as I understand it from Customs and Border
Protection, the individual was able to cross 21 times after the agen-
cy had the correct hyphenated last name, and I agree with the
Chairman that this is not like Joe Smith. This last name is a hy-
phenated, not common last name. And you had the correct date of
birth. When you know where the individual is going to be crossing,
what his last name is, and his correct date of birth, the fact that
the first name is missing seems to me not a sufficient explanation
for why there was not a match. You had the middle name, the hy-
phenated last name, and the correct date of birth, and you know
where he is coming from. You know at which border crossing to be
on the alert.

So I think this does not fit your example at all. Your example
is a compelling one of what can happen, but it does not fit the facts
of this case as they have been presented to me.

Mr. ROSENZWEIG. Again, with respect, Senator, I think we are
looking at it backwards. We now know that El Paso is the place
that he most frequently crossed. In fact, my information is that all
of his crossings were not at El Paso but at other ports of entry as
well. So, unless we know in advance that is the only place, we are
obliged to look everywhere.

I would also say that El Paso is one of the three busiest crossing
points in the United States on a daily basis. There are thousands
and thousands of people.

It is the case that with the information we had, had we restricted
ourselves to that, we could have picked out all the people with
those names crossing across the border. But not knowing who he
is and without the first name, that would have included everybody
who has either of those two hyphens, because you and I now know
that is the correct answer, that his name is Rosenzweig-Hahn—
and, again, I will not use his personal name. But, with respect, it
is a bit of back-seat driving. I cannot know that until I find him.
So I have to look at all the Rosenzweigs and all the Hahns in order
to be able to be sure that I am getting the right answer.

We try and heighten our scrutiny of those people, but that is a
larger number of people than you might suspect.

Senator COLLINS. He was not using an alias. That was the first
report that we got from the Department—that was the reason.
That turned out not to be the case.

I am really concerned about this. This person was potentially
very dangerous from a public health perspective, but what if this
had been a terrorist? If a terrorist about whom we have an accu-
rate last name and an accurate middle name and an accurate date
of birth could cross 21 times, when you know it is likely where the
individual is going to be crossing, that is of huge concern to me.
And T say that with all due respect to the good job that is being
done on this watch list. We have come a long ways. But if, in fact,
with that kind of information a person can cross into our country,
that really concerns me.
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Mr. ROSENZWEIG. Well, I do not mean to suggest that it does not
concern us as well, and certainly with this event we are going to
go back and review our procedures on watch list name matching
to ensure that we are doing the best that we can. But I do have
to say that given the volume of people that we have crossing the
land border and not knowing ex ante whether or not we actually
have the accurate names—because we have already determined, at
least to some degree, that there is something missing because it is
not coming up on our system fully. We have to always characterize
and balance the risk/benefit of who we are targeting for secondary
screening in the devotion of resources.

I have to also say—and I think that this is predictive but accu-
rate—that if the case were somebody who was a terrorist or on the
terrorist watch list, which, of course, this person is not because it
is a public health risk, we would probably apply a different risk
calculus, especially if it were an active investigation of somebody
we thought were coming immediately to do harm to the United
States. We would stop all the Rosenzweigs and all the Hahns no
matter what, and that would just be too bad and a difficult time
for the mistakenly stopped ones who would be cleared after sec-
ondary. But we have to dial up and dial down the degree of close-
ness of screening and match that we seek, and at busy ports on the
land side, we are disabled by the volume and by the need to proc-
ess people in 10 seconds, at least as we currently stand, from doing
much better.

I should add, by the way, that we have modernization money in
our budget, too, $100 million. The screens my guys use are 25
years old for these things, so that is part of the answer, better soft-
ware and things like that.

Chairman LIEBERMAN. OK. You understand our concern.

Mr. ROSENZWEIG. Absolutely.

Chairman LIEBERMAN. And we are going to stay on this. As one
of you said earlier, a terrorism watch list which is based on names
obviously has limitations. One of them is if somebody uses an alias
that they have not used before. Right, Commissioner? Then we are
not going to catch him.

Mr. BOYLE. Yes, sir, unless we have some reason to link that
alias with that person.

Chairman LIEBERMAN. To that person. Am I correct in my recol-
lection, surprisingly, that all or most of the September 11, 2001,
terrorists actually used their own names?

Mr. BoYLE. For the most part, that is correct.

Chairman LIEBERMAN. That is what I thought, which was amaz-
ing. Now, of course, what is perplexing, to put it mildly, about this
case of the Mexican national with tuberculosis is that we, our gov-
ernment, had his name from the Mexican health authorities, and
we were still, for the reasons you said, not able to stop him. I sup-
pose hindsight is always clearer, but I was interested in what you
said, that obviously if we knew this person was a terrorist, even
if we had the confusion, in your case we would have stopped every-
body with those two names. It is an interesting value judgment
when you have somebody with tuberculosis which could cause a
real health problem here. I am sure people would have complained,
but, again, what I am about to say I say with hindsight, I wish you
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had stopped everybody with his two names if that is what was nec-
essary to stop him from coming in. It would have bothered a lot of
people, a lot of false positives, but I think overall public interest
would have been better served.

Mr. ROSENZWEIG. If I may, sir, and this is a complete throw the
ball to somebody else. But in making those kinds of determina-
tions, we rely obviously very strongly on Health and Human Serv-
ices and the Centers for Disease Control to tell us what they assess
is the risk and how much or how little we need to dial up or dial
down the matching process. And I am told that we actually had
this discussion with HHS, and they made a judgment that they did
not want to press for better identification information because that
has systematic effects about discouraging people from seeking
treatment. That is completely outside of my lane, and it certainly
is something you should be interested in following up on. But we
take the medical judgments as given to us by our partners. We do
not do doctors.

Chairman LIEBERMAN. OK. So, I ask you to keep us posted on
your continuing review of this because we are not satisfied yet be-
cause we do not want this to happen again, and we know that the
GAO report mentions other cases in which people on a watch list
earlier this year—or was it last spring—got by and got into the
country. And it also reminds us that to the extent that we move
to tamper-proof IDs for people to come into the country who are
able to make that easily entered into an electronic system and that
we move to biometrics to the extent that we have biometrics on
people, that is obviously at a higher level of certainty.

But I want to come back to the beginning because I think the im-
portant thing is that the Terrorist Screening Center and the accu-
mulation of lists and the process you have has raised our guard
much higher than it was before and on September 11, 2001. For
that we thank you. And I guess the other part of this clearly is that
there is more to do. We have a big country, and a lot of people com-
ing in and out of it every day, astounding numbers, really—legally
I am talking about, not even illegally—and how we do our best
using modern technology to filter out those who either are dan-
gerous to us in terms of terrorism or health is critically important.
So I thank you.

Senator Collins, do you want to add anything?

Senator COLLINS. No, thank you.

Chairman LIEBERMAN. Thanks very much for what you have
been doing. The hearing record will be open for 15 days for Mem-
bers to submit additional questions to you and for you to answer
some of the questions. Senator Warner, I know, would particularly
like an answer to his question for the record.

I thank you very much. The hearing is adjourned.

[Whereupon, at 12:18 p.m., the Committee was adjourned.]
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TERRORIST WATCH LIST SCREENING

Recommendations to Enhance Management
Oversight, Reduce Potential Screening
Vulinerabilities, and Expand Use of the List

What GAO Found

The FBI and the intelligence community use standards of reasonableness to
evaluate individuals for nomination to the consolidated terrorist watch list. In
general, individuals who are reasonably suspected of having possible links to
terrorism—in addition to individuals with known links——are to be nominated.
As such, being on the list does not automatically prohibit, for example, the
issuance of a visa or entry into the United States. Rather, when an individual
on the list is encountered, agency officials are to assess the threat the person
poses to determine what action to take, if any. As of May 2007, the
consolidated watch list contained approximately 755,000 records.

From December 2003 through May 2007, screening and law enforcement
agencies encountered individuals who were positively matched to watch list
records approximately 53,000 times. Many individuals were matched multiple
times. The outcomes of these encounters reflect an array of actions, such as
arrests; denials of entry into the United States; and, most often, questioning
and release. Within the federal community, there is general agreement that the
watch list has helped to combat terrorism by (1) providing screening and law
enforcement agencies with information to help them respond appropriately
during encounters and (2) helping law enforcement and intelligence agencies
track individuals on the watch list and collect information about them for use
in conducting investigations and in assessing threats.

Regarding potential vainerabilities, TSC sends records daily from the watch
list to screening agencies. However, some records are not sent, partly because
screening against them may not be needed to support the respective agency's
mission or may not be possible due to the requirements of computer programs
used to check individuals against watch list records, Also, some subjects of
watch list records have passed undetected through agency screening
processes and were not identified, for example, until after they had boarded
and flew on an aircraft or were processed at a port of entry and admitted into
the United States. TSC and other federal agencies have ongoing initiatives to
help reduce these potential vulnerabilities, including efforts to improve
computerized name-matching programs and the quality of watch list data.

Although the federal government has made progress in promoting effective
terrorism-related screening, additional screening opportunities remain
untapped—within the federal sector, as well as within critical infrastructure
coraponents of the private sector. This situation exists partly because the
government lacks an up-to-date strategy and implementation plan for
optimizing use of the terrorist watch list. Also lacking are clear lines of
authority and responsibility. An up-to-date strategy and implementation plan,
supported by a clearly defined leadership or governance structure, would
provide a platform to establish governmentwide screening priorities, assess
progress toward policy goals and intended outcomes, consider factors related
to privacy and civil liberties, ensure that any needed changes are
implemented, and respond to issues that hinder effectiveness.

United States A Office
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Mr. Chairman and Members of the Committee:

1 am pleased to be here today to discuss our report on U.S. efforts to
develop and use the terrorist watch list to screen for known or suspected
terrorists who pose a threat to homeland security. The list is an important
tool in the government's overall efforts to combat terrorism.

The Terrorist Screening Center (TSC) is responsible for maintaining the
watch list and providing for its use during agency screening processes.
TSC receives the vast majority of its watch list records from the National
Counterterrorism Center, which compiles information on known or
suspected international terrorists from executive branch departments and
agencies. In addition, the Federal Bureau of Investigation (FBI) provides
TSC with information on known or suspected domestic terrorists who
operate primarily within the United States, such as Ted Kaczynski (the
“Unabomber™). TSC consolidates this information into its watch list
database and makes records available for a variety of screening purposes,
such as the screening of visa applicants and the screening of airline
passengers. When an individual on the watch list is encountered during
screening, several entities—TSC, the screening agency, investigative
agencies, and the intelligence community—can be involved in deciding
what action to take, if any.

My testimony today discusses (1) the standards agencies use for including
individuals on the list, (2) the outcomes of encounters with individuals on
the list, (3) potential vulnerabilities in agencies’ watch list screening
processes and efforts to address them, and (4) actions taken to promote
effective terrorism-related screening.

This statement is based on the report we rel d today.' To accomplish
our report objectives, we reviewed procedural guidance, statistics, and
other relevant documentation obtained from and interviewed officials at
TSC, the FBI, the National Counterterrorism Center, the Department of
Homeland Security, and other agencies that perform terrorism-related
screening. Specifically, at the Transportation Security Administration, we
examined the prescreening of airline passengers prior to their boarding a
flight; at U.S. Customs and Border Protection, we examined the screening

'GAO, Terrorist Watch List Screening: Opportunities Exist to Enh M
Oversight, Reduce Vulnerabilities in Agency Sereening Processes, and Expand Use of the
List, GAD-08-110 (Washington, D.C.: Oct. 11, 2007).

Page 1 GAO-08-194T



40

of travelers entering the United States through ports of entry; and at the
Department of State, we examined the screening of visa applicants. We
conducted our work in accordance with generally accepted government
auditing standards.

Summary

In summary, we found the following:

.

The National Counterterrorist Center and the FBI rely upon standards
of reasonableness in determining which individuals are appropriate for
inclusion on TSC's consclidated terrorist watch list. In general,
individuals who are reasonably suspected of having possible links to
terrorism—in addition to individuals with known links—are to be
nominated. As such, inclusion on the list does not automatically
prohibit an individual from, for example, obtaining a visa or entering
the United States. As of May 2007, TSC’s watch list contained
approximately 755,000 records.

From December 2003 (when TSC began operations) through May 2007,
agencies encountered individuals who were on the watch list about
53,000 times. Many individuals were encountered multiple times.
Actions taken in response included arresting individuals and denying
others entry into the United States. Most often, however, agencies
questioned and then released the individuals because there was not
sufficient evidence of criminal or terrorist activity to warrant further
legal action, Nevertheless, such questioning allowed agencies to collect
information on the individuals, which was shared with law
enforcement agencies and the intelligence community.

Screening agencies do not check against all records in the consolidated
watch list, partly because screening against certain records (1) may not
be needed to support the respective agency’s mission or (2) may not be
possible due to the requirements of computer programs used to check
individuals against watch list records, Not checking against all records
may pose a security risk. Also, some subjects of watch list records have
passed undetected through agency screening processes and were not
identified, for example, until after they had boarded and flew on an
aircraft, Federal agencies have ongoing initiatives to help reduce these
potential vulnerabilities.

The federal government has made progress in using the consolidated
watch list for screening purposes, but it has not (1) finalized guidelines
for using watch list records within critical infrastructure components
of the private sector or (2) identified all appropriate opportunities for

Page Z GAO-08-194T
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which terrorist-related screening should be applied. Further, the
government lacks an up-to-date strategy and implementation plan—
supported by a clearly defined leadership or governance structure—
which are important for enhancing the effectiveness of terrorist-related
screening.

We have recommended several actions to promote a more comprehensive
and coordinated approach to terrorist-related screening. Among them are
actions to monitor and respond to vulnerabilities and to establish up-to-
date guidelines, strategies, and plans to facilitate expanded and enhanced
use of the list. The Department of Homeland Security and the FBI, which
provided the Department of Justice's comments on a draft of the report,
generally agreed with our findings and recommendations. The Homeland
Security Council was provided a draft of the report but did not provide
comments.?

Background

Pursuant to Homeland Security Presidential Directive 6, the Attorney
General established TSC in September 2003 to consolidate the
government’s approach to terrorism screening and provide for the
appropriate and lawful use of terrorist information in screening processes.
TSC’s consolidated watch list is the U.S. government’s master repository
for all records of known or appropriately suspected international and
domestic terrorists used for watch list-related screening.

When an individual makes an airline reservation, arrives at a U.S. port of
entry, or applies for a U.S. visa, or is stopped by state or local police within
the United States, the frontline screening agency or airline conducts a
name-based search of the individual against applicable terrorist watch list
records. In general, when the computerized name-matching system of an
airline or screening agency generates a “hit” (a potential name match)
against a watch list record, the airline or agency is to review each potentjal
match. Any obvious mismatches (negative matches) are to be resolved by
the airline or agency, if possible, as discussed in our September 2006

“The Homeland Security Council was established to ensure coordination of all homeland
security-related activities among executive departments and agencies and promote the
effective development and impl ion of all h land security policies. See The White
House, Homeland Security Presi tal Directive/HSPD-1, Subject: Organization and
Operation of the Homeland Security Council (Washington, D.C.: Oct. 29, 2001).
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report on terrorist watch list screening.® However, clearly positive or exact
matches and matches that are inconclusive (difficult to verify) generally
are to be referred to TSC to confirm whether the individual is a match to
the watch list record. TSC is to refer positive and inconclusive matches to
the FBI to provide an opportunity for a counterterrorism response.
Deciding what action to take, if any, can involve collaboration among the
frontline screening agency, the National Counterterrorism Center or other
intelligence community members, and the FBI or other investigative
agencies. If necessary, a member of an FBI Joint Terrorism Task Force can
respond in person to interview and obtain additional information about
the person encountered. In other cases, the FBI will rely on the screening
agency and other law enforcement agencies——such as U.S. Immigration
and Customs Enforcement—to respond and collect information. Figure 1
presents a general overview of the process used to resolve encounters
with individuals on the terrorist watch list.

“Perrorist watch list-related screening can cause travel defays and other inconveniences,
which may be inevitable cc of enh dh land security, Nonethel as we
reported in September 2006, it is important for TSC and screening agencies to provide
effective redress for individuals who are inadvertently and adversely affected by watch list-
related screening. See GAO, Terrorist Watch List Screening: Efforts to Help Reduce
Adverse Effects on the Public, GAO-06-1031 (Washington, D.C.: Sept. 29, 2006).

“Joint Terrorism Task Forces ave teams of state and local law enforcement officials, FBI
agents, and other federal agents and personnel whose mission is to investigate and prevent
acts of terrorism. There is a Joint Terrorism Task Force in each of the FBI's 56 main field
offices, and additional task forces are located in smaller FBI offices.
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Figure 1: General Overview of the Process Used to Resolve Encounters with Individuals on the Terrorist Watch List
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To build upon and provide additional guidance related to Homeland
Security Presidential Directive 6, in August 2004, the President signed
Homeland Security Presidential Directive 11. Among other things, this
directive required the Secretary of Homeland Security—in coordination
with the heads of appropriate federal departments and agencies—to
submit two reports to the President (through the Assistant to the President
for Homeland Security) related to the government’s approach to terrorist-
related screening. The first report was to outline a strategy to enhance the
effectiveness of terrorist-related screening activities by developing
comprehensive and coordinated procedures and capabilities, The second
report was to provide a prioritized investment and implementation plan
for detecting and interdicting suspected terrorists and terrorist activities.
Specifically, the plan was to describe the “scope, governance, principles,
outcomes, milestones, training objectives, metrics, costs, and schedule of

Page 5 GAO-08-194T
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activities” to implement the U.S. government’s terrorism-related screening
policies.

Agencies Rely upon
Standards of
Reasonableness in
Assessing Individuals
for Inclusion on TSC’s
Watch List

The National Counterterrorism Center and the FBI rely upon standards of
reasonableness in determining which individuals are appropriate for
inclusion on TSC's consolidated watch list.” In accordance with Homeland
Security Presidential Directive 6, TSC's watch list is to contain information
about individuals “known or appropriately suspected to be or have been
engaged in conduet constituting, in preparation for, in aid of, or related to
terrorism.” In implementing this directive, the National Counterterrorism
Center and the FBI strive to ensure that individuals who are reasonably
suspected of having possible links to terrorism—in addition to individuals
with known links—are nominated for inclusion on the watch list. To
determine if the suspicions are reasonable, the National Counterterrorism
Center and the FBI are to assess all available information on the
individual. According to the National Counterterrorism Center,
determining whether to nominate an individual can involve some level of
subjectivity, Nonetheless, any individual reasonably suspected of having
links to terrorist activities is to be nominated to the list and remain on it
until the FBI or the agency that supplied the information supporting the
nomination, such as one of the intelligence agencies, determines the
person is not a threat and should be removed from the list.

Moreover, according to the FBI, individuals who are subjects of ongoing
FBI counterterrorism investigations are generally nominated to TSC for
inclusion on the watch list, including persons who are being preliminarily
investigated to determine if they have links to terrorism. In determining
whether to open an investigation, the FBI uses guidelines established by
the Attorney General. These guidelines contain specific standards for
opening investigations, including formal review and approval processes.
According to FBI officials, there must be a “reasonable indication” of
involvement in terrorism before opening an investigation. The FBI noted,
for example, that it is not sufficient to open an investigation based solely
on a neighbor's complaint or an anonymous tip or phone call. If an
investigation does not establish a terrorism link, the FBI generally is to

*In general, and in this context, a standard of reasonableness can be described as a
government agent's particularized and objective basis for suspecting an individual of

ing in terrori: lated activities, idering the totality of circumstances known to
the government agent at that time. See, e.g., United States v. Price, 184 F.3d 637, 640-41
(7th Cir. 1989); Terry v. Ohio, 392 U 8. 1, 30 (1968).
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close the investigation and request that TSC remove the person from the
watch list. Based on these standards, the number of records in TSC's
consolidated watch list has increased from about 158,000 records in June
2004 to about 755,000 records as of May 2007 (see fig. 2). It is important to
note that the total number of records in TSC’s watch list does not
represent the total number of individuals on the watch list. Rather, if an
individual has one or more known aliases, the watch list will contain
multiple records for the same individual.

Figure 2: Increase in Terrorist Watch List Records, June 2004 through May 2007
Total records
800,000 754,960

700,000
600,000

500,000

400,000

287,982

300,000
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200,000

100,000
[
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2004 2005 2006 2007

Dates
Source: GAD analysis of TSC data,

TSC’s watch list database is updated daily with new nominations,
meodifications to existing records, and deletions. Because individuals can
be added to the list based on reasonable suspicion, inclusion on the list
does not automatically prohibit an individual from, for example, obtaining
a visa or entering the United States when the person is identified by a
screening agency. Rather, when an individual on the list is encountered,
agency officials are to assess the threat the person poses to determine
what action to take, if any.
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Agencies Have Had
Approximately

53,000 Encounters
with Individuals on
the Watch List, and
Outcomes Indicate
the List Has Helped to
Combat Terrorism

From December 2003 (when TSC began operations) through May 2007,
screening and law enforcement agencies encountered individuals who
were positively matched to watch list records approximately 53,000 times,
according TSC data. A breakdown of these encounters shows that the
nurber of matches has increased each year—from 4,876 during the first
10-month period of TSC's operations to 14,938 during fiscal year 2005, to
19,887 during fiscal year 2006. This increase can be attributed partly to the
growth in the number of records in the consolidated terrorist watch list
and partly to the increase in the number of agencies that use the list for
screening purposes. Our analysis of TSC data also indicates that many
individuals were encountered multiple times. For example, a truck driver
who regularly crossed the U.S.-Canada border or an individual who
frequently took international flights could each account for multiple
encounters. Further, TSC data show that the highest percentage of
encounters involved screening within the United States by a state or local
law enforcement agency, U.S. government investigative agency, or other
governmental entity. The next highest percentage involved border-related
encounters, such as passengers on airline flights inbound from outside the
United States or individuals screened at land ports of entry. The lowest
percentage of encounters occurred outside of the United States.

The watch list has enhanced the U.S, government’s counterterrorism
efforts by allowing federal, state, and local screening and law enforcement
officials to obtain information to help them make better-informed
decisions during encounters regarding the level of threat a person poses
and the appropriate response to take, if any. The specific outcomes of
encounters with individuals on the watch list are based on the
government’s overall assessment of the intelligence and investigative
information that supports the watch list record and any additional
information that may be obtained during the encounter, Qur analysis of
data on the outcomes of encounters revealed that agencies took a range of
actions, such as arresting individuals, denying others entry into the United
States, and most commonly, releasing the individuals following
questioning and information gathering.

« TSC data show that agencies reported arresting many subjects of watch
list records for various reasons, such as the individual having an
outstanding arrest warrant or the individual’s behavior or actions
during the encounter. TSC data also indicated that some of the arrests
were based on terrorism grounds.

« TSC data show that when visa applicants were positively matched to
terrorist watch list records, the outcomes included visas denied, visas
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issued (because the consular officer did not find any statutory basis for
inadmissibility), and visa ineligibility waived,®

« Transportation Security Administration data show that when airline
passengers were positively matched to the No Fly or Selectee lists, the
vast majority of matches were to the Selectee list.” Other outcomes
included individuals matched to the No Fly list and denied boarding
(did not fly) and individuals matched to the No Fly list after the aircraft
was in flight. Additional information on individuals on the watch list
passing undetected through agency screening is presented later in this
statement.

« U.8. Customs and Border Protection data show that a numberx of
nonimmigrant aliens encountered at U.S, ports of entry were positively
matched to terrorist watch list records. For many of the encounters,
the agency determined there was sufficient information related to
watch list records to preclude admission under terrorism grounds.
However, for most of the encounters, the agency determined that there
was not sufficient information related to the records to preclude
admission.

+ TSC data show that state or local law enforcement officials have
encountered individuals who were positively matched to terrorist
watch list records thousands of times, Although data on the actual
outcomes of these encounters were not available, the vast majority
involved watch list records that indicated that the individuals were
released, undess there were reasons other than terrorism-related
grounds for arresting or detaining the individuals, such as the
individual having an outstanding arrest warrant,

Also, according to federal officials, encounters with individuals who were
positively matched to the watch list assisted government efforts in
tracking the respective person’s movements or activities and provided the

“In this context, ineligibility waived refers to individuals who were ineligible for a visa
based on terrorism grounds, but the Department of Homeland Security approved a waiver
for a one-time visit or multiple entries into the United States. In general, waivers are
approved when the U.S, government has an interest in allowing the individual to enter the
United States, such as an individual on the terrorist watch list who is invited to participate
in peace talks under U.S. auspices.

"In general, individuals on the No Fly list are to be precluded from boarding an aireraft, and

individuals on the Selectee list are to receive additional physical screening prior to
boarding an aircraft.
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opportunity to collect additional information about the individual. The
information collected was shared with agents conducting
counterterrorism investigations and with the intelligence corarunity for
use in analyzing threats. Such coordinated collection of information for
use in investigations and threat analyses is one of the stated policy
objectives for the watch list.

Potential
Vulnerabilities in
Agency Screening
Processes and Agency
Efforts to Address
Them

The principal screening agencies whose missions most frequently and
directly involve interactions with travelers do not check against all records
in TSC's consolidated watch list because screening against certain records
(1) may not be needed to support the respective agency’s mission, (2) may
not be possible due to the requirements of computer programs used to
check individuals against watch list records, or (3) may not be
operationally feasible. Rather, each day, TSC exports applicable records
from the consolidated watch list to federal government databases that
agencies use to screen individuals for mission-related concerns. For
example, the database that U.S. Customs and Border Protection uses to
check incorming travelers for immigration violations, criminal histories,
and other matters contained the highest percentage of watch list records
as of May 2007. This is because its mission is to screen all travelers,
including U.S. citizens, entering the United States at ports of entry. The
database that the Department of State uses to screen applicants for visas
contained the second highest percentage of all watch list records. This
database does not include records on U.S. citizens and lawful permanent
residents because these individuals would not apply for U.S. visas.

The FBI database that state and local law enforcement agencies use for
screening contained the third highest percentage of watch list records.
According to the FBI, the remaining records were not included in this
database primarily because they did not contain sufficient identifying
information on the individual, which is required to minimize instances of
individuals being misidentified as being subjects of watch list records.
Further, the No Fly and Selectee lists disseminated by the Transportation
Security Administration to airlines for use in prescreening passengers
contained the lowest percentage of watch list records. The lists did not
contain the remaining records either because they (1) did not meet the
nomination criteria for the No Fly or Selectee list or (2) did not contain
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sufficient identifying information on the individual* According to the
Department of Homeland Security, increasing the number of records used
to prescreen passengers would expand the number of misidentifications to
unjustifiable proportions without a measurable increase in security. While
we understand the FBI's and the Department of Homeland Security's
concerns about misidentifications, we still believe it is important that
federal officials assess the extent to which security risks exist by not
screening against certain watch list records and what actions, if any,
should be taken in response.

Also, Department of Homeland Security component agencies are taking
steps to address instances of individuals on the watch list passing
undetected through agency screening. For example, U.S. Customs and
Border Protection has encountered situations where it identified the
subject of a watch list record after the individual had been processed at a
port of entry and admitted into the United States. U.S. Customs and
Border Protection has created a working group within the agency to study
the causes of this vulnerability and has begun to implement corrective
actions. U.8. Citizenship and Immigration Services-~the agency
responsible for screening persons who apply for U.S. citizenship or
immigration benefits—has also acknowledged areas that need
improvement in the processes used to detect subjects of watch list
records, According to agency representatives, each instance of an
individual on the watch list getting through agency screening is reviewed
to determine the cause, with appropriate follow-up and corrective action
taken, if needed. The agency is also working with TSC to enhance
screening effectiveness.

Further, Transportation Security Administration data show that in the
past, a number of individuals who were on the government’s No Fly list
passed undetected through airlines’ prescreening of passengers and flew
on international flights bound to or from the United States. The individuals
were subsequently identified in-flight by U.S, Customs and Border
Protection, which checks passenger names against watch list records to
help the agency prepare for the passengers’ arrival in the United States.
However, the potential onboard security threats posed by the undetected
individuals required an immediate counterterrorism response, which in

®0f all of the screening databases that accept watch list records, only the No Fly and
Selectee lists require certain nomination criteria or inclusion standards that are narrower
than the “known or appropriately suspected” standard of Homeland Security Presidential
Directive 6.
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some instances resulted in diverting the aircraft to a new location.’
According to the Transportation Security Administration, such incidents
were subsequently investigated and, if needed, corrective action was taken
with the respective air carrier. In addition, U.S, Customs and Border
Protection has issued a final rule that should better position the
government to identify individuals on the No Fly list before an
international flight is airborne.” For domestic flights within the United
States, there is no second screening opportunity—like the one U.S.
Customs and Border Protection conducts for international flights. The
government plans to take over from air carriers the function of
prescreening passengers prior to departure against watch list records for
both international and domestic flights, Also, TSC has ongoing initiatives
to help reduce instances of individuals on the watch list passing
undetected through agency screening, including efforts to improve
computerized name-matching programs.

The U.S. Government
Has Made Progress in
Using the Watch List,
but a Strategy and
Plan Supported by a
Governance Structure
Would Enhance Use
and Effectiveness

Although the federal government has made progress in using the
consolidated watch list for screening purposes, additional opportunities
exist for using the list, Internationally, the Department of State has made
progress in making bilateral arrangements to share terrorist screening
information with certain foreign governments, The department had two
such arrangements in place before September 11, 2001. More recently, the
department has made four new arrangements and is in negotiations with
several other countries,

Also, the Department of Homeland Security has made progress in using
watch list records to screen employees in some critical infrastructure
components of the private sector, including certain individuals who have
access to vital areas of nuclear power plants, work in airports, or transport
hazardous materials, However, many critical infrastructure corponents
are not using watch list records. The Department of Homeland Security
has not, consistent with Homeland Security Presidential Directive 6,
finalized guidelines to support private sector screening processes that

°In July 2007, we issued a report that ined federal ¢ ination for responding to in-
flight security threats. See GAO, Aviation Security: Federal Coordination for Responding
to In-flight Security Threats Has Matured, but Procedures Can Be Strengthened,
GAO-07-891R (Washington, D.C.: July 31, 2007).

"See 72 Fed. Reg. 48,320 (Aug. 23, 2007). The provisions of the final rule take effect on
February 19, 2008.
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have a substantial bearing on homeland security. Finalizing such
guidelines would help both the private sector and the Department of
Homeland Security ensure that private sector entities are using watch list
records consistently, appropriately, and effectively to protect their
workers, visitors, and key critical assets. Further, federal departments and
agencies have not identified all appropriate opportunities for which
terrorist-related screening will be applied, in accordance with presidential
directives.

A primary reason why screening opportunities remain untapped is because
the government lacks an up-to-date strategy and implementation plan—
supported by a clearly defined leadership or governance structure—for
enhancing the effectiveness of terrorist-related screening, consistent with
presidential directives. Without an up-to-date strategy and plan, agencies
and organizations that conduct terrorist-related screening activities do not
have a foundation for a coordinated approach that is driven by an
articulated set of core principles. Furthermore, lacking clearly articulated
principles, milestones, and outcome measures, the federal government is
not easily able to provide accountability and a basis for maonitoring to
ensure that (1) the intended goals for, and expected results of, terrorist
screening are being achieved and (2) use of the list is consistent with
privacy and civil liberties. These plan elements, which were prescribed by
presidential directives, are crucial for coordinated and comprehensive use
of terrorist-related screening data, as they provide a platform to establish
governmentwide priorities for screening, assess progress toward policy
goals and intended outcomes, ensure that any needed changes are
implemented, and respond to issues that hinder effectiveness.

Although all elements of a strategy and implementation plan cited in
presidential directives are important to guide realization of the most
effective use of watch list data, addressing governance is particularly vital,
as achievement of a coordinated and comprehensive approach to terrorist-
related screening involves numerous entities within and outside the
federal government. However, no clear lines of responsibility and
authority have been established to monitor governmentwide screening
activities for shared problems and solutions or best practices. Neither
does any existing entity clearly have the requisite authority for addressing
various governmentwide issues—such as assessing comron gaps or
vulnerabilities in screening processes and identifying, prioritizing, and
implementing new screening opportunities. Thus, it is important that the
Assistant to the President for Homeland Security and Counterterrorism
address these deficiencies by ensuring that an appropriate governance
structure has clear and adequate responsibility and authority to (a)
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provide monitoring and analysis of watch list screening efforts
governmentwide, (b) respond to issues that hinder effectiveness, and (c)
assess progress toward intended outcomes.

Conclusions and
Recommendations for
Executive Action

Managed by TSC, the consolidated terrorist watch list represents a major
step forward from the pre-September 11 environment of multiple,
disconnected, and incomplete watch lists throughout the government.
Today, the watch list is an integral component of the U.S. government's
counterterrorism efforts, However, our work indicates that there are
additional opportunities for reducing potential screening vulnerabilities,
expanding use of the watch list, and enhancing management oversight.
Thus, we have made several recommendations to the heads of relevant
departments and agencies. Our recommendations are intended to help (1)
mitigate security vulnerabilities in terrorist watch list screening processes
that arise when screening agencies do not use certain watch list records
and (2) optimize the use and effectiveness of the watch listas a
counterterrorism tool. Such optimization should include development of
guidelines to support private sector screening processes that have a
substantial bearing on homeland security, as well as development of an
up-to-date strategy and impiementation plan for using terrorist-related
information. Further, to help ensure that governmentwide terrorist-related
screening efforts are effectively coordinated, we have also recommended
that the Assistant to the President for Homeland Security and
Counterterrorism ensure that an appropriate leadership or governance
structure has clear lines of responsibility and authority.

Agency Comments
and Our Evaluation

In commenting on a draft of our report, which provides the basis for my
statement at today's hearing, the Department of Homeland Security noted
that it agreed with and supported our work and stated that it had already
begun to address issues identified in our report's findings. The FBI noted
that the database state and local law enforcement agencies use for
screening does not contain certain watch list records primarily to
minimize instances of individuals being misidentified as subjects of watch
list records. Because of this operational concern, the FBI noted that our
recommendation to assess the extent of vulnerabilities in current
screening processes has been completed and the vulnerability has been
determined to be low or nonexistent. In our view, however, recognizing
operational concerns does not constitute assessing vulnerabilities. Thus,
while we understand the FBI's operational concerns, we maintain it is still
important that the FBI assess to what extent security risks are raised by
not screening against certain watch list records and what actions, if any,
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should be taken in response. Also, the FBI noted that TSC's governance
board is the appropriate forum for obtaining a commitment from all of the
entities involved in the watch-listing process, However, as discussed in our
report, TSC's governance board is responsible for providing guidance
concerning issues within TSC's mission and authority and would need
additional authority to provide effective coordination of terrorist-related
screening activities and interagency issues governmentwide. The
Homeland Security Council was provided a draft of the report but did not
provide comments.

Mr. Chairman, this concludes my statement. | would be pleased to answer
any questions that you or other members have at this time.
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Statement of Glenn A. Fine
Inspector General, U.S. Department of Justice
before the
Senate Committee on Homeland Security and Governmental Affairs
concerning
“Watching the Watchlist:
Building an Effective Terrorist Screening System”

I. Introduction

Mr. Chairman, Senator Collins, and Members of the Committee on
Homeland Security and Governmental Affairs:

I appreciate the opportunity to testify before the Committee on the
development and status of the terrorist watchlist screening system. For the
past several years, the Department of Justice Office of the Inspector General
(OIG) has examined the work of the Terrorist Screening Center (TSC), which is
a multi-agency effort administered by the Federal Bureau of Investigation {FBI).
Created in 2003, the TSC integrates U.S. government terrorist watchlists into a
consolidated database and provides 24-hour, 7-day a week responses to
federal, state, and local governments to assist in screening for individuals with
possible ties to terrorism. Prior to the establishment of the TSC, the federal
government’s terrorist screening system was fragmented, relying on at least a
dozen separate watchlists maintained by different federal agencies.

In June 2005, the OIG issued its first audit of the TSC’s operations. Our
2005 audit found that the TSC had made significant strides in becoming the
government’s single point-of-contact for law enforcement authorities requesting
assistance in identifying individuals with possible ties to terrorism. However,
we also found weaknesses in various areas of TSC operations, including that
the TSC had not ensured that the information in the consolidated terrorist
watchlist database was complete and accurate.

In September of this year, we completed a follow-up review examining the
TSC’s progress in improving its operations and addressing certain
recommendations in our 2005 audit. Our follow-up review found that the TSC
had continued to make progress in several important areas. For example, the
TSC had enhanced its efforts to ensure the quality of watchlist data, had
increased staff assigned to data quality management, and had developed a
process and a separate office to address complaints filed by persons
complaining that they are inclhuded on the terrorist watchlist by mistake.

Yet, we also determined that the TSC’s management of the watchlist
continues to have significant weaknesses, and that the data in the watchlist
database was not complete or fully accurate.
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Thus, while the TSC is a critical participant in the government’s
counterterrorism effort and TSC employees deserve credit for creating a
consolidated watchlist, weaknesses remain in the TSC’s operations and
watchlisting process. These weaknesses can have enormous consequences.
Inaccurate, incomplete, and obsolete watchlist information can increase the
risk of not identifying known or suspected terrorists, and it can also increase
the risk that innocent persons will be stopped or detained. For these reasons,
we believe it critical for the TSC, and the agencies providing information for
inclusion in the consolidated watchlist database, to further improve the
accuracy of the data and their efforts to remove inaccurate information.

In this statement, I provide further details on these conclusions. First, [
briefly provide background on the operation of the TSC. I then summarize the
findings of the two OIG reports on the TSC’s operations. Finally, I note for the
Committee ongoing reviews by our office and other Inspectors General in the
Intelligence Community that are further examining the watchlist nomination
process.

. Background
A. Creation of the TSC

Prior to the establishment of the TSC, the federal government relied on
many separate watchlists maintained by different federal agencies for screening
individuals who, for example, apply for a visa, attempt to enter the United
States through a port-of-entry, attempt to travel internationally on a
commercial airline, or are stopped by a local law enforcement officer for a
traffic violation.

Homeland Security Presidential Directive-6 (HSPD-6), signed on
September 16, 2003, required the creation of the TSC to integrate the existing
U.S. government terrorist watchlists and provide 24-hour, 7-day a week
responses for agencies that use the watchlisting process to screen individuals.
HSPD-6 mandated that the TSC achieve initial operating capability by
December 1, 2003.

Following the issuance of HSPD-6, the Attorney General, the Director of
Central Intelligence, and the Secretaries of the Department of Homeland
Security (DHS) and the Department of State entered into a Memorandum of
Understanding (MOU) describing the new TSC organization and the level of
necessary cooperation, including the sharing of staff and information from the
four participating agencies. The MOU stipulated that the Director of the TSC
would report to the Attorney General through the FBI. As a result, the FBI
administers the TSC, although the Principal Deputy Director of the TSC must
be an employee of the DHS.

U.S. Department of Justice, Office of the Inspector General 2
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Since fiscal year (FY) 2004, the participating agencies have shared
responsibility for funding and staffing the TSC. For FY 2007, the TSC had a
budget of approximately $83 million and a staffing level of 408 positions.

B. The TSC’s Role in the Watchlist Process

When a law enforcement or intelligence agency identifies an individual as
a potential terrorist threat to the United States and wants that individual
watchlisted, the source agency nominates that person for inclusion in the
consolidated watchlist maintained by the TSC. As additional information is
obtained that either enhances the identifying information or indicates that the
individual has no nexus to terrorism, the record should be updated or deleted.

The TSC shares the information contained in its Terrorist Screening
Database by exporting or sending data “downstream” to other screening
systems, such as the State Department’s Consular Lookout and Support
System (CLASS), DHS’s Interagency Border Inspection System (IBIS), the
Transportation Security Administration’s (TSA) No Fly list, the FBI's Violent
Gang and Terrorist Organization File (VGTOF) within its National Crime
Information Center (NCIC) system, and others. Watchlist information is then
available for use by U.S. law enforcement and intelligence officials across the
country and around the world.

Law enforcement or intelligence personnel routinely encounter
individuals as part of their regular duties. For example: (1) DHS agents of the
U.S. Customs and Border Protection agency examine individuals at various
U.S. ports-of-entry and search IBIS to determine if a person can be granted
access to the United States, (2) State Department officials process visa
applications from non-U.8S. citizens wishing to visit the United States and
search CLASS to determine if the individual should be granted a U.S. visa, and
(3) state and local law enforcement officers query the FBI’'s NCIC system to
review information about individuals encountered through the criminal justice
system. These databases and lists contain terrorist watchlist records to assist
screening agents in identifying persons that the U.S. government has
determined are known or suspected terrorists.

When a name appears to be a match against the terrorist watchlist,
requestors receive a return message through their database informing them of
the preliminary match and directing them to call the TSC. When a call is
received, TSC staff in the 24-hour call center assist in confirming the subject’s
identity.

These matches may be actual watchlist subjects, individuals
misidentified to a terrorist identity, or someone mistakenly included on the
watchlist. In responding to such a call, TSC Call Center staff search the
consolidated database and other databases to determine if a terrorist watchlist
identity match exists.
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Records within the consolidated watchlist database also contain
information about the law enforcement action to be taken when encountering
the individual. This information is conveyed through “handling codes” or
instructions — one handling code for the FBI and one for the DHS. The FBI’s
handling codes are based on whether there is an active arrest warrant, a basis
to detain the individual, or an interest in obtaining additional intelligence
information regarding the individual. DHS handling instructions provide
screeners with information on how to proceed with secondary screening of the
individual.

Between the TSC’s inception in December 2003 and May 2007, the TSC
has documented more than 99,000 encounters for which its call center was
contacted. TSC data shows that 53.4 percent of these calls were determined to
be a positive match to a terrorist watchlist identity in the consolidated
database. In those cases, the TSC contacted the FBI, which is responsible for
initiating any necessary law enforcement action. In 43.4 percent of the
encounters, it was determined that the individual did not match the
watchlisted identity. In the remaining 3.2 percent of the encounters, the TSC
Call Center staff could not definitively determine if the match was positive or
negative and therefore forwarded these calls to the FBI.

Since creation of the TSC in December 2003, the number of records in
the consolidated watchlist database of known or suspected terrorists has
significantly increased. According to TSC officials, in April 2004 the
consolidated database contained approximately 150,000 records. It is
important to note that because multiple records may pertain to one individual,
the number of individuals in the database is fewer than the total number of
records.

TSC data indicate that by July 2004 the number of records in the
consolidated database had increased to about 225,000, representing
approximately 170,000 individuals. In February 2006, the TSC reported that
the database contained approximately 400,000 records. Most recently,
information we obtained from the TSC indicates that the consolidated database
contained 724,442 records as of April 30, 2007. According to the TSC, these
records relate to approximately 300,000 individuals.

III. The OIG’s June 2005 Audit of the TSC

In June 2005, the OIG issued an audit of the TSC’s operations. As
mentioned previously, the OIG review found that the TSC had made
significant strides in becoming the government’s single point-of-contact for
assistance in identifying individuals with possible ties to terrorism. The TSC
began operating as the nation’s centralized terrorist screening center by the
mandated December 1, 2003, date. Several months later, the TSC began
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using a terrorist screening database that contained consolidated information
from a variety of existing watchlist systems.

Yet, while the TSC had deployed a consolidated watchlist database, the
OIG report found that the TSC had not ensured that the information in that
database was complete and accurate. For example, the OIG found that the
consolidated database did not contain names that should have been
included on the watchlist. In addition, the OIG found inaccurate or
inconsistent information related to persons included in the database.

Due to its rapid start-up and the need for personnel with adjudicated
security clearances, the TSC had been heavily dependent upon staff and
supervisors detailed from participating agencies who generally worked at the
TSC for only 60 to 90 days. Moreover, due to the temporary assignments of
call center supervisors, the TSC had difficulty developing and implementing
standard oversight procedures for call center personnel, and at times
provided incorrect instructions to call center staff. This lack of sufficient
training, oversight, and general management of the call screeners left the call
center vulnerable to errors, poor data entry, and untimely responses to
callers. We also found problems with the TSC’s management of its
information technology, a crucial facet of the terrorist screening process.

The OIG report also concluded that the TSC needed to better address
instances when individuals were mistakenly identified as a “hit” against the
consolidated database (also referred to as misidentifications). Finally, the audit
found that the TSC would benefit from formalizing its strategic planning efforts,
enhancing its outreach efforts to inform the law enforcement and intelligence
communities of its role and functions, and expanding its ability to assess the
effectiveness and performance of the organization. The OIG report provided 40
recommendations to the TSC to address areas such as database improvements,
data accuracy and completeness, call center management, and staffing. The
TSC generally agreed with the recommendations and said it had, or would, take
corrective actions.

IV. The OIG’s September 2007 Follow-up Audit on TSC Operations

In September 2007, the OIG issued a follow-up audit assessing the
progress of the TSC in improving its operations. Our audit examined the TSC’s
efforts to ensure that accurate and complete records were disseminated to and
from the watchlist database in a timely fashion and the TSC’s efforts to ensure
the quality of the information in the watchlist database. The review also
examined the TSC’s process to respond to complaints raised by individuals who
believe they have been incorrectly identified as watchlist subjects.

In conducting this audit, we interviewed more than 45 officials and
reviewed numerous TSC documents. To evaluate the accuracy and
completeness of the consolidated watchlist, we analyzed the consolidated
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database as a whole, and reviewed the number of records in the database and
any duplication that existed within those records. We also tested individual
records for accuracy and completeness, as well as the timeliness of any related
quality assurance activities.

Overall, our follow-up audit found that the TSC had enhanced its efforts
to ensure the quality of watchlist data, had increased staff assigned to data
quality management, and had developed a process and a separate office to
address complaints filed by persons seeking relief from adverse effects related to
terrorist watchlist screening. In these areas, we credited the TSC for significant
progress in improving its operations.

However, we also determined that the TSC’s management of the watchlist
has significant continuing weaknesses. For example, our review revealed
instances where known or suspected terrorists were not appropriately
watchlisted on screening databases that frontline screening agents (such as
border patrol officers, visa application reviewers, or local police officers) use to
identify terrorists and obtain instruction on how to appropriately handle these
subjects.

Even a single omission of a terrorist identity or an inaccuracy in the
identifying information contained in a watchlist record can have enormous
consequences. Inaccuracies in watchlist data increase the possibility that
reliable information will not be available to frontline screening agents, which
could prevent them from successfully identifying a known or suspected
terrorist during an encounter or place their safety at greater risk by providing
inappropriate handling instructions for a suspected terrorist. Furthermore,
inaccurate, incomplete, and obsolete watchlist information increases the
chances of innocent persons being stopped or detained during an encounter
because of being misidentified as a watchlist identity.

Our review also found that, due to technological differences and
capabilities of the various systems used in the watchlist process, the TSC still
maintains two interconnected versions of the watchlist database. The TSC is
developing an upgraded consolidated database that will eliminate the need to
maintain parallel systems. However, in the meantime these two databases
should be identical in content and therefore should contain the same number
of records. Yet, we discovered during our review that these two systems had
differing record counts.

We also found that the number of duplicate records in the TSC database
has significantly increased. Multiple records containing the same unique
combination of basic identifying information can needlessly increase the
number of records that a call screener must review when researching a specific
individual. In addition, when multiple records for a single identity exist, it is
essential that the identifying information and handling instructions for contact
with the individual be consistent in each record. Otherwise, the screener may
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mistakenly rely on one record while a second more complete or accurate record
may be ignored. Furthermore, inconsistent handling instructions contained in
duplicate records may pose a safety risk for law enforcement officers or
screeners.

In addition, we found that not all watchlist records were being sent to
downstream screening databases. Our testing of a sample of 105 watchlist
records revealed 7 watchlist records that were not exported to all appropriate
screening databases. As a result of the TSC’s failure to export all terrorist
watchlist records to screening databases, watchlisted individuals could be
inappropriately handled during an encounter. For example, a known or
suspected terrorist could be erroneously issued a U.S. visa or unknowingly
allowed to enter the United States through a port-of-entry. We discussed these
records with TSC officials who agreed with our findings and began correcting
these omissions.

Qur review also found that the TSC did not have a process for regularly
reviewing the contents of the consolidated database to ensure that only
appropriate records were included on the watchlist. TSC officials told us that
they would perform a monthly review of the database to identify records that
are being stored in the database that are not being exported to downstream
systems. We also believe it is essential that the TSC regularly review the
database to ensure that all outdated information is removed, as well as to
affirm that all appropriate records are watchlisted.

Our review determined that because of internal FBI watchlisting
processes, the FBI bypasses the normal terrorist watchlist nomination process
for international terrorist nominations and instead enters international
nominations directly into a downstream screening system. This process is not
only cumbersome for the TSC, but it also results in the TSC being unable to
ensure that consistent, accurate, and complete terrorist information from the
FBI is disseminated to frontline screening agents in a timely manner. Asa
result, in our report we recommended that the FBI and TSC work together to
design a more consistent and reliable process by which FBI-originated
international terrorist information is provided for inclusion in the consolidated
watchlist.

We concluded that the TSC needs to further improve its efforts for
ensuring the quality and accuracy of the watchlist records. We found that
since our last report the TSC had increased its quality assurance efforts and
implemented a data quality improvement plan. In general, we believe the
actions the TSC has taken to improve quality assurance are positive steps. We
also recognize that it is impossible to completely eliminate the potential for
errors in such a large database. However, continuing inaccuracies that we
identified in watchlist records that had undergone the TSC’s quality assurance
processes underscore the need for additional actions to ensure the accuracy of
the database.
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For example, the TSC completed a special quality assurance review of the
TSA’s No Fly list, which reduced the number of records on the list. Our review
of a sample of records examined during of this special review process identified
virtually no errors. In contrast, our examination of the TSC’s routine quality
assurance reviews revealed continued problems. Specifically, we examined 105
records subjected to the TSC’s routine quality assurance review and found that
38 percent of the records we tested continued to contain errors or
inconsistencies that were not identified through the TSC’s routine quality
assurance efforts. Thus, although the TSC had clearly increased its quality
assurance efforts since our last review, it continues to lack important
safeguards for ensuring data integrity, including a comprehensive protocol
outlining the TSC’s quality assurance procedures and a method for regularly
reviewing the work of its staff to ensure consistency.

Our audit also expressed concerns that the TSC’s ongoing quality
assurance review of the consolidated watchlist will take longer than projected
by the TSC. At the time of our audit field work in April 2007, the TSC was
continuing its efforts to conduct a record-by-record review of the consolidated
watchlist and anticipated that all watchlist records would be reviewed by the
end of 2007. However, the watchlist database continues to increase by more
than 20,000 records per month and as of April 2007 contained over
700,000 records. Given this growth and the time it takes for the TSC’s quality
assurance process, we believe the TSC may be underestimating the time
required to sufficiently review all watchlist records for accuracy.

With regard to addressing complaints from individuals about their
possible inclusion on the watchlist, we found that the TSC’s efforts to resolve
complaints have improved since our previous audit. In 2005, the TSC created
a dedicated unit to handle such matters. The TSC also helped to spearhead
the creation of a multi-agency Memorandum of Understanding (MOU) focusing
on watchlist redress (Redress MOU) and developed comprehensive redress
procedures. Currently, frontline screening agencies such as the DHS and the
State Department receive complaints from persons seeking relief related to the
terrorist watchlist screening process. Matters believed to be related to a
terrorist watchlist identity or to an encounter involving the watchlist are
forwarded to the TSC. The TSC Redress Office conducts an examination of the
watchlist records, reviews other screening and intelligence databases, and
coordinates with partner agencies for additional information and clarification.
The TSC determines if any records need to be modified or removed from the
watchlist, ensures these changes are made, and notifies the referring frontline
screening agency of the resolution. The frontline screening agency is then
responsible for responding to the complainant.

To test the TSC’s redress procedures, we selected 20 redress complaints
received by the TSC between January 2006 and February 2007 and reviewed
the corresponding files to determine if the TSC followed its redress procedures.
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We found that in each of the sampled cases the TSC complied with its redress
procedures, including reviewing the applicable screening and intelligence
databases, coordinating with partner agencies, and reaching appropriate
resolutions.

However, we also noted that the TSC’s redress activities identified a high
rate of error in watchlist records. The high percentage of records in the redress
process requiring modification or removal points to deficiencies in the terrorist
watchlisting process. We believe that the results of the TSC’s redress reviews
are a further indicator that watchlist data needs continuous monitoring and
attention.

In addition, we believe the TSC needs to address the timeliness of redress
complaint resolutions. We reviewed TSC files and statistics for closed redress
matters to examine the efficiency of redress reviews. This data revealed that it
took the TSC, on average, 67 days to close its review of a redress inquiry. Our
review of redress files indicated that delays were primarily caused by three
factors: (1) the TSC took a long time to finalize its determination before
coordinating with other agencies for additional information or comment,

(2) nominating agencies did not provide timely feedback to the TSC or did not
process watchlist paperwork in a timely manner, and (3) certain screening
agencies were slow to update their databases with accurate and current
information.

TSC officials acknowledged that it has not developed response
timeframes for redress matters with its partner agencies. While the Redress
MOU states that one of the goals of the redress process is to provide a timely
review, the MOU does not define what constitutes a reasonable timeframe.
Because the TSC is central to resolving any complaint regarding the content of
the consolidated terrorist watchlist, we recommended that the TSC organize the
U.8. government’s effort to develop timeliness measures for the entire watchlist
redress process.

In addition, we found the TSC does not have any policy or procedures to
proactively use information from encounters to reduce the incidence and
impact of watchlist misidentifications. For example, the TSC could program its
tracking system to automatically generate a quality assurance lead for the TSC
to perform a review of watchlist records that have been the subject of a certain
number of encounters with individuals that were not a positive match to the
watchlist record. Moreover, the TSC’s strategic plan does not include goals or
actions associated with reducing the incidence of misidentifications or the
impact on misidentified persons other than that covered by a formal redress
process. Considering that nearly half of all encounters referred to the TSC Call
Center are negative for a watchlist match, we recommended that the TSC
consider misidentifications a priority and develop strategic goals and policy for
mitigating the adverse impact of the terrorist screening process on non-
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watchlist subjects, particularly for individuals who are repeatedly misidentified
as watchlist identities.

In total, our report made 18 recommendations to further improve the
TSC’s watchlisting process and the quality of the watchlist data. These
recommendations include making further improvements to increase the quality
of watchlist data; revising the FBI’s watchlist nominations process; and
developing goals, measures, and timeliness standards related to the redress
process. In response, the TSC agreed with the recommendations and stated
that it would take corrective action.

V. Ongoing Reviews of Watchlist Nomination Process

The OIG is currently conducting a separate audit examining the
watchlist nominations processes in the Department of Justice. This audit is
examining the specific policies and procedures of Department components for
nominating individuals to the consolidated watchlist. The audit also is
reviewing the training provided to the individuals who are involved in the
nominating process. The Department components we are reviewing include the
FBI, the Drug Enforcement Administration, the Bureau of Alcohol, Tobacco,
Firearms and Explosives, and the United States Marshals Service.

We are conducting this review in conjunction with other Intelligence
Community OIGs, who are examining the watchlist nomination process in their
agencies. The OIG reviews, which are being coordinated by the OIG for the
Office of the Director of National Intelligence, include OIGs in the Departments
of State, Treasury, Energy, Homeland Security, and others.

VI. Conclusion

In conclusion, the TSC deserves credit for creating and implementing a
consolidated watchlist and for making significant progress in improving the
watchlist and screening processes. However, our reviews have found
continuing weaknesses in some of those processes and in the quality of the
data in the consolidated database. We believe it is critical that the TSC further
improve the quality of its watchlist data and its redress procedures.
Inaccurate, incomplete, and obsolete watchlist information can increase the
risk of not identifying known or suspected terrorists, and it can also increase
the risk that innocent persons will be repeatedly stopped or detained. While
the TSC has a difficult task and has made significant progress, we believe it
needs to make additional improvements.

That concludes my statement and I would be pleased to answer any
questions.
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Good morning Chairman Lieberman, Ranking Member Collins, and members of
the Committee. Thank you for the opportunity to discuss the Government Accountability

Office (GAO) report, its findings and the watchlisting process at large.

Since its inception on December 1, 2003, the Terrorist Screening Center (TSC)
has assumed a critical role in securing our borders and the safety of the American people
by providing to the nation’s entire screening and law enforcement communities the
identities of known and suspected terrorists. As directed by Homeland Security
Presidential Directive 6 (Integration and Use of Screening Information), the TSC has
combined the 12 previously existing terrorist watchlists and created the United States
Government’s single consolidated Terrorist Screening Data Base (TSDB). Every day,
the TSC provides an updated list of known and suspected terrorists to screeners and law

enforcement personnel. The TSC also provides:

(1) A single coordination point for terrorist screening data;

(2) A 24/7 call center to provide identification assistance to screening agencies;
(3) Access to a coordinated law enforcement response for any encounter with a
watchlisted person;

{(4) A formal process for tracking all positive encounters;

(5) Feedback to the appropriate entities;
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(6) A redress process for any individual who believes they have been improperly delayed
or otherwise inconvenienced because of the watchlist; and
(7) A process for removing names from the watchlist when it has been conclusively

determined they do not have a nexus to terrorism.

The TSC has significantly enhanced interagency cooperation in the post-9/11
culture where information sharing is a MUST. In fact, as the GAO report cites, “The
TSC plays a central role in the real-time sharing of information, creating a bridge among
screening agencies.” The TSC has not only assisted in eliminating historical cultural
boundaries between and among the intelligence and law enforcement communities, but
also has provided a physical mechanism to ensure information sharing is done in an

efficient manner.

As the GAO report correctly notes, while great strides have been made there is
still room for improvement in the terrorist screening process. I must echo what my
colleagues have said many times: In order to be successful in the war on terrorism, we
must constantly improve, determining our weaknesses from within, and correcting them.
The TSC’s unique position as the U.S. Government’s hub for all terrorist identification
information allows the TSC to play a critical role regarding the GAO Executive
Recommendations, especially with respect to identifying further screening opportunities

while serving in a leadership role for the screening community.

TSC Initiatives

In fact, the TSC has already moved forward in a number of areas, which will
result in a more complete and efficient screening process.
. TSC is working hand-in-hand with the Transportation Security Administration
(TSA) regarding its “Secure Flight” initiative.
. TSC participates in an interagency working group to identify how to better use

biometric data to enhance the screening process.
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. While maintaining all privacy rules and policies, TSC is undertaking information
technology improvements on several fronts, including ways to increase the ease
with which our screening and law enforcement customers are able to access the
TSDB.

. TSC has partnered with the Directorate of National Intelligence (DNI) to initiate a
working group to evaluate the different name match algorithms currently in use
by different agencies during the screening process. This effort will result in the
TSC developing a search engine to improve name matching, and allowing

screening and law enforcement agencies direct query access to the TSDB.
TSC Achievements

One of the TSC’s most recent accomplishments is the September 19, 2007
execution of a multi-agency agreement on the terrorist watchlist redress process. The
TSC terrorist watchlist redress process, established in January 2005, provides a full and
fair review of any watchlist record that is the cause of an individual’s complaint. The
redress process seeks to identify any data errors and correct them, including errors in the
watchlist itself. The TSC worked with the Privacy and Civil Liberties Board, and
obtained cabinet-level commitments from participating agencies, to include the Attorney
General, Secretaries of State, Treasury, Defense and Homeland Security, the Director of
National Intelligence, and the Directors of the National Counterterorrism Center, Central
Intelligence Agency, and Federal Bureau of Investigation, to support the redress process
with appropriate resources and oversight from senior agency officials. Furthermore, this
agreement ensures uniformity in the handling of watchlist related complaints and
demonstrates the United States Government’s commitment to protecting national security

consistent with privacy and civil liberties.

The TSC has also become a premier entity on the forefront of the global war on
terrorism by establishing formal information sharing partnerships with our allies. The
TSC has thus far signed agreements with six nations. These agreements provide our

allies with access to the world’s most comprehensive tool to identify terrorists, and we
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are the beneficiaries of their terrorist identity information. We continue to work with our
allies to share information more efficiently, and those information gaps are shrinking

rapidly. As aresult, it is becoming much more difficult for terrorists and their supporters
to hide. By teaming up with our foreign counterparts, we have effectively broadened the

net with which known and suspected terrorists are identified and caught.

GAO Report

The recent GAO review of Terrorist Watchlist Screening provided some critical
feedback to all agencies involved in the watchlisting process. The TSC is working with

our partners in DHS and the FBI to:

. Identify a systemic approach to capitalize on all watchlisting opportunities,
including in the private sector and with current and potential international partners;
. Continually review and update terrorist screening strategies; and

. Identify clear lines of responsibility and authority for terrorist screening.

GAO Report - Private Sector Screening

Terrorist screening is currently conducted by an array of agencies protecting our
nation’s borders and our people from another terrorist attack. HSPD-6, HSPD-11
(Comprehensive Terror Related Screening Procedures) and their resulting initiatives,
including the creation of the TSC, have greatly enhanced security at our borders. But
simply enhancing border screening is not enough to identify those who may have already
successfully assimilated into our culture, become established within our society and
placed themselves in positions of trust in the private sector. Such persons would have the
ability to carry out attacks on our critical infrastructure that could harm large numbers of
persons or cause immense economic damage. Private sector screening is therefore
critical to ensuring we identify watchlisted persons working as, or who have access to,
critical infrastructure facilities that could be used to harm the American public. HSPD-6

mandates that the terrorist watchlist be made available to support private sector screening
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processes that have a substantial bearing on homeland security. The TSC is working
closely with DHS to finalize guidelines to support private sector screening and to fulfill
the mandate of HSPD-6.

GAO Report - Use of the Watchlist

As the GAOQ report states, TSC customers receive TSDB data that suits their
individual agency needs. Which TSDB records are exported to a particular customer
depends on that customer’s mission, legal authority, resources, and other considerations.
For example, U.S. Customs and Border Protection (CBP) receives over 98% of the
records in the TSDB to screen against threats at our borders. CBP has by far the broadest
criteria concerning TSDB data, and therefore receives the greatest number of TSDB
records. Other TSC customers, such as the Department of State (which screens
applicants for visas and passports), have different criteria tailored to their mission and
screening needs and therefore receive slightly less data. The State Department’s visa
screening process, for example, does not check against TSDB records on American
citizens or Legal Permanent Residents, because they are not required to have a visa to
enter the U.S. The TSC also exports nearly two-thirds of the TSDB to the National
Crime Information Center (NCIC), where it is made available to federal, state, county,
tribal, and municipal law enforcement officers. The TSC also sends a portion of the
TSDB to the Transportation Security Administration as the “selectee” and “no fly” lists

for use in air passenger screening.

In FY 2006, as indicated in the GAO Report, 269 foreign persons were denied
entry to our nation because they were determined to present an unacceptable risk of
committing a terrorist act. Thousands of other individuals listed in the TSDB were
encountered at our borders, or within the United States, and their whereabouts were made
known to the FBI and other law enforcement agencies. These encounters often yield
valuable information not only about the subject’s whereabouts, but also his or her

associates, interests, and intentions.
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These, and all matches to the watchlist, significantly enhance the FBI’s ability to
accurately assess current threats, to identify intelligence gaps and opportunities, and to
further existing investigations. In sum, they help to “connect the dots” and make safer
those whom we are sworn to protect. Through data quality assurance methods, an
extensive nominations process and the redress process, the TSC continues to work to
ensure that its data remains accurate, current and comprehensive, thus efficiently meeting

our customers’ screening needs,

Conclusion

In the four short years since its inception, the TSC has significantly enhanced the
safety of the nation and has become a critical player in the war on terrorism. We are
committed to achieving new heights, and continuing to make America a safer place
through balancing terrorist screening and the rights of our fellow citizens. This can only
be accomplished through a continuous process of internal and external review, and
eternal vigilance. Chairman Lieberman, Ranking Member Collins, and members of the
Committee, thank you again for the opportunity to address this esteemed body, and I look

forward to answering your questions.
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INTRODUCTION

Thank you, Chairman Lieberman, Ranking Member Collins, and Members of the Committee for
the invitation to appear today. 1 appreciate this Committee’s steadfast support of the Department
and your many actions to improve our effectiveness.

At the outset, I would like to acknowledge the strong working relationships we share with the
Director of National Intelligence (DNI), the Federal Bureau of Investigation (FBI), the Terrorist
Screening Center (TSC), and the National Counterterrorism Center (NCTC), as well as many
other federal, state, and local partners working around the clock to protect our country and the
American people from terrorist attacks.

None of us alone can keep our nation safe from the threat of terrorism. Protecting the United
States is a mission we all share and one that requires joint planning and execution of our
counterterrorism responsibilities; effective information collection, analysis, and exchange; and
the development of integrated national capabilities.

One of the most important tools in the fight against terrorism is the U.S. Government’s
consolidated Terrorist Watchlist. The implementation and use of the Terrorist Watchlist has
enhanced the Department of Homeland Security’s (DHS’s) screening programs. The use of this
single tool across all federal, state and local law enforcement agencies has become one of our
most valuable resources in our coordinated fight against terrorist activity. DHS works closely
with the FBI and the Office of the DNI to review screening opportunities, implement watchlist
enhancements and address potential vulnerabilities. As the largest screening agency, DHS has a
significant interest in ensuring the effective and appropriate application of the watchlist in
screening programs. This is an iterative process of continual review and improvement, As one
example, the Screening Community is focused today on aligning biometric watchlist information
in a more automated fashion with biographic records to provide even more efficient screening
capabilities.

DHS as a Screening Agency

As you know, U.S. screening efforts start well before individuals arrive in the U.S. Most
important, we have a number of information sharing activities with our international allies in the
War on Terror. The international community has put significant resources into detecting and
tracking terrorist travel across the globe.
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Our overseas layers of security related to screening of individuals prior to arrival in the United
States include: Department of State (DOS) visa application processing, the Immigration and
Customs Enforcement (ICE) Visa Security Units that support DOS screening, and the new
Immigration Advisory Program that involves screening of travelers by U.S. Customs and Border
Protection (CBP) at airports of departure. Watchlist information supports all of these front line
officers in their mission to keep dangerous people out of the U.S.

Information-based screening represents the next and most intensive opportunity for screening to
prevent terrorists and terrorist weapons from entering the U.S. Leveraging passenger
information from both Advance Passenger Information and Passenger Name Record (PNR) data
in advance of arrival allows us to check the terrorist watchlist, criminal wants and warrants, and
travel history as well as search for connections between known and unknown terrorists. This
year we reached an important agreement with the European Union that will allow us to continue
accessing PNR data while protecting passenger privacy. We will also continue to collect PNR
data from flights originating in other regions around the world that are destined for the United
States.

‘While we are conducting these checks prior to arrival, DHS is moving toward its Advance
Passenger Information System (APIS) pre-departure requirement to perform watchlist checks in
advance of boarding. In August 2007, DHS issued the final rule requiring commercial air and
vessel carriers to provide manifest information for flights to and from the U.S. prior to boarding
and for vessels departing from the U.S. prior to departure.

APIS pre-departure is a first step to taking over the No Fly and Selectee list matching
responsibility from air carriers. As you know, since 9/11, the U.S. Government has been making
the No Fly and Selectee lists available to commercial air carriers flying into, out of, or within the
U.S. for passenger prescreening. Any nominating agency can recommend that a known or
suspected terrorist (KST) be placed on the No Fly or Selectee list if the individual meets specific
criteria for inclusion on either list. TSC has released the No Fly and Selectee Lists
Implementation Guidance which was revised in July 2006 to provide the Screening Community
with direction on appropriate nominations. According to the Implementation Guidance, TSC is
ultimately responsible for placing individuals nominated to the No Fly or Selectee Lists, which
are subsets of Terrorist Screening Data Base.

Today, commercial air carriers are responsible for conducting checks in advance of boarding
pass issuance, and they must notify the Transportation Security Administration (TSA) where
there is a match to the No Fly list. TSA then notifies the TSC and the FBI, which coordinate the
operational response with law enforcement and other agencies and foreign partners as
appropriate. The air carriers must also ensure that a match to the Selectee list is subject to
secondary screening prior to boarding an aircraft. As outlined in the passenger screening
sections below, the government is preparing to assume the responsibility for No Fly and Selectee
screening in both the international and domestic air passenger processing venues.

In August 2007, DHS published the Secure Flight Notice of Proposed Rulemaking, which
outlined DHS plans to assume watchlist matching responsibilities from air carriers for domestic
flights and align domestic and international passenger pre-screening. Secure Flight, as
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envisioned in the proposed rule, will make watchlist matching more effective, efficient, and
consistent, offering improvements in both security and customer service for the traveling public.
DHS expects Secure Flight to add a vital layer of security to our nation’s commercial air
transportation system while maintaining the privacy of passenger information.

The most significant benefit to initiating the Secure Flight program is the government’s ability to
take over watchlist-matching responsibility from the air carriers. DHS will be able to more
effectively and consistently perform the watchlist-matching function than air carriers for several
reasons to include the following:

o DHS will utilize real-time watchlist information;

» Matching will be uniformly conducted by one process with consistent results applied across
airlines;

¢ The system can be effectively and swiftly calibrated to meet the current threat — for example
by increasing the number of potential matches that are generated for an intelligence analyst’s
review, based on an elevated threat level;

* Distribution of the watchlists themselves will be more limited - protecting that sensitive
information; and

» DHS will have identifying passenger information sooner and will be able to adjudicate
potential matches prior to the individual’s arrival at the airport, thereby reducing the impact
of false matches on the traveling public, or providing more time to coordinate an appropriate
law enforcement response to potential threats, if necessary.

Secure Flight will establish a more consistent and uniform prescreening process, enhancing the
ability of DHS to stop KSTs before they get to the passenger screening checkpoints while
simultaneously reducing potential misidentification issues.

Once inside the U.S., terrorist-related screening opportunities increase exponentially, requiring
the greatest application of discipline for risk-based screening measures to ensure that resources
are focused accordingly, meeting the threats while simultaneously ensuring our civil liberties and
privacy. DHS screens immigration benefits applicants and critical infrastructure sector workers,
consistent with its legal authority through programs such as the Transportation Workers
Identification Credential program.

With our current security layers, we have prevented thousands of dangerous people from
entering the United States, including individuals suspected of terrorism, murderers, rapists, drug
smugglers, and human traffickers. In Fiscal Year 2007, CBP alone encountered 5,953 positive
watchlist matches.

1 should also dispel some myths about DHS’s screening programs. A person’s union
membership, sexual orientation, eating habits and reading choices are irrelevant to DHS's
screening programs. All of DHS’s screening systems are designed to match travelers against
intelligence and/or enforcement information only. Accordingly, DHS only actively seeks data
pertinent to screening. However, we may, at times, receive ancillary information from an air
carrier or from the individual concerned that could be considered “sensitive.” For example, a
carrier may note in reservation data that a traveler is blind and will need help finding his seat or
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that the travel agency that booked the ticket was UnionPlus. From this ancillary information a
person could deduce facts about the traveler. However, very pertinent information may also be
stored in the same record — including names and passport data. When DHS does receive
sensitive data it is because of the need to collect this other information. In these instances,
special, stringent protections are put in place to prevent DHS users from viewing any sensitive
information unless there is a specific case-related necessity that has been verified by a senior
official. DHS is transparent about the rules it has put in place to prevent sensitive information
from being used for screening. We have published them in our System of Records Notice for the
Automated Targeting System and have made similar public representations to the European
Union.

Factors Relevant to Watchlist Matching Effectiveness

Not only is it important to ensure that the watchlist itself is accurate and appropriate to the
screening opportunity, but the robustness of the information that is matched against the watchlist
is a key factor in effective screening. What level of assurance do we have in the individual’s
presented identity? What information is provided? As Director Boyle notes in his testimony,
different screening opportunities present different challenges. At the border, CBP has many
tools at its disposal to identify and screen individuals entering the U.S. — whereas in the domestic
aviation context, we are currently reliant upon the name matching capabilities of the air carriers.

The use of biographic information in screening including reliance on names to identify KSTs,
has its limitations. For that reason, DHS is pursuing efforts to enhance the effectiveness of the
screening conducted at all opportunities by promoting secure identification and the use of
biometrics, where appropriate and feasible. US-VISIT biometrics collection that starts overseas
during the visa application process provides a significant layer of security. As we move to 10-
print collection, our ability to match that information against Jatent prints from the battlefield to
identify unknown terrorists increases substantially.

Secure identification also enhances our ability to screen effectively. Identification documents
often provide the baseline information for conducting screening. For that reason, DHS is
pursuing implementation of the Western Hemisphere Travel Initiative (WHTI) and REAL 1D.
Both programs are recommendations of the 9/11 Commission, who so aptly noted that “[f]or
terrorists, travel documents are as important as weapons.” By requiring secure documents to
enter the United States, or board commercial aircraft, we will make it harder for people to use
fraudulent credentials to travel or cross our borders, and we will make it easier for our inspectors
to separate real documents from fake, enhancing our security and ultimately speeding up
processing.

Misidentification and Redress

Recognizing the impact of screening on the public, particularly where only name-based checks
are conducted, agencies have incorporated redress into their screening programs. DHS has
implemented the DHS Traveler Redress Inquiry Program (DHS TRIP), which provides a central
gateway for travelers to obtain information about screening and redress as well as a central
contact to DHS regarding their adverse screening experiences. Travelers, regardless of their
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nationality, citizenship or residency, can submit inquiries via website, email, or postal mail. The
DHS TRIP Program Office then ensures that the cases are resolved, to the extent possible, and
that travelers receive an official response from the screening agency. The DHS TRIP Program
Office, using the DHS TRIP system, assigns redress requests to the appropriate DHS agencies,
ensures coordination of responses, and institutes performance metrics to track progress, giving
leadership visibility into the types of complaints DHS receives and the status of response.

Once a redress request associated with No Fly and Selectee matching is processed, the cleared
individual is added to the TSA Cleared List and is provided to air carriers. The Cleared List is
currently used by the airlines to distinguish false matches from actual matches as they perform
No Fly and Selectee list matching.

For international travel, CBP has implemented a process that automatically suppresses specific
lookout matches, including terrorist watchlist matches, in its screening systems when a CBP
Officer at a port of entry encounters an individual that CBP has previously determined to be a
false positive match. Primary Lookout Override (PLOR) is an automated function for situations
where a traveler is repeatedly stopped because his or her biographical information is the same or
similar to a lookout or watchlist record, but when the traveler is not the actual subject of the
record. When the passenger is positively identified and determined not to be amatchto a
lookout or watchlist record, CBP can create a PLOR record that automatically suppresses that
specific hit the next time that person is encountered, unless new derogatory information has
become available. As a result, CBP does not have to resolve the false match each time the
person travels.

‘When DHS TRIP is unable to determine whether an individual is a positive or false match, the
redress request is referred to the TSC pursuant to the formal watchlist redress process established
in January 2005, Director Boyle describes this process in his testimony.

Between February 20, 2007, and October 17, 2007, DHS TRIP received approximately 21,942
requests for redress and 11,870 cases have been resolved. The majority of TRIP requests that
remain in process are awaiting submission of supporting documentation by the traveler. From
program inception through September 2007, CBP has approved 71,487 PLOR requests at the
border.

Quality Assurance of the Watchlist

In addition to the efforts described above, TSC analysts also conduct various proactive quality
assurance projects with support from DHS. We recently completed a review of all records on the
No Fly List and are near completion of a record-by-record review of the Selectee List. Quality
assurance projects like the No Fly and Selectee list reviews ensure that the most current,
accurate, and thorough watchlist information is made available to DHS and other screening
agencies, and that records are updated in a timely fashion. Such regular updates both improve
the quality of the screening being conducted and decrease the instances of screening
misidentifications.
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The U.S. Government is doing much to ensure travelers have the opportunity to seek redress and
to enhance the effectiveness of the watchlisting process itself. At the same time, it is worth
noting what GAO described in its September 2006 report (GAO-06-1031) — that although the
total number of misidentifications is significant, they represent a tiny fraction of the total
screening transactions that are conducted on the hundreds of millions of travelers DHS
encounters each year.

The DHS Screening Coordination Office (SCO), the DHS TRIP Office, and the screening
agencies responsible for addressing redress requests continue to refine the concept of operations
for DHS TRIP as well as to consider next phases for enhancing the Department’s redress
capabilities.

Response to GAO Audit

DHS agrees with many of the findings in the GAO Terrorist Watch List Screening report. DHS
takes GAO’s recommendations seriously and, in fact, has had ongoing efforts to address them.

GAO recommended that the Secretary of Homeland Security “...develop guidelines to govern
the use of watchlist records to support private-sector screening processes that have a substantial
bearing on homeland security.”

In response to this recommendation, DHS is drafting guidelines to establish and support private
sector screening for those respective private sector entities that have a substantial bearing on
homeland security. These guidelines will prioritize private sector entities by critical
infrastructure sector that are necessary for the functioning of our society. For these purposes,
critical infrastructure may include, but is not limited to, agriculture, food, water, public health,
emergency services, government, defense industrial base, information and telecommunications,
energy, transportation, banking and finance, chemical industry and hazardous materials, postal
and shipping, and national monuments and icons. In addition to the draft guidelines, DHS
anticipates preparing an information collection request under the Paperwork Reduction Act,
Privacy Impact Assessment, and System of Records Notice, which would address any DHS
private sector screening program.

GAQO also recommends that the Secretary of Homeland Security “develop and submit to the
President through the Assistant to the President for Homeland Security and Counterterrorism an
updated strategy for a coordinated and comprehensive approach to terrorist-related screening as
called for in HSPD-11" as well as “an updated investment and implementation plan that
describes the scope, governance, principles, outcomes, milestones, training objectives, metrics,
costs, and schedule of activities necessary for implementing a terrorist-related screening strategy,
as called for in HSPD-11.” The updated HSPD-11 report is under development and is
forthcoming.

The Screening Community has taken extensive steps since 2004 to enhance terrorist screening
and many of those efforts that are specific to the watchlist have been outlined in this testimony.
Additionally, at the request of the Assistant to the President for Homeland Security and
Counterterrorism, DHS is providing such an update to the Homeland Security Council,
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CONCLUSION

On September 11, 2001, no one would have predicted the passage of six years without another
terrorist attack on U.S. soil. Some believe our country hasn’t suffered another attack because
we’ve been lucky. Others contend the terrorist threat has diminished and we are no longer in
danger.

1 disagree. Over the past six years, we have disrupted terrorist plots within our own country and
we’ve turned away thousands of dangerous people at our borders. We’ve also witnessed
damaging terrorist attacks against some of our staunchest allies in the war on terror,

I believe the reason there have been no additional attacks against our homeland is because we’ve
successfully raised our level of protection and we’ve succeeded in frustrating the aims of our
enemies. That’s not to say our efforts have been flawless or that our work is done. On the
contrary, we must move forward aggressively to build on our success to keep pace with our
enemies.

Our improvements to passenger and cargo screening, critical infrastructure protection, and
intelligence fusion and sharing must continue. While no one can guarantee we will not face
another terrorist attack in the next six years, if we allow ourselves to step back from this fight, if
we allow our progress to halt, if we don’t continue to build the necessary tools to stay ahead of
terrorist threats, then we will most certainly suffer the consequences.

1"d like to thank this Committee for your ongoing support for our Department. We look forward
to working with you and with our federal, state, local, and private sector partners as we continue
to keep our nation safe and meet our responsibility to the American people.
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Promoting Accuracy and Fairness in the Use of Government Watch Lists
Statement of the Constitution Project’s Liberty and Security Initiative*

Introduction

United States intelligence and law enforcement agencies have long relied upon “watch
lists” to help identify individuals who pose potential threats to national security. In light of
widespread ptress coverage and personal experience, most Ameticans are now familiar with the
watch lists used to screen aitline passengers. As we have come to understand, these lists contain
names of people who may be subjected to additional scteening and review or even prohibited
from boarding an airplane. Press reports have also made clear that the use of such lists extends
well beyond airport security, and we have recently learned of the existence of an “Automated
Tatgeting System (ATS)” that gathers data on travelers and assigns computer-generated risk
scotes. Therefore, we, the undersigned members of the Constitution Project’s Liberty and
Security Initlative, are issuing this statement to urge policymakess to promptly restrict the use of
such watch lists, and adopt important reforms to govern the situations in which they are used.

The Constitution Project is an independent think tank that promotes and defends
constitutional safeguards by bringing together liberals and conservatives who share a common
concern about preserving civil liberties. By forging consensus positions that bring together
“unlikely allies” from both sides of the aisle, the Project broadens support for constitutional
protections both within government and in the public at large. The Project launched its Liberty
and Security Initiative in the aftermath of September 11th. Guided by an ideologically diverse
committee of prominent Americans, the Initiative is committed to developing and advancing
proposals to protect civil liberties even as our country works to make Americans safe. We, the
committee’s members, are Democrats, Republicans, and independents, conservatives and
liberals. We ate united in our belief that the use of watch lists must be strictly limited, and in
our concern that procedural safeguards and other measures to promote fairness are needed to
protect us from the dangers posed by the use of watch lists. Even in situations where watch
lists may be approptiate, the use of such lists may harm Innocent persons either because they
share a name with another individual who is appropriately included, or because such people are
placed on lists despite a lack of evidence to warrant such treatment.

Although watch lists may serve as a valuable tool in our government’s efforts to combat
terrotism, they also pose serious threats to Americans’ civil liberties. First and foremost, watch
lists must not be used as “blacklists,” to prevent certain people even from being considered for
various jobs or government benefits. Moreover, watch lists continue to be plagued with errors,
and the press has reported numerous accounts of individuals — even children - being mistakenly

" The Constitution Project sincerely thanks Peter M. Shane, Joseph S. Platt - Porter, Wright, Mords & Arthur Professor of Law and
Director, Center for Interdisciplinary Law and Policy Studies, Ohio State University Moritz College of Law, for his extensive
researching and drafting work on this statement and a background report for the Liberty and Security Initiative. In addition, we are
grateful to the Public Welfare Foundation and the Community Foundation for their support of the Liberty and Security Initiative’s
work on the issue of watch lists. We also thank the Open Society Institute, the Wallace Global Fund, and an anonymous donor for
theit support of the Constitution Project in all its work.
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stopped at airports. In order for watch lists to be both effective and fair, it is critically important
that they be accurate. Mistaken targeting wastes government resources and harms innocent
individuals who are included on lists without justification or who simply share a name with an
approptiately listed person. To the extent watch lists impede travel or immigration by non-
citizens who present no actual threat to the United States, they can exact substantial cultural,
political, and economic costs, in both the short and long term. For individuals wrongly
included, costs may range from surveillance or minor inconvenience to setious reputational
damage or substantial limitations on ptivacy and freedom of action.

I. When Watch Lists Are Appropriate

Since September 11, 2001, federal law enforcement and intelligence agencies have vastly
expanded the scope of, and their reliance upon, watch lists. In late 2003, the government began
consolidating thesc various lists under the aegis of the Terrotist Screening Center (TSC). The
Tetrorist Screening Data Base (TSDB), subsequently established by the TSC, now serves as a
central repositoty for records and as a cootdinating hub for information that moves between
government watch kists.

The history of governmental use of watch lists is a checkered one. In some contexts,
watch lists have been used inappropriately to deny people jobs and government contracts on
unjustified and discriminatory bases. On the other hand, we recognize that in certain
circumstances watch lists may be a useful tool because the opportunity does not exist for more
careful real-time investigation.

We recommend that watch lists be used only in situations in which decisions must be
made quickly and grave consequences would follow from failure to screen out a listed person.
The obvious case occurs when individuals present themselves for immediate access to sensitive
sites or facilities, such as airplanes. Thus, it is appropriate to use a watch list to determine who
may merit additional screening before boarding an airplane, and for the “no fly” list, subject to the
recommendations we make in Section II below. Similarly, under the same conditions, we approve
of the use of a watch list to determine which foreigners residing overseas should be denied visas
to come to the United States. Such watch lists must only be used, however, for the specific and
limited purpose for which the list is authorized.

By contrast, watch lists should not be used in such contexts as employment, where the
burdens on individuals are substantial and the government can protect national security
effectively through careful contemporaneous investigation. The Constitution Project’s Liberty
and Security Initiative disapproves of the practice of compiling watch lists of suspected persons
to be used for screening for employment purposes ot in connection with applications for
contracts or licenses related to employment. We are concerned by current discussions of
whether to use the Terrorist Screening Database watch list in such contexts. We note that many
members of the Initiative have long fought against the use of ctiminal history records,
particularly arrest records, to deny persons employment, as leading to discrimination and other
unlawful practices.
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At the same time, we recognize that thete are positions that require security clearances or
other types of background checks for national security or other legitimate reasons. The security
clearance system, for example, has evolved over time to address both the criteria for denying
persons clearances and the due process rights of those denied clearances, including how to deal
with the classified information in making such determinations. Given the systems in place to
assure appropriately qualified applicants obtain clearances for employment and
contracts, a watch list of suspected persons is unnecessary and inconsistent with constitutional
protections against disctimination and for due process.

Finally, we disapprove of the use of watch lists to determine which non-citizens living in
the United States should be subjected to arrest or detention, with the exception of a watch list
for individuals for whom outstanding arrest watrants have been issued.

II. Recommended Reforms to Watch Lists to Promote Fairness and Accuracy

For situations in which watch lists ate appropriate, the Constitution Project’s Liberty and
Security Initiative has formulated a set of recommended procedures to promote accuracy as well
as fairness in their maintenance and use. Specifically, we propose implementation of “front-
end” procedutes to enhance the accuracy and uniformity of watch lists, as well as 2 “back-end”
redress system for individuals secking to clear their names. This combination of measures
should not only vastly improve the quality and fairness of watch lists, but also provide clear
channels for individuals secking to remove their names from watch lists. We recommend that
Congress enact legislation to implement these procedures.

A. A Front-End Fairness System for Government Watch Lists

Promoting accuracy at the “front-end” will improve the efficiency and effectiveness of
watch lists, and provide greater fairness to individuals. This approach will enable the TSC to
avoid — and remedy - significantly more cases of potential error than would a system that
relied only on a “back-end” redress system.

To achieve these goals, we recommend four kinds of protection in the front-end
maintenance of watch lists:

1. Clear Written Standards: Agencies maintaining watch lists need clear written standards
that specify the general criteria for inclusion, the kinds of information regarded as
relevant evidence that the criteria have been met, and the standards of proof
appropriate for including individuals when information is received.

2. Rigorous Nominating Process: Agencies maintaining watch lists should follow a rigorous
nominating process, structured to promote reliability across agents and across
agencies in order to make certain that decisions are being made as objectively as
possible. The process should be designed so that the decision to include or exclude
names is relatively uniform no matter who makes the nomination. Reliability is
critical not only to the accuracy of the system, but also as a guarantee of equality in
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the treatment of all people.

3. Internal Monitoring for Accuragy: Agencies maintaining watch lists should pursue
rigorous programs of internal monitoring to insute the completeness, timeliness, and
accutacy of all records, including the completeness, timeliness, and accuracy of error
correction. This should include regular sampling of records on a random basis.
Each agency should appoint a Records Integrity Officet to oversee the
implementation of these processes.

4. Maintaining Accuracy in Interagency Sharing of Records: Agencies maintaining watch lists
should employ a system architecture to protect the accuracy and completeness of
records that are shared, with the particular goal of insuting that error correction in
any database results in error correction in every other database containing the same
foundational record. In additon, watch lists must be maintained under fully secure
conditions, to protect against the risks of both inadvertent tampering and computer
hacking.

B. A Back-End Redress System for Listed Individuals

To be complete, a fairness system must also include some mechanism for redressing
errors in individual cases. At bottom, individuals must be afforded a fundamentally fair
opportunity to challenge their inclusion on a watch list, on grounds of either mistaken
identity or inadequate justification for inclusion. The specific procedural details that
constitute a "fundamentally fair opportunity” will vary with the circumstances, including the
nature of the challenge and the degree to which agencies implement protective “front-end”
procedures.

In mistaken identity cases, a2 well-managed front-end process should greatly reduce the
number of cases requiring redress, and entitle the government to establish a less exacting
“back-end” system at the administrative level. The level of procedural formality might also
be expected to vary with the nature of the burden that an individual faces because of
challenged watch list inclusion. If, however, the government assembles all or a group of
watch lists from a single database serving many functions, it may make sense to have a
process tailored to the most burdensome consequence that inclusion in the central database
might portend. Acknowledging that variations are inevitable, we offer the following as an
example of an approptiate approach.

1. A Different Approach to Notice

Most redress systems begin when the government provides an individual with notice
of an official action, which the individual may then challenge. In the watch list context,
however, providing notice that a person has been added to a list would likely undermine
the purposes of the program, and could entail substantial risks to ongoing investigations.
Thus, provided that the front-end protections outlined above are implemented, we
recommend that the government should be compelled to offer redress only in those
cases when an individual suffers a real burden by his or her inclusion on a watch list.
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There remain two special types of cases where elimination of the notice requirement
becomes mote troubling: (1) when individuals are proposed for inclusion on watch lists
based solely upon anonymous or uncorroborated tips, and (2) when individuals have
been proposed for inclusion on watch lists solely through the operation of pattern
recognition techniques. Even with a front-end fairness system in place, the risks of error
under cither of these scenarios would be substantial.

We therefore recommend that because uncorroborated or anonymous tips are
especially unreliable, but giving notice is likely an impracticable solution, government
agencies should simply be prohibited from using tip information, without corroboration,
as a basis for including any individual on an “operational” watch list that may result in
the denial of any right, privilege, or benefit. Thus, such information should not be used
as a basis for including a person on the “no fly” list. Uncotroborated tip information
might be kept in a separate “pre-operational” list, as individuals potentially subject to
watch list inclusion remain subject to investigation. Further, on a tite-limited basis, it
might be appropriate to rely upon such tips as the basis for further investigation, such as
by placing the person on a list requiring additional screening at airports. However, any
such use to target individuals for more thorough screening should be strictly limited to a
follow-up petiod of no mote than 120 days. After that time, absent corroboration ot
authentication of the otiginal tip, the individual should be removed from any list of
persons to be targeted for more rigorous screening,

We similarly recommend that agencies be precluded from relying solely upon pattern
recognition techniques to include persons on operational watch lists. Such techniques
involve the compilation of several characteristics or behaviors, each of which may itself
be innocuous, but the combination of which is considered suspicious. Although pattern
recognition may be a valuable tool, this kind of statistical profiling is subject to high rates
of error, and could lead to inclusion of individuals on watch lists despite the lack of any
direct evidence of a suspicious act or behavior. Therefore, individuals identified solely
through pattern recognition techniques should not be included on any operational watch
lists, but only on pre-operational lists or time-limited lists for additional screening, as
described above for uncorroborated or anonymous tips. To the extent that the recently
disclosed “Automated Targeting System (ATS)” is such a pattern recognition system,
that system should only be operated in compliance with these recommendations.

As an alternative for pattern recognition cases, the government could create a process
that would provide independent review of proposed pattern recognition algorithms.
Specifically, the government might provide for an independent arbiter to determine
whether a particular statistical profile creates a justifiable belief that persons identified are
reasonably suspected of involvement in terrorism. The agency proposing use of the
particular algorithm would make a confidential ex parte showing to the independent
arbiter that (a) the government was justified in associating the behavioral pattern with
suspected terrorism and (b) the algorithm was accurately deployed in identifying the
subjects involved. The requited showing should include a demonstration that the
targeted behavioral pattern characterizes a substantial number of terrotist suspects
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identified through other means. Only after such an independent arbiter approves the
profile analysis could the government rely upon it to nominate individuals for inclusion
on an operational watch list.

2. A Proposed System of Redress

For situations in which watch lists ate appropriate, as outlined in Section I above, the
government must also design improved “back-end” redress procedures. Although
adoption of the recommended “front-end” procedures outlined in Section ILA. above
will reduce the sumber of cases in which redress may be needed, there will stll be
situations in which individuals seek to clear their names from watch lists.

We recommend that the government develop two different back-end procedures,
one informal and one formal. The choice of which procedure to apply in any specific
case should depend on whether the government actually implements the recommended
front-end protections, and on whethet the individual is alleging mistaken identity — that
he or she simply shares a name with someone on the list but is not that person — or is
alleging that there is not sufficient evidence to warrant his or her inclusion on the list.

a. Informal: The informal process should consist solely of written procedures
without an oral hearing. Individuals would have a right to appeal in court, but the
decision would be reviewed only for arbitratiness. If the government implements the
recommended front-end fairness protections, the informal process should be
applicable for all mistaken identity cases in which the decision maker determines that
the front-end standards and processes were followed.

b. Formal: The formal system would involve an oral administrative hearing and
judicial review under a 4 now evidentiary standard with the government bearing the
burden of proof. If the government declines to adopt the recommended front-end
fairness protections, then the formal procedure should be available whenever an
individual challenges his or her inclusion on a watch list. Otherwise, the formal
process would be available only for cases alleging insufficient evidence to watrant
inclusion on a watch list and for those mistaken identity cases in which the agency
failed to follow the required front-end safeguards.

In addition to these two tracks, another category is needed for individuals who are
non-United States persons” outside the borders of America. These individuals should be
entitled to submit a written complaint for review by the agency maintaining the watch
list, but the government should not be compelled to grant hearings outside of the United
States for those dissatisfied with the results of the written review process.

*

The term “United States person” refers to both United States citizens and legal residents of the United States. A
“non-United States person” would not be entitled to the same protections under the United States’ constitution and
laws.
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For purposes of heatings under the formal system and appeals under the informal
system, the government should employ government attorneys to serve as public
advocates, who will have security clearances at a level adequate to insure that they can
teview classified material.

3. Audits and Recordkeeping

Whatever redress procedutes the government follows, it should preserve the records
from any complaints. Information regarding the nature of the complaint and its
resolution should be promptly recorded in the Terrorist Screening Data Base (TSDB)
and circulated to all agencies using watch lists.

In addition, the TSC should conduct regular routine audits of how the TSDB has
been used. The TSDB putpotts to contain names of people with known or suspected
links to tetrorism. Those with “suspected links” are included in this database because
government officials want to watch them further, to assess whether they are in fact
participating in any terrorist plot. The audit process should document each occasion on
which use of a watch list has resulted in a match, and describe what occurred during the
encounter with the listed individual. This should include whether ot not the individual
was atrested, and the nature and extent of any follow-up investigation that was
conducted to assess whether the watch-listed individual is in fact participating in any
terrorist plot. Audit reports should then be reviewed to assess the efficacy of the watch
list, and to determine whether any particular individuals should be purged from the list.

C. Reports to Congress

Despite procedures to ensure fairness and proper redress, the lack of transparency built
into the watch list program may undermine the public’s support. In order to improve
accountability and monitoring of watch lists, Congtess should further require regular
reporting by the agencies employing watch lists, including submission of the audit reports
recommended above.
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TERRORIST WATCH LIST SCREENING

Opportunities Exist to Enhance Management
Oversight, Reduce Vulnerabilities in Agency
Screening Processes, and Expand Use of the List

What GAO Found

The FBI and the intelligence community use standards of reasonableness to
evaluate individuals for nomination to the consolidated watch list. In general,
individuals who are reasonably suspected of having possible links to
terrorism——in addition to individuals with known links—are to be nominated.
As such, being on the list does not automatically prohibit, for example, the
issuance of a visa or entry into the United States. Rather, when an individual
on the list is encountered, agency officials are to assess the threat the person
poses to determine what action to take, if any. As of May 2007, the
consolidated watch list contained approximately 755,000 records.

From December 2003 through May 2007, screening and law enforcement
agencies encountered individuals who were positively matched to watch list
records approximately 53,000 times. Many individuals were matched multiple
times. The outcomes of these encounters reflect an array of actions, such as
arrests; denials of entry into the United States; and, most often, questioning
and release. Within the federal community, there is general agreement that the
watch list has helped to combat terrorism by (1) providing screening and law
enforcement agencies with information to help them respond appropriately
during encounters and (2) helping law enforcement and intelligence agencies
track individuals on the watch list and collect information about them for use
in conducting investigations and in assessing threats.

Regarding potential valnerabilities, TSC sends records daily from the watch
list to screening agencies. However, some records are not sent, partly because
screening against them may not be needed to support the respective agency's
mission or may not be possible due to the requirements of cormputer programs
used to check individuals against watch list records. Also, some subjects of
watch list records have passed undetected through agency screening
processes and were not identified, for example, until after they had boarded
and flew on an aircraft or were processed at a port of entry and admitted into
the United States. TSC and other federal agencies have ongoing initiatives to
help reduce these potential vuinerabilities, including efforts to improve
computerized name-matching programs and the quality of watch list data.

Although the federal government has made progress in promoting effective
terrorism-related screening, additional screening opportunities remain
untapped—within the federal sector, as well as within critical infrastructure
components of the private sector. This situation exists partly because the
government lacks an up-to~date strategy and implementation plan for
optimizing use of the terrorist watch list. Also lacking are clear lines of
authority and responsibility. An up-to-date strategy and implementation plan,
supported by a clearly defined leadership or governance structure, would
provide a platform to establish governmentwide screening priorities, assess
progress toward policy goals and intended outcomes, consider factors related
to privacy and civil liberties, ensure that any needed changes are
implemented, and respond to issues that hinder effectiveness.
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Since the events of September 11, 2001, agencies within the Departments
of Homeland Security, Justice, and State, as well as state and local law
enforcement organizations and the intelligence coramunity, have
implemented enhanced procedures to collect and share information about
known or suspected terrorists who pose a threat to homeland security and
to track their movements. One important tool used by these agencies is the
terrorist watch list, which contains records with identifying or
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biographical information—such as name and date of birth—of foreign and
U.S. citizens with known or appropriately suspected links to terrorism.'

Pursuant to Homeland Security Presidential Directive 6, the Terrorist
Screening Center—an entity that has been operational since December
2003 under the administration of the Federal Bureau of Investigation
(FBI)—was established to develop and maintain the U.S. government’s
consolidated terrorist screening database (the watch list) and to provide
for the use of watch list records during security-related screening
processes.” To build upon and provide additional guidance related to this
directive, in August 2004, the President signed Homeland Security
Presidential Directive 11.° Among other things, this directive required the
Secretary of Homeland Security-—in coordination with the heads of
appropriate federal departiments and agencies—to outline a strategy to
enhance the effectiveness of terrorist-related screening activities and
develop a prioritized investment and implementation plan for detecting
and interdicting suspected terrorists and terrorist activities.

The Terrorist Screening Center receives the vast majority of its
information about known or appropriately suspected terrorists from the
National Counterterrorism Center, which compiles information on
international terrorists from a wide range of executive branch
departments and agencies, such as the Department of State, the Central
Intelligence Agency, and the FBL In general, international terrorists
engage in terrorist activities that occur primarily outside the territorial

*There is no specific definition of terrorism for purposes of the watch list, though agencies
utilizing watch list records recognize various definitions of the term. For example, the
Federal Bureau of Investigation defines terrorism to inciude the unlawful use of force and
violence against persons or property to intimidate or coerce a government, the civilian
population, or any thereof, in furth of political or social objectives. See
28 C.F.R. § 0.850). See also, e.g., 18 U.S.C. § 2331 and 22 U.S.C. § 2656£(d) (providing
definitions of terrorism and international terrorism in criminal and foreign relations
contexts, respectively). Also, terrorist activity has been more broadly defined in the
Tramnigration and Nationality Act for purposes of immigration benefits. See 8 U.S.C.
§ 1182(2)(3)(B). Additional information on standards used to determine whether an
individual is a “known or appropriately suspected terrarist™—which for purposes of this
report includes any individual known or appropriately suspected to be or have been

in econduct ituting, in p ion for, in aid of, or related to terrorism-—
is discussed later in this report.

“The White House, Homeland Security Presidential Directive/HSPD-6, Subject:
Integration and Use of Screening Information (Washington, D.C.: Sept. 18, 2003).

*The White House, Hi land Security Presidential Directive/HSPD-11, Subject:
Comprehensive Terrorist-Related Screening Procedures (Washington, D.C.: Aug. 27, 2004).
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jurisdiction of the United States or that transcend national boundaries and
include individuals in the United States with connections to terrorist
activities outside the United States. In addition to providing information
on international terrorists to the National Counterterrorism Center, the
FBI directly provides the Terrorist Screening Center with information
about known or suspected domestic terrorists, that is, individuals who
operate primarily within the United States, such as Ted Kaczynski (the
“Unaboraber™). The center consolidates this information into a sensitive
but unclassified watch list and makes records available as appropriate for
a variety of screening purposes. For instance, the Transportation Security
Administration directs airlines to use portions of the Terrorist Screening
Center’s watch list—the No Fly and Selectee lists—to screen the names of
passengers to identify those who may pose threats to aviation.* Also, to
help ensure that known or appropriately suspected terrorists are tracked,
and denied entry into the United States, as appropriate, applicable watch
list records are to be checked by Department of State consular officers
before issuing U.S, visas and passports, and by U.S. Customs and Border
Protection officers before admitting persons—including U.S. citizens—at
air, land, and sea ports of entry. Further, screening against applicable
watch list records can occur anywhere in the nation when, for example,
state or local law enforcement officers stop individuals for traffic
violations or other offenses.

When an individual on the terrorist watch list is identified or encountered
during screening, several entities—the Terrorist Screening Center, the
screening agency, investigative agencies, and the intelligence
community—can be involved in deciding what action to take.’ Regarding a
foreign citizen seeking to iramigrate to the United States permanently or
temporarily for business or pleasure purposes, screening agencies rely on
immigration laws that specify criteria and rules for deciding whether or
not to admit the individual® In general, foreign citizens that have engaged
in or are likely to engage in terrorist-related activities are ineligible to

*In general, individuals on the No Fly list are to be precluded from boarding an aircraft, and
individuals on the Selectee list are to receive additional physical screening prior to
boarding an aircraft.

SAs used in this report, the term “encounter” refers to any incident where a screening or
law enforcement entity has contact with a person who is positively matched to arecord in
the terrorist watch list.

See, e.g., 8 U.S.C. § 1182 (codifying section 212 of the Immigration and Nationality Act, as
amended, and establishing conditions under which an alien—any person not a citizen or
national of the United States—may be deemed inadmissible to the United States).
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receive visas and ineligible to enter the United States. If a foreign citizen is
legally admitted into the United States—either permanently or
temporarily——and subsequently engages in or is likely to engageina
terrorist activity, the individual may be removed to that person’s country
of citizenship. U.S. citizens returning to the United States from abroad are
not subject to the admissibility requirements applicable to foreign citizens,
regardless of whether or not they are subjects of watch list records, These
individuals only need to establish their U.S. citizenship to the satisfaction
of the examining officer—by, for example, presenting a U.S. passport—to
obtain entry into the United States.” These individuals, however, can be
subjected to additional screening by U.S. Customs and Border Protection
before being admitted to determine the potential threat they pose, with
related actions taken, if needed.

This report is a public version of the restricted report that we also
provided to you on October 11, 2007. The various departments and
agencies we reviewed deemed some of the information in the restricted
report as Sensitive Security Information or Law Enforcement Sensitive
information, which must be protected from public disclosures. Therefore,
this report omits certain information associated with vulnerabilities we
identified in existing screening processes and measures that could be
taken to address those vulnerabilities. This report also omits key details
regarding (1) certain policies and procedures associated with the
development and use of the terrorist watch list and (2) specific outcomes
of encounters with individuals who were positively matched to the watch
list. In the context of agency efforts to screen for known or appropriately
suspected terrorists, the restricted report addressed the following
questions:

» In general, what standards do the National Counterterrorism Center
and the FBI use in determining which individuals are appropriate for
inclusion on the Terrorist Screening Center's consolidated watch list?

+ Since the Terrorist Screening Center became operational in December
2003, how many times have screening and law enforcement agencies
positively matched individuals to terrorist watch list records, and what

"See 8 C.F.R. § 235.1. Similarly, lawful permanent residents generally are not regarded as
seeking admission to the United States and, as with U.S. citizens, are not subject to the
grounds for inadmissibility unless they fall within certain criteria listed at 8 U.S.C.

§ 1161(a)(13)(C) that describe why an alien lawfully admitted for permanent residence
would be regarded as seeking admission.
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do the results or outcomes of these encounters indicate about the role
of the watch list as a counterterrorism tool?

» To what extent do the principal screening agencies whose missions
most frequently and directly involve interactions with travelers check
against all records in the Terrorist Screening Center's consolidated
watch list? If the entire watch list is not being checked, why not, what
potential vulnerabilities exist, and what actions are being planned to
address these vulnerabilities?

« To what extent are Department of Homeland Security component
agencies monitoring known incidents in which subjects of watch list
records pass undetected through screening processes, and what
corrective actions have been implemented or are being planned to
address these valnerabilities?

» What actions has the U.S. government taken to ensure that the terrorist
watch list is used as effectively as possible, governmentwide and in
other appropriate venues?

Although the information provided in this version of the report is more
limited in scope, it covers the same general questions as the restricted
report. Also, the overall methodology used for our restricted report is
relevant to this report because the information contained in this report
was derived from the restricted report. To address the questions in our
restricted report, we reviewed the Terrorist Screening Center’s standard
operating procedures, statistics on encounters with individuals on the
terrorist watch list, and other relevant documentation; and we interviewed
Terrorist Screening Center officials, including the director and the
principal deputy director. To identify standards used to nominate
individuals for inclusion on the watch list, we reviewed documentation
and interviewed senior officials from the National Counterterrorism
Center and the FBL

Also, to assess the outcomes of encounters and the extent to which
screening agencies check against the entire watch list, we reviewed
documentation and interviewed senior officials from the FBI's
Counterterrorism Division and the principal screening agencies whose
missions most frequently and directly involve interactions with travelers.
Specifically, at the Transportation Security Administration, we examined
the prescreening of air passengers prior to their boarding a flight; at U.S.
Customs and Border Protection, we examined the screening of travelers
entering the United States through ports of entry; and, at the Department
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of State, we examined the screening of nonimmigrant visa applicants. We
did not review the Department of State’s use of the watch list to screen
passport applicants. We also visited a nonprobability sample of screening
agencies and investigative agencies in geographic areas of four states
{California, Michigan, New York, and Texas)." We chose these locations on
the basis of geographic variation and other factors. Further, to determine
the extent to which agencies monitor known incidents in which subjects
of watch list records pass undetected through screening processes and
efforts to address these vulnerabilities, we reviewed documentation and
interviewed senior officials from U.S. Customs and Border Protection, U.S.
Citizenship and Immigration Services—which screens individuals who
apply for immigration benefits or U.S. citizenship—and the Transportation
Security Administration. Finally, to assess the actions the U.S. government
has taken to ensure that the terrorist watch list is used as effectively as
possible, we compared the status of watch list-related strategies, planning,
and initiatives with the expectations set forth in Homeland Security
Presidential Directives 8 and 11. We considered federal plans to identify
screening opportunities, the private sector’s use of watch list records, and
the Department of State’s progress in sharing watch list information with
foreign governments.

Regarding statistical information we obtained from the Terrorist Screening
Center and screening agencies--such as the number of positive matches
and actions taken——we discussed the sources of the data with agency
officials and reviewed documentation regarding the compilation of the
statistics. We determined that the statistics were sufficiently reliable for
the purposes of this review. We did not review or assess the derogatory
information available on individuals nominated to the terrorist watch list,
partly because such information involved ongoing counterterrorism
investigations. Also, a primary agency that collects information on known
or suspected terrorists—the Central Intelligence Agency—declined to
meet with us or provide us documentation on its watch list-related
activities. The Homeland Security Council—which is chaired by the
Assistant to the President for Homeland Security and Counterterrorism-—

*In a nonprobability sample, some elerents of the population being studied have no chance
or an unknown chance of being selected as part of the sample. Thus, results from a
nonprobability sample cannot be used to make i about the i
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also denied our request for an interview.® We performed our work on the
restricted version of this report from April 2005 through September 2007 in
accordance with generally accepted government auditing standards.
Appendix I presents more details about our objectives, scope, and
methodology.

Results in Brief

The National Counterterrorism Center and the FBI rely upon standards of
reasonableness in determining which individuals are appropriate for
inclusion on the Terrorist Screening Center’s consolidated watch list. In
general, individuals who are reasonably suspected of having possible links
to terrorism—in addition to individuals with known links—are to be
nominated. To determine if the suspicions are reasonable, the National
Counterterrorism Center and the FBI are to assess all available
information on the individual. According to the National Counterterrorism
Center, determining whether to nominate an individual can involve some
level of subjectivity. Nonetheless, any individual reasonably suspected of
having links to terrorist activities is to be nominated to the list and remain
on it until the FBI or the agency that supplied the information supporting
the nomination, such as one of the intelligerice agencies, determines the
person is not a threat and should be removed from the list. Moreover,
according to the FBI, individuals who are subjects of ongoing FBI
counterterrorism investigations are generally nominated to the list. If an
investigation finds no nexus to terrorism, the FBI generally is to close the
investigation and request that the Terrorist Screening Center remove the
person from the watch list. Because individuals can be added to the list
based on reasonable suspicion, inclusion on the list does not automatically
prohibit an individual from, for example, obtaining a visa or entering the
United States. Rather, when an individual on the list is encountered,
agency officials are to assess the threat the person poses to determine
what action to take, if any. Based on these standards, the number of
records in the Terrorist Screening Center’s consolidated watch list has

*The Homeland Security Council was ished to ensure dination of all homeland
security-related activities among executive dep and jes and the
effective development and implementation of all homeland security policies. See The White
House, H land Security Presi ial Dirvective/HSPD-1, Subject: Organization and
Operation of the Homeland Security Council (Washington, D.C.: Oct. 29, 2001).
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increased from about 158,000 records in June 2004 to about
755,000 records as of May 2007.%

From December 2003 (when the Terrorist Screening Center began
operations) through May 2007, screening and law enforcement agencies
encountered individuals who were positively matched to watch list
records approximately 53,000 times, according to Terrorist Screening
Center data.” Many individuals were positively matched to watch list
records multiple times. Agencies took a range of actions in response to
these encounters, such as arresting individuals and denying others entry
into the United States. Most often, however, the agencies questioned and
then released the individuals because there was not sufficient evidence of
criminal or terrorist activity to warrant further legal action. Our analysis of
data on outcomes and our interviews with screening agency, law
enforcement, and intelligence coramunity officials indicate that the use of
the watch list has enhanced the government's counterterrorism efforts in
two ways:

+ Use of the watch list has helped federal, state, and local screening and
law enforcement officials obtain information to make better-informed
decisions when they encounter an individual on the list as to the threat
posed and the appropriate response or action to take, if any.

+ Information collected from watch list encounters is shared with agents
conducting counterterrorism investigations and with the intelligence
community for use in analyzing threats. Such coordinated collection of
information for use in investigations and threat analyses is one of the
stated policy objectives for the watch list.

The principal screening agencies whose missions most frequently and
directly involve interactions with travelers do not check against all records
in the Terrorist Screening Center’s consolidated watch list because
screening against certain records (1) may not be needed to support the

'“The approximately 755,000 records in the Terrorist Screening Center’s watch list as of
May 2007 is greater than the total number of individuals on the list. If an individual has one
or more aliases, the database will contain multiple records for the same individual. The
Terrorist Screening Center did not have data on the number of unique individuals on the
watch list.

"The approximately 53,000 total encounters with individuals who were positively matched

to the watch list constitute screening results from all agencies that use the list, not just the
specific screening agencies and processes we reviewed.
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respective agency’s mission, (2) may not be possible due to the
requirements of computer programs used to check individuals against
watch list records, or (3) may not be operationally feasible.” Rather, each
day, the center exports applicable records from the consolidated watch
list to federal government databases that agencies use o screen
individuals for mission-related concerns. For example, the database that
U.8. Customs and Border Protection uses to check incoming travelers for
immigration violations, criminal histories, and other matters contained the
highest percentage of watch list records as of May 2007. This is because its
mission is to screen all travelers, including U.S. citizens, entering the
United States at ports of entry. The database that the Department of State
uses to screen applicants for visas contained the second highest
percentage of all watch list records. This database does not include U.8.
citizens and lawful permanent residents because these individuals would
not apply for U.S. visas. Also, the FBI database that state and local law
enforcement agencies use for screening contained the third highest
percentage of the records. According to the FBI, the remaining records
were not included in this database primarily because they did not contain
sufficient identifying information, which is required to minimize instances
of individuals being misidentified as being subjects of watch list records.
Farther, the No Fly and Selectee lists disseminated by the Transportation
Security Administration to airlines for use in prescreening passengers
contained the lowest percentage of watch list records. The lists did not
contain the remaining records either because they (1) did not meet criteria
for the No Fly or Selectee lists established by the Homeland Security
Council or {2) did not contain sufficient identifying information, which is
required to help airlines verify identities and minimize instances of
individuals being falsely identified as being on the No Fly or Selectee lists.
According to the Department of Homeland Security, increasing the
number of records used to prescreen passengers would expand the
number of misidentifications to unjustifiable proportions without a
measurable increase in security.

Department of Homeland Security component agencies are separately
taking steps to address certain aspects of screening processes that
occasionally have resulted in subjects of watch list records passing
undetected through screening processes. For example, U.S. Customs and
Border Protection has encountered situations where it identified the

Also, some watch list records can be excluded from screening agency databases for other
reasons, such as the records were pending deletion or quality assurance resolution,
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subject of a watch list record after the individual had been processed at a
port of entry and admitted into the United States. The agency did not
maintain aggregated, national data on the number of these incidents or the
specific causes, but noted several possible reasons. In response to our
inquiries, U.S. Customs and Border Protection created an interdisciplinary
working group within the agency to study the causes of this vulnerability.
The working group held its first meeting in early 2007 and subsequently
has begun to implement corrective actions. U.S. Citizenship and
Immigration Services—the agency responsible for screening persons who
apply for U.S. citizenship or immigration benefits—has also acknowledged
areas that need improvement in the processes used to detect subjects of
watch list records. According to agency representatives, each instance of
an individual on the watch list getting through agency screening is
reviewed on a case-by-case basis to determine the cause, with appropriate
follow-up and corrective action taken, if needed. The agency is working
with the Terrorist Screening Center to enhance screening effectiveness.
Further, Transportation Security Administration data show that in the
past, a number of individuals who were on the government’s No Fly list
passed undetected through airlines’ prescreening of passengers and flew
on international flights bound to or from the United States. The individuals
were subsequently identified in-flight by U.S. Customs and Border
Protection, which used information that was collected from air carriers’
passenger manifests to check passengers against watch list records to help
the agency prepare for the passengers’ arrival in the United States.
However, the potential onboard security threats posed by the undetected
individuals required an immediate counterterrorism response, which in
some instances resulted in diverting the aircraft to a new location.”
According to the Transportation Security Administration, such incidents
were subsequently investigated and, if needed, corrective action was taken
'with the respective air carrier. In addition, U.S, Customs and Border
Protection has issued a final rule that should better position the
government to identify individuals on the No Fly list before an
international flight is airborne.” For domestic flights within the United
States, there is no second screening opportunity—Ilike the one U.S.

BIn July 2007, we issued a report that ined federal coordination for ding to in-
flight security threats. See GAO, Aviation Security: Federal Coordination for Responding
to In-flight Security Threats Has Matwred, but Proced: Can Be St hened,
GAO-07-891R (Washington, D.C.: July 31, 2007).

MSee 72 Fed, Reg. 48,320 (Aug. 23, 2007). The provisions of the final rule take effect on
February 19, 2008.
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Customs and Border Protection conducts for international flights—and,
consequently, the Transportation Security Administration generally does
not know whether individuals on the No Fly list have passed undetected
through airlines’ prescreening. Because such instances have occurred on
international flights, it is possible they have also occurred but have not
been detected on domestic flights. The government plans to take over
from air carriers the function of prescreening passengers prior to
departure against watch list records for both international and domestic
flights.

Although the federal govermment has made progress in using the
consolidated watch list for screening purposes, additional opportunities
exist for using the list. Internationally, the Department of State has made
progress in making bilateral arrangements to share terrorist screening
information with certain foreign governments. The department had two
such arrangements in place before September 11, 2001. More recently, the
department has made four new arrangements and is in negotiations with
several other countries, Also, the Department of Homeland Security has
made progress in using watch list records to screen employees in some
critical infrastructure components of the private sector, including certain
individuals who have access to vital areas of nuclear power plants, work in
airports, or transport hazardous materials. However, many critical
infrastructure components are not using watch list records. The
Department of Homeland Security has not, consistent with Homeland
Security Presidential Directive 6, finalized guidelines to support private
sector screening processes that have a substantial bearing on homeland
security—such as screening certain employees against the list—which is
an important action to ensure that watch list records are used by the
private sector where appropriate. Further, federal departments and
agencies have not identified all appropriate opportunities for which
terrorist-related screening should be applied, in accordance with
presidential directives.

A primary reason why screening opportunities remain untapped is because
the government lacks an up-to-date strategy and implementation plan—
supported by a clearly defined leadership or governance structure—for
enhancing the effectiveness of terrorist-related screening, consistent with
presidential directive. Currently, numerous existing entities have roles in
watch list-related activities, including the Terrorist Screening Center,
screening agencies, law enforcement agencies, and the intelligence
cormmunity. However, clear lines of responsibility and authority are
iraportant to provide monitoring and analysis of watch list-related
screening efforts governmentwide, promote information sharing, and
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address interagency issues. Without an up-to-date strategy and
implementation plan and clearly defined leadership, it is difficult to
establish governmentwide priorities for screening, assess progress toward
intended outcomes, ensure that any needed changes are implemented, and
respond to issues that hinder effectiveness, such as the potential
vulnerabilities discussed in this report.

To promote more comprehensive and coordinated use of terrorist
screening information to detect, identify, track, and interdict known or
appropriately suspected terrorists, the restricted version of this report
makes several recommendations to the heads of relevant departments and
agencies intended to help (1) mitigate security vulnerabilities in terrorist
watch list screening processes and (2) optimize the use and effectiveness
of the watch list as a counterterrorism tool, including development of an
up-to-date strategy and implementation plan for using terrorist-related
information. Also, to help ensure that governmentwide terrorist-related
screening efforts are effectively coordinated, we recoramended in the
restricted version of this report that the Assistant to the President for
Homeland Security and Counterterrorism ensure that the leadership or
governance structure proposed by the implementation plan identifies clear
lines of responsibility and authority.

The Department of Homeland Security and the FBI, which provided the
Department of Justice’s comments on a draft of the restricted version of
this report, generally agreed with our findings and recornmendations. The
Department of Homeland Security noted, among other things, that it had
already begun work to correct issues identified in the report, including
ongoing efforts with other federal entities to ensure that potential watch
list vulnerabilities are identified and addressed and that watch list records
and screening programs are appropriate. The FBI's comments focused
primarily on two issues. First, the FBI noted that the extent of
vulnerabilities in current screening processes that arise when the FBI
database that state and local law enforcement agencies use for screening
does not contain certain watch list records has been determined to be low
or nonexistent. However, the FBI's assessment was based on operational
concerns and did not specifically address the extent to which security
risks are raised by not using these records. Second, the ¥BI commented
that it believes the Terrorist Screening Center's governance board is the
appropriate forum for obtaining a commitment from all of the entities
involved in the watch listing process. However, as discussed in this report,
while the governance board could be suited to assume more of a
leadership role, its current authority is limited to issues specific to the
Terrorist Screening Center, and it would need additional authority to
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provide effective coordination of terrorist-related screening activities and
interagency issues goverr twide. The Homeland Security Council was
provided a draft of the restricted version of this report but did not provide
comments. The Office of the Director of National Intelligence, the
Department of State, and the Social Security Administration provided
technical comments only on a draft of the restricted version of this report,
which we incorporated where appropriate.

Background

In April 2003, we reported that watch lists were maintained by numerous
federal agencies and that the agencies did not have a consistent and
uniform approach to sharing information on individuals with possible links
to terrorism.” Qur report recoramended that the Secretary of the
Department of Homeland Security (DHS), in collaboration with the heads
of departments and agencies that have and use watch lists, lead an effort
to consolidate and standardize the federal government's watch list
structures and policies. Subsequently, pursuant to Homeland Security
Presidential Directive 6 (HSPD-6), dated September 186, 2003, the Attorney
General established the Terrorist Screening Center (TSC) to consolidate
the government’s approach to terrorism screening and provide for the
appropriate and lawful use of terrorist information in screening
processes. TSC’s consolidated watch list is the U.S. government’s master
repository for all known or appropriately suspected international and
domestic terrorist records used for watch list-related screening. TSC
records contain sensitive but unclassified information on terrorist
identities—such as name and date of birth-—that can be shared with
screening agencies, whereas the classified derogatory information that
supports the watch list records is maintained in other law enforcement
and intelligence agency databases. Records for inclusion on the
consolidated watch list are nominated to TSC from the following two
sources:

» Identifying information on individuals with ties to international
terrorism is provided to TSC through the National Counterterrorism
Center (NCTC), which is managed by the Office of the Director of
National Intelligence.

®GAO, Information Technology: Terrorist Watch Lists Should Be Consolidated to
Promote Betier Integration and Sharing, GAQ-03-322 (Washington, D.C.: Apr. 15, 2003).

The full text of HSPD-6 is reprinted in appendix IL.
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« Identifying information on individuals with ties to purely domestic
terrorism is provided to TSC by the FBLY

HSPD-6 required the Attorney General—in coordination with the Secretary
of State, the Secretary of Homeland Security, and the Director of Central
Intelligence-—to implement appropriate procedures and safeguards with
respect to all terrorist information related to U.S. persons (i.e., U.S.
citizens and lawful permanent residents) that is provided to NCTC
(formerly the Terrorist Threat Integration Center). According to TSC,
agencies within the intelligence community that collect and maintain
terrorist information and nominate individuals for inclusion on TSC’s
consolidated watch list are to do so in accordance with Executive Order
12333." With respect to U.S. persons, this order addresses the nature or
type of information that may be collected and the allowable methods for
collecting such information. It provides that agencies within the
intelligence community are authorized to collect, retain, or disseminate
information concerning U.S. persons only in accordance with procedures
established by the head of the agency concerned and approved by the
Attorney General, consistent with the authorities set out earlier in the
order. The order further provides that agencies within the intelligence
community are to use the least intrusive collection techniques feasible
when such collection is conducted within the United States or when
directed against U.S. persons abroad. Also, according to TSC officials, the
center requires annual training for all personnel concerning the Privacy
Act of 1974 to ensure that information collected on U.S. persons is handled
in accordance with applicable law.*

To facilitate operational or mission-related screening, TSC sends
applicable records from its terrorist watch list to screening agency
systems for use in efforts to deter or detect the movements of known or
suspected terrorists. For instance, applicable TSC records are provided to
the Transportation Security Administration (TSA) for use by airlines in

"Fhe FBI also has information on individuals with possible international terrorism ties,
which it provides to NCTC.

!*Exec. Order No. 12,333 (Dec. 4, 1981).
PSee 5 U.S.C. § 552.
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prescreening passengers;” to a U.S. Customs and Border Protection (CBP)
system for use in screening travelers entering the United States;™ to a
Department of State system for use in screening visa applicants;” and to
an FBI system for use by state and local law enforcement agencies
pursuant to arrests, detentions, and other criminal justice purposes.

When an individual makes an airline reservation, arrives at a U.S. port of
entry, or applies for a U.S. visa, or is stopped by state or local police within
the United States, the frontline screening agency or airline conducts a
name-based search of the individual against applcable terrorist watch list
records. In general, when the computerized name-matching system of an
airline or screening agency generates a “hit” (a potential name match)
against a watch list record, the airline or agency is to review each potential
match. Any obvious mismatches (negative matches) are to be resolved by
the airline or agency, if possible, as discussed in our September 2006
report.” However, clearly positive or exact matches and matches that are
inconclusive (uncertain or difficult-to-verify) generally are to be referred
to the applicable screening agency's intelligence or operations center and
TSC for closer examination. Specifically, airlines are to contact TSA's
Office of Intelligence; CBP officers at U.S. ports of entry are to contact

*TSA is developing a new advanced pr ing program, known as Secure
Flight. Under the program, the agency plans to take over from aircraft operators the
responsibility for comparing identifying information on airline passengers against watch
list records. See 72 Fed. Reg. 48, 356 (Aug 23, 2007) ‘The agency expects that Secure Flight

will improve d with the current auhne—operawd
process, In June 2006, we reported that TSA still faces signi loping
and implementing the Secure Flight progr See GAO, Aviation Security: Me

es Remain for the Transporiation Security Administration’s Secure Flight
Program, GAO-06-864T (Washington, D.C.; June 14, 2006).

2loBPs system is also used to assist law enforcement and other personnel at approximately
20 other federal agencies, mcludmg the followmg U.8, Immigration and Customs
E 3 US. Citi and ion Services; the FBI; the Drug Enforcement
Administration; the Bureau of Alcohol, Tobacco, Firearms and Explosives; the Internal
Revenue Service; the U.S. Coast Guard; the Federal Aviation Administration; and the U.S,
Secret Service,

*The Department of State also uses watch list records in screening passport applicants,
which we did not cover during this review.

“errorist watch list-related SCreening can cause travel delays and other inconveniences,

which may be inevitable cc of enh land security. Nonetheless, as we
reported in Sep 2006 itist for TSC and i ies to provide
ffective redress for indi ‘who are inadvertently and adversely affected by watch list-

related screening. See GAO, Terrorist Waich List Screening: Efforts to Help Reduce
Adverse Effects on the Public, GAO-06-1031 (Washington, D.C.: Sept. 29, 2006).
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CBP’s National Targeting Center; and Department of State consular
officers who process visa applications are to submit a request fora
security advisory opinion to Department of State headquarters.” The
intelligence or operations center is to refer exact matches and
inconclusive matches to TSC. State and local law enforcement officials
generally are to refer exact matches and inconclusive matches directly to
TSC. In turn, TSC is to check its databases and other sources—including
classified databases maintained by NCTC and the FBI—and confirm
whether the individual is a positive, negative, or inconclusive match to the
watch list record.

TSC is to refer positive and inconclusive matches to the FBI's
Counterterrorism Division to provide an opportunity for a
counterterrorism response, Deciding what law enforcement or screening
agency action to take, if any, can involve collaboration among the frontline
screening agency, NCTC or other intelligence community members, and
the FBI or other investigative agencies. If the encounter arises in the
context of an application for a visa or admission into the United States, the
screening agency's adjudicating official determines whether the
circumstances trigger a statutory basis for inadmissibility. Generally,
NCTC and the FBI are involved because they maintain the underlying
derogatory information that supports terrorist watch list records, which is
needed to help determine the appropriate counterterrorism response. If
necessary, a member of an FBI Joint Terrorism Task Force can respond in
person to interview and obtain additional information about the person
encountered.” In other cases, the FBI will rely on the screening agency
and other law enforcement agencies—such as U.S. Immigration and
Customs Enforcement—to respond and collect information. Figure 1
presents a general overview of the process used to resolve encounters
with individuals on the terrorist watch list.

*Regarding the process for screening noninmigrant visa applicants against applicable
watch list records, the Di of State ized that for any positive or
inconclusive match, consular officers are required to ask Departrnent of State headquarters
to initiate a process of requesting that TSC and other relevant agencies check their
respective databases or systems for the existence of any investigative or intelligence
information regarding the individual and pass the results back to the department for use in
recommending a course of action to the consular officer.

*Joint Terrorism Task Forces are teams of state and local law enforcement officials, FBI
agents, and other federal agents and personnel whose mission is to investigate and prevent
acts of terrorisra. There is a Joint Terrorism Task Foree in each of the FBI's 56 main field
offices, and additional task forces are located in smaller FBI offices.
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Figure 1: General Overview of the Process Used to Resolve E with Indivi onthe T ist Watch List
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Source: GAQ analysis of TSC information.

To build upon and provide additional guidance related to HSPD-6, in
August 2004, the President signed Homeland Security Presidential
Directive 11 (HSPD-11). Among other things, this directive required the
Secretary of Homeland Security-—in coordination with the heads of
appropriate federal departments and agencies—to submit two reports to
the President (through the Assistant to the President for Homeland
Security) related to the government’s approach to terrorist-related

*The full text of HSPD-11 is reprinted in appendix IIL
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screening.” The first report was to outline a strategy to enhance the
effectiveness of terrorisi-related screening activities by developing
comprehensive and coordinated procedures and capabilities. The second
report was to provide a prioritized investment and implementation plan
for detecting and interdicting suspected terrorists and terrorist activities.
Specifically, the plan was to describe the “scope, governance, principles,
outcomes, milestones, training objectives, metrics, costs, and schedule of
activities” to iraplement the U.S. government's terrorism-related screening
policies. According to DHS officials, the departinent submitted the
required strategy and the investment and frmplementation plan to the
President in November 2004. Additional information on the status of the
strategy and impl tation plan is pr ted later in this report.

In Assessing
Individuals for
Inclusion on TSC’s
Watch List, Officials
Rely upon Standards
of Reasonableness
That Inherently
Involve Some
Subjectivity

NCTC and FBI officials rely upon standards of reasonableness in
determining which individuals are appropriate for inclusion on TSC'’s
watch list, but determining whether individuals meet these minimum
standards can involve some level of subjectivity.” In accordance with
HSPD-6, TSC's watch list is to contain information about individuals
“known or appropriately suspected to be or have been engaged in conduct
constituting, in preparation for, in aid of, or related to terrorism.” In
implementing this directive, NCTC and the FBI strive to ensure that
individuals who are reasonably suspected of having possible links to
terrorism—in addition to individnals with known links—are nominated for
inclusion on the watch list. Thus, as TSC adds nominated records to its
watch list, the list may include individuals with possible ties to terrorism,
establishing a broad spectrum of individuals that meet the “known or
appropriately suspected” standard specified in HSPD-6. As such, inclusion
on the list does not automatically cause an alien to be, for example, denied
a visa or deemed inadmissible to enter the United States when the person
is identified by a screening agency. Rather, in these cases, screening
agency and law enforcement personnel may use the encounter with the

“In HSPD-11, the term “terrorist-related screening” is defined as the collection, analysis,
dissemination, and use of information related to people, cargo, conveyances, and other

entities and objects that pose a threat to homeland security. Terrorist-related screening
also includes risk assessment, inspection, and credentialing.

%11 general, and in this context, a standard of reasonableness can be described as a
gov agent’s icularized and objective basis for suspecting an individual of

ing in terrori lated activities, idering the totality of circumstances known to
the government agent at that time. See, e.g., United States v. Price, 184 F.3d 637, 640-41
(7th Cir. 1999); Terry v. Ohio, 392 U.S. 1, 30 (1968).
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individual as an opportunity to collect information for assessing the
potential threat the person poses, tracking the person’s movements or
activities, and determining what actions to take, if any.”

The National
Counterterrorism Center
Uses a “Reasonable
Suspicion” Standard in
Determining Which
Individuals Are
Appropriate for Inclusion
on the Watch List

NCTC receives international terrorist-related information from executive
branch departments and agencies—such as the Department of State, the
Central Intelligence Agency, and the FBI—and enters this information into
its terrorist database.” On a formal basis, Department of State embassies
around the world—in collaboration with applicable federal agencies
involved in security, law enforcement, and intelligence activities—are
expected to participate in the “Visas Viper” terrorist reporting program.
This congressionally mandated program is primarily administered through
a Visas Viper Comumittee at each overseas post.” The committee is to meet
at least monthly to share information on known or suspected terrorists
and determine whether such information should be sent to NCTC for
inclusion in its terrorist database.”™ NCTC’s database, known as the
Terrorist Identities Datamart Environment, contains highly classified
information and serves as the U.S. government's central classified
database with information on known or suspected international terrorists.
According to NCTC’s fact sheet on the Terrorist Identities Datamart
Environment, examples of conduct that will warrant an entry into NCTC's
database includes persons who

*The purpose of certain screening processes is to address a specific security concern, such
as airlines’ prescreening of passengers wherein the use of watch list records is primarily
intended to enhance aviation security. However, such screening may also support
government efforts to frack a person’s reovements or activities.

®Aceording to NCTC data, other sources of information on known or suspected
international terrorists include the National Security Agency; the military, including the
Department of Defense, the Defense Intelligence Agency, the Air Force Office of Special
Investigations, and the U.S. Navy; DHS, including U.S. Inamigration and Customs
Enforcement, U.S. Customs and Border Protection, and the National Targeting Center;
other federal dep: and ies, including the Department of Justice, the
Department of the Treasury, and the Federal Aviation Adrini ion; foreign ; and
the press, including the Foreign Broadeast Information System, Reuters, and Associated
Press International.

“See 8 1.S.C. § 1733,
®See GAO, Border Security: Strengthened Visa Process Would Bensfit from

Improvements in Staffing and Information Sharing, GAO-05-859 (Washington, D.C.: Sept.
13, 2005).
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» commit international terrorist activity;

s prepare or plan international terrorist activity;

« gather information on potential targets for international terrorist
activity;

» solicit funds or other things of value for international terrorist activity
or a terrorist organization;

+ solicit membership in an international terrorist organization;

« provide material support, such as a safe house, transportation,
communications, funds, transfer of funds or other material financial
benefit, false documentation or identification, weapons, explosives, or
training; or

» are members of or represent a foreign terrorist organization.®

I NCTC determines that an individual meets the “known or appropriately
suspected” standard of HSPD-6, NCTC is to extract sensitive but
unclassified information on the individual’s identity from its classified
database—such as narme and date of birth—and send forward a record to
TSC for inclusion on the watch list. According to NCTC procedures, NCTC
analysts are to review all information involving international terrorists
using a “reasonable suspicion” standard to determine whether an
individual is appropriate for nomination to TSC for inclusion on the watch
list. NCTC defines reasonable suspicion as information—both facts, as
well as rational inferences from those facts and the experience of the
reviewer—that is sufficient to cause an ordinarily prudent person to
believe that the individual under review may be a known or appropriately
suspected terrorist. According to NCTC, this information can include past
conduct, current actions, and credible intelligence concerning future
conduct. In making this determination, NCTC generally relies upon the
originating agency’s desi ion that there is reasonable suspicion to
believe a person is engaged in terrorist or terrorist-related activities as
being presumptively valid. For example, NCTC will rely on the FBI's
designation of an individual as a known or suspected international
terrorist unless NCTC has specific and credible information that such a
designation is not appropriate.

Also, NCTC officials noted that an individual is to remain on the watch list
until the respective department or agency that provided the terrorist-

St general, these types of conduct a.!e related to prov‘lsmns in the Immigration and
Nationality Act that for alien on terrorism-related grounds,
See 8 U.S.C. § 1182(2)(3)(B) (cod.\fymg secmm 212(a)(3)(B) of the Immigration and
Nationality Act, as amended).
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related information that supports a nomination determines the individual
should be removed from the list. According to TSC, if the FBI conducts a
threat assessment on an individual that reveals no nexus to international
terrorism, then NCTC will initiate the process for deleting the record from
its database and the watch list. If NCTC receives information that it
determines is insufficient to nominate an individual to TSC for inclusion
on the watch list, the available information may remain in the NCTC
database until additional information is obtained to warrant noraination to
TSC or be deleted from the NCTC database.

Individuals Who Are
Subjects of FBI
Counterterrorism
Investigations Are
Generally Nominated to
the Watch List

In general, individuals who are subjects of ongoing FBI counterterrorism
investigations are nominated to TSC for inclusion on the watch list,
including persons who are being preliminarily investigated to determine if
they have links to terrorism. If an investigation does not establish a
terrorism link, the FBI generally is to close the investigation and request
that TSC remove the person from the watch list.

In determining whether to open an investigation, the FBI uses guidelines
established by the Attorney General. These guidelines contain specific
standards for opening investigations. According to FBI officials, there
must be a “reasonable indication” of involvement in terrorism before
opening an investigation. The FBI noted, for example, that it is not
sufficient to open an investigation based solely on a neighbor’s complaint
or an anonymous tip or phone call. In such cases, however, the FBI could
use techniques short of opening an investigation to assess the potential
threat the person poses, which would not result in adding the individual to
the watch list at that time.

The FBI has established formal review and approval processes for
nominating individuals for inclusion on the watch list. In general, FBI case
agents are to send nominations to a unit at FBI headquarters for review
and approval. If approved, information on domestic terrorists is sent to
TSC for inclusion on the watch list. For approved international terrorist
nominations, the FBI sends the information to NCTC, who then sends
forward the nomination to TSC.
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TSC’s Watch List Is the
Master Repository for
Watch List Records

For each nomination, NCTC and the ¥BI provide TSC with biographic or
other identifying data, such as name and date of birth. This identifying
information on known or suspected terrorists is deemed sensitive but
unclassified by the intelligence and Jaw enforcement communities.” Then,
TSC is to review the identifying information and the underlying derogatory
information—by directly accessing databases maintained by NCTC, the
FBI, and other agencies—to validate the requirements for including the
nomination on the watch list.* On the basis of the results of its review,
TSC is to either input the nomination into the watch list—which is the U.S.
government’s master repository for all known or appropriately suspected
international and domestic terrorist records that are used for watch list-
related screening—or reject the nomination and send it back to NCTC or
the FBI for further investigation. TSC relies predominantly on the
nominating agency to determine whether or not an individual is a known
or appropriately suspected terrorist. According to TSC, on the basis of its
review of relevant identifying and derogatory information, the center
rejects approximately 1 percent of all nominations. Figure 2 presents a
general overview of the process used to nominate individuals for inclusion
on TSC’s watch list.

MTSC does not receive or maintain the derogatory information that supports watch list
records. Rather, NCTC, the FBI, and other ies that originate nominati intai
this information.

% March 2006, TSC implemented a formal process to review each nomination, Before
March 2006, TSC it pted inations without reviewing the supporting
derogatory information, but it had processes in place to review the identifying information.
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Figure 2: General Overview of the Process Used to Nominate Individuals for
inclusion on TSC’s Watch List
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TSC's watch list of individuals with known or appropriately suspected
links to terrorism has increased from 158,374 records in June 2004 to
754,960 records in May 2007 (see fig. 3).% It is important to note that the
total number of records on TSC’s watch list does not represent the total
number of individuals on the watch list. Rather, if an individual has one or
more known aliases, the watch list will contain multiple records for the
same individual. For example, if an individual on the watch list has

50 known aliases, there could be 50 distinct records related to that
individual in the watch list.

PS¢ d its initial lidation of terrorist watch list records in March 2004 but
did not specifically track the number of records in the database untit June 2004.
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Figure 3: Increase in Terrorist Watch List Records, June 2004 through May 2007
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TSC's database is updated daily with new nominations, modifications to
existing records, and deletions. According to TSC data, as of May 2007, a
high percentage of watch list records were international terrorist records
nominated through NCTC, and a small percentage were domestic terrorist
records nominated through the FBI. TSC data also show that more than
100,000 records have been removed from the watch list since TSC’s
inception. As discussed later in this report, agencies that conduct
terrorism screening do not check against all records in the watch list.
Rather, TSC exports applicable records to federal government databases
used by agencies that conduct terrorism screening based on the screening
agency's mission responsibilities and other factors.
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Agencies Have Had
Approximately

53,000 Encounters
with Individuals on
the Watch List, and
Outcomes Indicate
the List Has Helped to
Combat Terrorism

For the 42-month period of December 2003 (when TSC began operations)
through May 2007, screening and law enforcement agencies encountered
individuals who were positively matched to watch list records

53,218 times, according to our analysis of TSC data. These encounters
include many individuals who were positively matched to watch list
records multiple times. Agencies took a range of actions, such as arresting
individuals, denying other individuals entry into the United States, and
most commonly, releasing the individuals following questioning and
information gathering. Our analysis of data on the outcomes of these
encounters and interviews with screening agency, law enforcement, and
intelligence community officials indicate that the watch list has enhanced
the U.S. government's counterterrorism efforts by (1) helping frontline
screening agencies obtain information to determine the level of threat a
person poses and the appropriate action to take, if any, and (2) providing
the opportunity to collect and share information on known or
appropriately suspected terrorists with law enforcement agencies and the
intelligence comumunity.

The Number of Positive
Matches to the Watch List
Has Increased Each Year,
and Many Individuals Have
Been Encountered
Multiple Times

A breakdown of encounters with positive matches to the terrorist watch
list shows that the number of matches has increased each year—from
4,876 during the first 10-month period of TSC’s operations (December 2003
through September 2004) to 14,938 during fiscal year 2005, to

19,887 during fiscal year 2006, This increase can be attributed partly to the
growth in the number of records in the consolidated terrorist watch list
and partly to the increase in the number of agencies that use the list for
screening purposes. Since its inception, TSC has worked to educate
federal departments and agencies, state and local law enforcement, and
foreign governments about appropriate screening opportunities. Our
analysis of TSC data also indicates that many individuals who were
positively matched to the terrorist watch list were encountered multiple
times. For example, a truck driver who regularly crossed the U.S.-Canada
border or an individual who frequently took international flights could
each account for multiple encounters.

Further, TSC data show that the highest percentage of encounters with
individuals who were positively matched to the watch list involved
screening within the United States by a state or local law enforcement
agency, U.S. government investigative agency, or other governmental
entity. Examples of these encounters include screening by police
departments, correctional facilities, FBI agents, and courts. The next
highest percentage of encounters with positive matches to the watch list
involved border-related encounters, such as passengers on airline flights
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inbound from outside the United States or individuals screened at land
ports of entry.” Examples include (1) a passenger flying from London
(Heathrow), England, to New York (JFK), New York, and (2) a person
attempting to cross the border from Canada into the United States at the
Rainbow Bridge port of entry in Niagara Falls, New York. The smallest
percentage of encounters with positive matches occurred outside of the
United States.

State and local law enforcement agencies historically have had access to
an FBI system that contains watch list records produced by the FBL
However, pursuant to HSPD-6 (Sept. 16, 2008), state and local law
enforcement agencies were, for the first time, given access to watch list
records produced by the intelligence community, which are also included
in the FBI system. This access has enabled state and local agencies to
better assist the U.S. government’s efforts to track and coliect information
on known or appropriately suspected terrorists. These agencies accounted
for a significant percentage of the total encounters with positive matches
to the watch list that occurred within the United States.

The Watch List Has Helped
Screening Agencies Assess
the Potential Threat a
Person Poses and Take a
Wide Range of
Counterterrorism
Responses

The watch list has enhanced the U.S. government’s counterterrorism
efforts by allowing federal, state, and local screening and law enforcement
officials to obtain information to help them make better-informed
decisions during encounters regarding the level of threat a person poses
and the appropriate response to take, if any. The specific outcomes of
encounters with individuals on the watch list are based on the
government’s overall of the intelli e and investigative
information that supports the watch list record and any additional
information that may be obtained during the encounter. Our analysis of
data of the outcomes of encounters revealed that agencies took a range of
actions, such as arresting individuals, denying others entry into the United
States, and most commonly, releasing the individuals following
questioning and information gathering. The following provides additional
information on arrests, as well as the outcomes of encounters involving

*Passengers on airline flights coming into the United States are generally to be screened
against applicable records in the watch list two times—first, at TSA’s direction, by air
carriers against the No Fly and Selectee lists prior to boarding and then by CBP against
‘watch list records in its database before being admitted into the United States. To avoid
double counting, TSC Iy reports these i as one ically as CBP
border-crossing encounters. In addition, prior to flight, an initial watch list screening is to
occur in cases where a visa is required, which TSC reports as Department of State
encounters.
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the Department of State, TSA, CBP, and state or local law enforcement,
respectively.

» TSC data show that agencies reported arresting many subjects of watch
list records for various reasons, such as the individual having an
outstanding arrest warrant or the individual's behavior or actions
during the encounter. TSC data also indicated that some of the arrests
were based on terrorism grounds.

« TSC data show that when visa applicants were positively matched to
terrorist watch list records, the outcomes included visas denied, visas
issued (because the consular officer did not find any statutory basis for
inadmissibility), and visa ineligibility waived.®

» TSA data show that when airline passengers were positively matched to
the No Fly or Selectee lists, the vast majority of matches were to the
Selectee list. Other outcomes included individuals matched to the No
Fly list and denied boarding (did not fly) and individuals matched to the
No Fly list after the aircraft was in-flight, which required an imumediate
counterterrorism response. Additional information on individuals on
the No Fly list passing undetected through airline prescreening and
being identified in-flight is presented later in this report.

¢ CBP data show that a number of nonimmigrant aliens encountered at
U.S. ports of entry were positively matched to terrorist watch list
records. For many of the encounters, CBP determined there was
sufficient derogatory information related to watch list records to
preclude admission under terrorism grounds. However, for most of the
encounters, CBP determined that there was not sufficient derogatory
information related to the records to preclude admission.

« TSC data show that state or local law enforcement officials have
encountered individuals who were positively matched to terrorist
watch list records thousands of times. Although data on the actual
outcomes of these encounters were not available, the vast majority
involved watch list records that indicated that the individuals were

*In this context, ineligibility waived refers to individuals who were ineligible for a visa
based on terrorism grounds, but DHS approved a waiver for a one-time visit or multiple
entries into the United States. In general, waivers are approved when the U.S. government
has an interest in allowing the individual to enter the United States, such as an individual
on the terrorist watch list who is invited to participate in peace talks under U.S, auspices.
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released, unless there were reasons other than terrorism-related
grounds for arresting or detaining the individual.

Appendix IV presents more details on the outcomes of screening agency
encounters with individuals on the terrorist watch list.

The Watch List Has Helped
Support Law Enforcement
Investigations and the
Intelligence Community by
Tracking the Movements of
Known or Appropriately
Suspected Terrorists and
Collecting Information
about Them

According to federal officials, encounters with individuals who were
positively matched to the watch list assisted government efforts in
tracking the respective person’s movements or activities and provided the
opportunity to collect additional information about the individual that was
shared with agents conducting counterterrorism investigations and with
the intelligence community for use in analyzing threats. Such coordinated
collection of information for use in investigations and threat analyses is
one of the stated policy objectives for the watch list. Most of the
individuals encountered were questioned and released because the
intelligence and investigative information on these persons that supported
the watch list records and the information obtained during the encounter
did not support taking further actions, such as denying an individual entry
into the United States.

Specifically, as discussed previously, for most Department of State, TSA
(via air carriers), CBP, and state and local encounters with individuals
who were positively matched to the terrorist watch list, the
counterterrorism response consisted of questioning the individuals and
gathering information. That is, the encounters provided screening agency
and law enforcement personnel the opportunity to conduct in-depth
questioning and inspect travel documents and belongings to collect
information for use in supporting investigations and assessing threats. TSC
plays a central role in the real-time sharing of this information, creating a
bridge among screening agencies, the law enforcement community, and
the intelligence community. For example, in addition to facilitating
interagency communication and coordination during encounters, TSC
creates a daily report of encounters involving positive matches to the
terrorist watch list. This report contains a summary of all positive
encounters for the prior day. TSC summarizes the type of encounter, what
occurred, and what action was taken, The report notes the person's
affiliation with any groups and provides a suramary of derogatory
information available on the individual. Overview maps depicting the
encounters and locations are also included in the report. The daily reports
are distributed to numerous federal entities, as shown in table 1.
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Table 1: Distribution List for TSC’s Daily Summary of Positive Matches

White House Homeland Security Counclt

FB1 Director
Counterterrorism Division
National Joint Terrorism Task Force
Office of intelligence

Departments Department of Homeland Security (Secretary and other units)
Department of State
Agencies Federal Air Marshal Service

Transportation Security Administration
{Administrator and intefligence staff)

U.8. Immigration and Customs Enforcement
U.8. Customs and Border Protection
United States Secret Service

Intelligence Central Intelligence Agency
community

Defense Intelligence Agency

Department of Defense Counterintelligence Field Activity
FBi Field Intelligence Group members®

National Counterterrarism Center

National Security Agency

Office of the Director of National Intelligence

Soutce: GAQ summary of TSC information.

“According to the FBI, Field Intelligence Groups consist of FBI intelligence analysts, special agents,

[ analysts, and i pecialists who take raw i ion from local cases and make

big-picture sense out of it, fill gaps in national cases with local information; and share their findings,

assessments, and reports with other Field Intelligence Groups across the country and with other faw
and inteili ies. There is one Field intelligence Group in each of the FBI's

56 field offices.

According to federal law enforcement officials, the information collected
during encounters with individuals on the terrorist watch list helps to
develop cases by, among other means, tracking the movement of known or
appropriately suspected terrorists and determining relationships among
people, activities, and events. According to NCTC officials, information
obtained from encounters is added to NCTC'’s Terrorist Identities
Datamart Environment database, which serves as the U.S, government’s
central classified database on known or suspected international
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terrorists.”™ This information can be electronically accessed by
approximately 5,000 U.S. counterterrorism personnel around the world.

TSC Exports
Applicable Watch List
Records to Screening
Agency Databases,
Depending on Agency
Mission and Technical
Capacity; but Some
Technical
Requirements May
Present Security
Vulnerabilities

Each day, TSC exports applicable records from the watch list—containing
biographic or other identifying data, such as name and date of birth-—to
federal government databases used by agencies that conduct terrorism
screening. Specifically, applicable watch list records are exported to the
following federal agency databases, which are described later in this
report:

+ DHS’s Interagency Border Inspection System.

« The Department of State’s Consular Lookout and Support System.®
The FBI’s Violent Gang and Terrorist Organization File.
TSA's No Fly and Selectee lists.

The applicable records that TSC exports to each of these databases vary
based on the screening agency'’s mission responsibilities, the technical
capabilities of the agency’s computer system, and operational
considerations.” For example, records on U.S. citizens and lawful
permanent residents are not exported to the Department of State’s system
used to screen visa applicants for immigration violations, criminal
histories, and other matters, because these individuals would not apply for
aU.S. visa. Also, to facilitate the automated process of checking an
individual against watch list records, all of these databases require certain
minimum biographic or identifying data in order to accept records from
TSC’s consolidated watch list. The identifying information required
depends on the policies and needs of the screening agency and the
technical capacity of the respective agency's computerized name-matching
program. Also, certain records may not be exported to screening agency

% As discussed previously in this report, sensitive but unclassified identifying
from NCTC's database is provided to TSC for inclusion on the consolidated terrorist
watch list.

“"The Department of State’s Consular Lookout and Support System is used to screen

(1) citizens of a foreign country who apply for U.S. visas and (2) U.S. citizens who apply for
U.S passports. Our work covered the use of the terrorist watch list in screening visa
applicants, but we did not review or assess information related to passports.

*In addition to exporting applicable watch list records to federal government databases,
TSC shares watch list records with certain foreign governments on a reciprocal basis.
Additional information on U.S. government efforts to exch watch list i ion with
foreign governments is presented later in this report.
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systems based on operational considerations, such as the amount of time
available to conduct related screening. In general, the agency governing a
particular screening database establishes the criteria for which records
from the consolidated watch list will be accepted into its own system.
Figure 4 presents a general overview of the process used to export records
from TSC’s consolidated watch list to screening agency databases.

Figure 4: General Overview of the Process Used to Export Records from TSC’s
Consolidated Watch List to ing Agency Datab

Consolidated
terrorist waich fist

™ " Dopartment \\
. osp - . ofState § .
{ interagency Border | | Consular Loakout Violent Gang and | i No Fly and
| inspection Systers | | and Support System | Tervorist Organization | | Selactee lists
\ o Ay L File N »

(I

Source: GAO analysis of TSC information.

Note: In addition to sending applicable watch list records to these federai government databases,
TSC shares applicable records with certain foreign governments on a reciprocal basis, which is
discussed tater in this report.

According to TSC, in addition to agency mission, technical, and
operational considerations, an individual’s record may be excluded from
an agency’s database in rare cases when there is a reasonable and detailed
Jjustification for doing so and the request for exclusion has been reviewed
and approved by the FBI's Counterterrorism Division and TSC. The
following sections provide additional information on the databases of the
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screering processes we reviewed, the percentage of records accepted as
of May 2007, and potential security vulnerabilities.

Interagency Border
Inspection System (CBP)

The Interagency Border Inspection System is DHS's primary lookout
system available at U.S. ports of entry and other locations. CBP officers
use the system to screen travelers entering the United States at ports of
entry, which include land border crossings along the Canadian and
Mezxican borders, sea ports, and U.S, airports for international flight
arrivals.” This system includes not only the applicable records exported by
TSC, but also additional information on people with prior criminal
histories, imunigration violations, or other activities of concern that CBP
wants to identify and screen at ports of entry. The system is also used to
assist law enforcement and other personnel at approximately 20 other
federal agencies, including the following: U.S. Immigration and Customs
Enforcement; U.S. Citizenship and Immigration Services; the FBI; the Drug
Enforcement Administration; the Bureau of Alcohol, Tobacco, Firearms
and Explosives; the Internal Revenue Service; the U.S. Coast Guard; the
Federal Aviation Administration; and the U.S. Secret Service.

Of all the screening agency databases discussed in this report, the
Interagency Border Inspection System has the least restrictive acceptance
criteria and therefore contained the highest percentage of records from
TSC's consolidated watch list as of May 2007. This is because CBP's
mission is to screen all travelers, including U.S. citizens, entering the
United States at ports of eniry.

Consular Lookout and
Support System
(Department of State)

The Consular Lookout and Support System is the Department of State’s
nrame-check system for visa applicants. Consular officers abroad use the
system to screen the names of visa applicants to identify terrorists and
other aliens who are potentially ineligible for visas based on criminal
histories or other reasons specified by federal statute. According to the
Department of State, all visa-issuing posts have direct access to the system
and must use it to check each applicant’s name before issuing a visa.

“The Interagency Border Inspection System is also part of DHS's United States Visitor and
Immigrant Status Indi Technology Progr: k as US-VISIT—an autornated
entry-exit system that records the arrival and departure of aliens. See GAO, Homeland
Security: Planved Expenditures for U.S. Visitor and I'mmigrant Status Program Need to
Be Adequately Defined and Justified, GAO-07-278 (Washington, D.C.: Feb. 14, 2007).
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Records on U.S. citizens and lawful permanent residents are not to be
included in the part of the Consular Lookout and Support System that is
used to screen visa applicants——because these individuals would not apply
for U.S, visas—but may be included in another part of the sysiem that is
used to screen passport applicants. According to TSC officials, the part of
the system that is used to screen visa applicants generally contains the
same information as is contained in the Interagency Border Inspection
System, except for records on U.S. citizens and lawful permanent
residents. As of May 2007, the Consular Lookout and Support System
contained the second highest percentage of all watch list records.

Violent Gang and Terrorist
Organization File (FBI)

The Violent Gang and Terrorist Organization File is the FBI's lookout
system for known or appropriately suspected terrorists, as well as gang
groups and members. The file is part of the FBI's National Crime
Information Center database, which is accessible by federal, state, and
local law enforcement officers and other criminal justice agencies for
screening in conjunction with arrests, detentions, and other criminal
Jjustice purposes.” A subset of the Violent Gang and Terrorist Organization
file consists of TSC’s records to be used to screen for possible terrorist
links.“ As of May 2007, the FBI database contained the third highest
percentage of watch list records.

According to TSC officials, if the remaining watch list records were
included in the Violent Gang and Terrorist Organization File, the system
would identify an unmanageable number of records of individuals as
potentially being matches to the National Crime Information Center
database. The officials explained that name checks against the National
Crime Information Center database return not only potential matches to
terrorist watch list records in the Violent Gang and Terrorist Organization
File, but also potential matches to the millions of other records in the

““The FBI's National Crime Information Center is a computerized database of documented
criminal justice information, It is available to federal, state, and local Jaw enforcerent and
other criminal justice agencies nationwide and is operational 24 hours a day, 365 days
ayear.

“Also, the FBI and designated state and local criminal justice agencies access the Violent
Gang and Terrorist Organization File in conducting background checks on individuals
seeking to purchase firearms or obtain permits to possess, acquire, or carry firearms.
See GAO, Gun Control and Terrorism: FBI Could Better Manage Firearm-Related
Background Checks Involving Terrorist Waich List Records, GAO-05-127 (Washington,
D.C.: Jan. 19, 2005).
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database. TSC officials noted, however, that not including these records
has resulted in a potential vulnerability in screening processes—or at least
a missed opportunity to track the movements of individuals who are the
subjects of watch list records and collect additional relevant information.
According to the FBI, the remaining records are not included to ensure the
protection of civil rights and prevent law enforcement officials from taking
invasive enforcement action on individuals misidentified as being on the
watch list. The FBI also noted that while law enforcement encounters of
individuals on the watch list provide significant information, unnecessary
detentions or queries of misidentified persons would be counterproductive
and potentially damaging to the efforts of the FBI to investigate and
combat terrorism. Because of these operational concerns, the FBI noted
that the extent of vulnerabilities in current screening processes that arise
when the Violent Gang and Terrorist Organization File cannot accept
certain watch list records has been determined to be low or nonexistent.
We note, however, that the FBI did not specifically address the extent to
which security risks are raised by not using these records.

No Fly and Selectee Lists
(TSA)

The No Fly and Selectee lists are compiled by TSC and forwarded to TSA,
which distributes the lists to air carriers for use in identifying individuals
who either should be precluded from boarding an aircraft or should
receive additional physical screening prior to boarding a flight. TSA
requires that U.S. aircraft operators use these lists to screen passengers on
all of their flights and that foreign air carriers use these lists to screen
passengers on all flights to and from the United States. Of all of the
screening agency databases that accept watch list records, only the No Fly
and Selectee lists require certain nomination criteria or inclusion
standards that are narrower than the “known or appropriately suspected”
standard of HSPD-6, Specifically, the lists are to contain any individual,
regardless of citizenship, who meets certain nomination criteria
established by the Homeland Security Council.®

« Persons on the No Fly list are deerned to be a threat to civil aviation or
national security and therefore should be precluded from boarding an
aircraft. Passengers who are a match to the No Fly list are to be denied
boarding unless subsequently cleared by law enforcement personnel in
accordance with TSA procedures. The Homeland Security Council

“The Homeland Security Council issued revised implementation guidelines related to the
No Fly and Selectee list criteria in July 2006.

Page 34 GAO-08-110 Terrorist Watch List Encounter Management



125

criteria contain specific examples of the types of terrorism-related
conduct that may make an individual appropriate for inclusion on the
No Fly list.

+ Persons on the Selectee list are also deemed to be a threat to civil
aviation or national security but do not meet the criteria of the No Fly
list. Being on the Selectee list does not mean that the person will not be
allowed to board an aircraft or enter the United States. Instead, persons
on this list are to receive additional security screening prior to being
permitted to board an aircraft, which may involve a physical inspection
of the person and a hand-search of the passenger's luggage. The
Homeland Security Council criteria contain specific examples of the
types of terrorism-related conduct that may make an individual
appropriate for inclusion on the Selectee list, as well as the types of
activities that generally would not be considered appropriate for
inclusion on the list.

According to the Homeland Security Council criteria, the No Fly and
Selectee lists are not intended as investigative or information-gathering
tools, or tracking mechanisms. Rather, the lists are intended to help ensure
the safe transport of passengers and their property and to facilitate the
flow of commerce. An individual must meet the specific nomination
criteria to be placed on one of the lists, and the watch list record must
contain a full name and date of birth to be added to either of the lists.

As of May 2007, the No Fly list and the Selectee list collectively contained
the lowest percentage of watch list records. The remaining records in
TSC's watch list either did not meet the specific Homeland Security
Council nomination criteria or did not meet technical requirements that
the records contain a full name and date of birth. TSC could not readily
determine how many records fell into each of these two categories.
Nonetheless, these records are not provided to TSA for use in
prescreening passengers. According to TSA officials, without a full name
and date of birth, the current name-matching prograros used by airlines
would falsely identify an unacceptable number of individuals as potentially
being on the watch list.

According to DHS, the amount or specific types of biographical
information available on the population to be screened should also be
considered when determining what portion of the watch list should be
used. For example, DHS noted that screening international airline
passengers who have provided passport information is very different from
screening domestic airline passengers for whom the government has little
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biographical information. Further, DHS noted that for airline passengers,
there is not much time to resolve false positives or determine whether
someone on the watch list should be subjected to additional screening
prior to departure of a flight, whereas for individuals arriving at U.S. ports
of entry from international locations, CBP has more time to interview
individuals and resolve issues upon their arrival.

For international flights bound to or departing from the United States, two
separate screening processes occur. Specifically, in addition to TSA
requiring that air carriers prescreen passengers prior to boarding against
the No Fly and Selectee lists, CBP screens all passengers on infernational
flights—for border security purposes—against watch list records in the
Interagency Border Inspection System.* CBP's screening generally occurs
after the aircraft is in flight.” This layered or secondary screening
opportunity does not exist for passengers traveling domestically within the
United States.

In 2006, the conference report accompanying the Department of Homeland
Security Appropriations Act, 2007, directed TSA to provide a detailed plan
describing key milestones and a schedule for checking names against the
full terrorist watch list in its planned Secure Flight passenger prescreening
program if the administration believes a security vulnerability exists under
the current process of checking names against only the No Fly and
Selectee lists.® According to TSA, the administration has concluded that
non-use of the full watch list does not constitute a security vulnerability;
however, TSA did not explain the basis for this determination. Also, DHS's
Office for Civil Rights and Civil Liberties emphasized that there is a strong
argument against increasing the number of watch list records TSA uses to
prescreen passengers. Specifically, the office noted that if more records
were used, the number of misidentifications would expand to unjustifiable
proportions, increasing administrative costs within DHS, without a

“As discussed previously, as of May 2007, CBP's system contained the highest percentage
of the records in TSC’s watch list.

“’Pursuant to a final rule published in the Federal Register in August 2007, this process will
take place, in all instances, before an aircraft is in flight by the end of February 2008. See
72 Fed. Reg. 48,320 (Aug. 23, 2007).

“See H.R. Conf. Rep. No. 109-669, at 140 (2006) (accorpanying HLR. 5441, enacted into law
as the Department of Homeland Security App iations Act, 2007, Pub. L. No. 109-265,
120 Stat. 1355 (2006)). See also Department of Homeland Security Appropriations Act,
2008, H.R. 2638, 110th Cong. (as passed by House of Representatives, June 15, 2007)
{containing a similar requi ).
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measurable increase in security. The office also noted that an expansion of
the No Fly and Selectee lists could even alert a greater nuraber of
individuals to their watch list status, compromising security rather than
advancing it. Further, according to the office, as the number of U.S.
citizens denied and delayed boarding on domestic flights increases, so
does the interest in maintaining watch list records that are as accurate as
possible. Also, the office noted that an increase in denied and delayed
boarding of flights could generate volumes of complaints or queries that
exceed the current capabilities of the watch list redress process.

DHS Agencies Are
Addressing Incidents
of Persons on the
Watch List Passing
Undetected through
Screening; TSC Has
Ongoing Initiatives
That Could Help
Reduce This
Vulnerability

Key frontline screening agencies within DHS—CBP, U.S. Citizenship and
Immigration Services, and TSA—are separately taking actions to address
potential vulnerabilities in terrorist watch list-related screening. A
particular concern is that individuals on the watch list not pass undetected
through agency screening, According to the screening agencies, some of
these incidents—commonly referred to as false negatives—have occurred.
Irrespective of whether such incidents are isolated aberrations or not, any
individual on the watch list who passes undetected through agency
screening constitutes a vulnerability. Regarding other ameliorative efforts,
TSC has ongoing initiatives that could help reduce false negatives, such as
improving the quality of watch list data.

Key Frontline Screening
Agencies in DHS Are
Separately Addressing
Screening Vulnerabilities

CBP, U.8. Citizenship and Immigration Services, and TSA have begun to
take actions to address incidents of subjects of watch list records passing
undetected through agency screening. The efforts of each of these three
DHS component agencies are discussed in the following sections,
respectively. Generally, as indicated, positive steps have been initiated by
each agency. Given the potential consequences of any given incident, it is
particularly important that relevant component agencies have mechanisms
in place to systematically monitor such incidents, determine causes, and
implement appropriate corrective actions as expeditiously as possible.
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U.8. Customs and Border
Protection Is Studying Cases
Where Some Subjects of Watch
List Records Were Not
Detected by Screening at Ports
of Entry

Agencies Are Working on
Solutions to Prevent
Unauthorized Applicants for
Citizenship and Other
Immigration Benefits from
Getting through Agency
Screening

During our field visits in spring 2006 to selected ports of entry, CBP
officers informed us of several incidents involving individuals on the
watch list who were not detected until after they had been processed and
admitted into the United States.” In response to our inquiry at CBP
headquarters in May 2006, agency officials acknowledged that there have
been such incidents. CBP did not maintain aggregated data on the number
of these incidents nationwide or the specific causes, but it did identify
possible reasons for failing to detect someone on the watch list.
Subsequently, in further response to our inquiries, CBP created a working
group to study the causes of incidents involving individuals on the watch
list who were not detected by port-of-entry screening. The working group,
coordinated by the National Targeting Center, is composed of subject
matter experts representing the policy, technical, and operations facets
within CBP. According to headquarters officials, the group is responsible
for (1) identifying and recommending policy solutions within CBP and

(2) coordinating any corrective technical changes within CBP and with
TSC and NCTC, as appropriate. The working group held its first meeting in
early 2007. According to CBP, some corrective actions and measures have
already been identified and are in the process of being implemented.

Agencies are working to eliminate shortcomings in screening processes
that have resulted in unauthorized applicants for citizenship and other
immigration benefits getting through agency screening. The cognizant
agency, U.S. Citizenship and Immigration Services, is to screen all
individuals who apply for U.S. citizenship or other immigration benefits—
such as work authorization—for information relevant to their eligibility for
these benefits. According to U.S. Citizenship and Immigration Services
officials, the agency does not maintain aggregated data on the number of
times the initial screening has failed to identify individuals who are
subjects of watch list records or the specific causes. The officials noted,
however, that for certain applicants—including individuals seeking long-
term benefits such as permanent citizenship, lawful permanent residence,
or asylurn——additional screening against watch list records is conducted.
This additional screening has generated some positive matches to watch

“We visited various CBP ports of entry at airports and land border crossings in California,
Michigan, New York, and Texas (see app. [).
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A Final Rule and a Planned
Prescreening Program Could
Help Address the Issue of
Individuals on the No Fly List
Being Inadvertently Allowed
to Fly

list records, whereas these matches were not detected during the initial
checks.”

According to U.S. Citizenship and Immigration Services, each instance of
individuals on the watch list getting through agency screening is reviewed
on a case-by-case basis to determine the cause, with appropriate follow-up
and corrective action taken, if needed. As a prospective enhancement, in
April 2007, U.S. Citizenship and Immigration Services entered into a
memorandum of understanding with TSC. If implemented, this
enhancement could allow U.S. Citizenship and Immigration Services to
conduct more thorough and efficient searches of watch list records during
the screening of benefit applicants.

In the past, there have been a number of known cases in which individuals
who were on the No Fly list passed undetected through airlines’
prescreening of passengers and flew on international flights bound to or
from the United States, according to TSA data. These individuals were
subsequently identified in-flight by other means—specifically, screening of
passenger manifests conducted by CBP’s National Targeting Center.
However, the onboard security threats required an immediate
counterterrorism response, which in some instances resulted in diverting
the aircraft to a location other than its original destination. TSA provided
various reasons why an individual who is on the No Fly list may not be
detected by air carriers during their comparisons with the No Fly list.
However, TSA had not analyzed the extent to which each cause
contributed to such incidents. According to TSA, the agency's regulatory
office is responsible for initiating investigative and corrective actions with
the respective air carrier, if needed.

For international flights bound to or from the United States, two separate
screening processes occur. In addition to the initial prescreening
conducted by the airlines in accordance with TSA requirements, CBP’s
National Targeting Center screens passengers against watch list records in
the Interagency Border Inspection System using information that is
collected from air carriers’ passenger manifests, which contain
information obtained directly from government-issued passports.
Specifically, for passengers flying internationally, airlines are required to

1 2005, we reported on U.S, Citizenship and Immigration Services' efforts to manage
backlogs of immigration benefit applications. See GAQ, Immigration Benefits:
Improvements Needed to Address Backlogs and Ensure Quality of Adjudications,
GAO-06-20 (Washington, D.C: Nov. 21, 2005).
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provide passenger manifest data obtained at check-in from all passengers
to CBP.” Presently, CBP requires airlines to transmit the passenger data
no later than 15 minutes prior to departure for outbound flights and no
later than 15 minutes after departure for inbound flights.” Because the
transmission of this information occurs so close to the aircraft’s departure,
the National Targeting Center’s screening of the information against watch
list records in the Interagency Border Inspection System—which includes
a check of records in the No Fly list—often is not completed until after the
aircraft is already in the air. If this screening produces a positive match to
the No Fly list, the National Targeting Center is to coordinate with other
federal agencies to determine what actions to take.

Procedures described in the final rule issued by CBP and published in the
Federal Register on August 23, 2007, could help mitigate instances of
individuals on the No Fly list boarding international flights bound to or
from the United States. Specifically, the rule will require air carriers to
either transmit complete passenger manifests to CBP no later than

30 minutes prior to the securing of the aircraft doors, or transmit manifest
information on an individual basis as each passenger checks in for the
flight up to but no later than the securing of the aircraft. When
implemented (the rule is to take effect on February 19, 2008), CBP should
be better positioned to identify individuals on the No Fly list before an
international flight is airborne.™

Regarding domestic flights within the United States, there is no second
screening opportunity using watch list-related information. Rather, the
airlines are responsible for prescreening passengers prior to boarding in
accordance with TSA requirements and using the No Fly and Selectee lists
provided by TSA. Although TSA has been mandated to assume

“See 19 CF.R. §§ 122.40a, 122.75a (listing the required passenger manifest information for
international arrivals and departures, respectively).

*CBP defines “departure” as the point at which the wheels are up on the aircraft and the
aircraft is en route directly to its destination. See 19 C.F.R. § 122.49a(a). CBP, however,
issued a final rule that, among other things, will require the transmission of passenger data
no later than the “securing of the aireraft,” defined as the moment the aircraft’s doors are
closed and secured for flight. See 72 Fed. Reg. 48,320 (Aug. 23, 2007). The provisions of the
final rale take effect on February 19, 2008,

For additionat information on mtemamonal pr ing, see GAO, Avi
Secyrity: Efforts to St hen nter 1P ng Arve Under Way, but
Planning and Implementation Issues Remain, GAO-07- 346 (Washmgmn D.C.: May

16, 2007).
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responsibility for conducting the watch list screening function from the
airline industry, the agency’s proposed prescreening program, known as
Secure Flight, has not yet been implemented.™ Under the Secure Flight
program, TSA plans to take over from aircraft operators the responsibility
for comparing identifying information on airline passengers against watch
list records. We have reported and TSA has acknowledged significant
challenges in developing and implementing the Secure Flight program.®
Last year, TSA suspended Secure Flight’s development to reassess, or
rebaseline, the program. The rebaselining effort included reassessing the
program goals, the expected benefits and capabilities, and the estimated
schedules and costs. According to TSC officials who have been working
with TSA to support implementation of Secure Flight, the program could
help to reduce potential valnerabilities in the prescreening of airline
passengers on domestic flights.

The Terrorist Screening
Center Has Various
Ongoing or Planned
Initiatives That Could Help
Reduce Vulnerabilities in
Watch List-Related

Screening

Improving the Effectiveness of
Screening: Search Engine
Technology and Direct-Query
Capability

To help reduce vulnerabilities in watch list-related screening, TSC has
ongoing initiatives to improve the effectiveness of screening and ensure
the accuracy of data. Also, prospectively, TSC anticipates developing a
capability to link biometric data to supplement name-based screening.

Generally, to handle the large volumes of travelers and others who must
be screened, federal agencies and most airlines use computer-driven
algorithms to rapidly compare the names of individuals against applicable
terrorist watch list records.® In the name-matching process, the number of
likely matching records returned for manual review depends partly upon
the sensitivity thresholds of the algorithms to variations in name spelling
or representations of names from other languages. Screening agencies,
and airlines in accordance with TSA requirements, have discretion in

HSee 49 U.S.C. § 44903()(2)(C). In August 2007, TSA issued its notice of proposed
rulemaking for the Secure Flight program. See 72 Fed. Reg. 48,356 (Aug. 23, 2007).

“GAO, Aviation Security: Mc t Chall Remain for the Pransportation
Security Administration's Secure Flight Program, GAO-06-864T (Washington, D.C.:
June 14, 2006).

“An algorithm is a prescribed set of well-defined, unambiguous rules or processes for the
solution of a problem in a finite number of steps.
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setting these thresholds, which can have operational implications. If a
threshold is set relatively high, for example, more names may be cleared
and fewer flagged as possible matches, increasing the risk of false
negatives—that is, failing to identify an individual whose name is on the
terrorist watch list. Conversely, if a threshold is set relatively low, more
individuals who do not warrant additional scrutiny may be flagged (false
positives), with fewer cleared through an automated process. A primary
factor in designing a computerized name-matching process is the need to
balance minimizing the possibility of generating false negatives, while not
generating an unacceptable number of false positives (misidentifications).

To help ensure awareness of best practices among agencies, TSC has
formed and chairs an interagency working group—the Federal Identity
Match Search Engine Performance Standards Working Group—that met
initially in December 2005.” An objective of the working group is to
provide voluntary guidance for federal agencies that use identity matching
search engine technology. Essentially, the prospective guidance is
intended to improve the effectiveness of identity matching across agencies
by, among other means, assessing which algorithms or search engines are
the most effective for screening specific types or categories of names.
According to TSC, three agencies have volunteered to participate in pilot
programs in the summer of 2007, after which a target date for completing
the initiative to develop and provide voluntary guidance to screening
agencies will be set. If effectively implemented, this initiative could help
reduce potential vulnerabilities in screening processes that are based on
limitations in agencies' computerized name-matching programs.

TSC is also developing a process whereby screening agencies can directly
“query” the center’s consolidated terrorist screening database. TSC noted
that a direct-query capability will ensure that all possible hits against the
database will be directed automatically into the center's resolution
process to determine if they are positive matches, thereby ensuring
consistency in the government’s approach to screening. Currently, TSC
must rely upon the screening agencies to contact the center—generally by
telephone or fax—when they have possible hits. As of May 2007, TSC had
niot developed specific time frames for implementing this initiative,

“The working group’s bership includ ives from the Departments of
Homeland Security (including TSA and CBP), State, and Defense; FBI; and the intelligence
community (including NCTC, Central Intelligence Agency, National Security Agency, and
Defense Intelligence Agency). Also, the National Institute of Standards and Technology
acts as a special advisor to the working group.
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Improving Data Quality

According to TSC, the technology for a direct-query capability is in place,
but related agreements with screening agencies were still being
negotiated.

Preventing incidents of individuals on the watch list passing undetected
through agency screening is dependent partly on the quality and accuracy
of data in TSC's consolidated terrorist watch list. In June 2005, the
Department of Justice's Office of the Inspector General reported that its
review of TSC's consolidated watch list found several problems—such as
inconsistent record counts and duplicate records, lack of data fields for
some records, and unclear sources for some records.® Among other
things, the Inspector General recommended that TSC develop procedures
to regularly review and test the information contained in the consolidated
terrorist watch list to ensure that the data are complete, accurate, and
nonduplicative. In its September 2007 follow-up report, the Inspector
General noted that TSC has enhanced its efforts to ensure the quality of
watch list data and has increased the number of staff assigned to data
quality management. However, the Inspector General also determined that
TSC’s management of the watch list continues to have weaknesses.”

TSC has ongoing quality-assurance initiatives to identify and correct
incomplete or inaccurate records that could contribute to either false
negatives or false positives. The center’s director and principal deputy
director stressed to us that quality of data is a high priority and also is a
continuing challenge, particularly given that the database is dynamic,
changing frequently with additions, deletions, and modifications. The
officials noted the equal importance of ensuring that (1) the names of
known and appropriately suspected terrorists are included on the watch
list and (2) the names of any individuals who are mistakenly listed or are
cleared of any nexus to terrorism are removed. In this regard, the officials
explained that the TSC's standard operating practices include at least
three opportunities to review records. First, TSC staff—including subject
matter experts detailed to the center from other agencies—review each
incoming record submitted (nominated) to the center for inclusion on the
consolidated watch list. Second, every time there is a screening
encounter—for example, a port-of-eniry screening of an individual that

*Department of Justice, Office of the Inspector General, Review of the Terrorist Screening
Center, Audit Report 05-27 (June 2005).

®Department of Justice, Office of the Inspector General, Follow-up Audit of the Terrorist
Screening Center, Audit Report 0741 (September 2007).
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Future Enhancerment: Linking
to Biometric Data

generates an actual or a potential match with a watch list record—that
record is reviewed again. And third, records are reviewed when
individuals express their concerns or seek correction of any inaccurate
data—a process often referred to as redress.”

Conceptually, biometric technologies based on fingerprint recognition,
facial recognition, or other physiological characteristics can be used to
screen travelers against a consolidated database, such as the terrorist
watch list.” However, TSC presently does not have this capability,
although use of biometric information to supplement name-based
screening is planned as a future enhancement. Specifically, TSC's strategy
is not to replicate existing biometric data systems. Rather, the strategy,
according to TSC's director and principal deputy director, is to develop a
“pointer” capability to facilitate the online linking of name-based searches
to relevant biometric systems, such as the FBI's Integrated Automated
Fingerprint Identification System—a computerized system for storing,
comparing, and exchanging fingerprint data in a digital format that
contains the largest criminal biometric database in the world. TSC officials
recognize that even biometric systems have screening limitations, such as
relevant federal agencies may have no fingerprints or other biometrics to
correlate with many of the biographical records in the TSC'’s watch list.
For instance, watch list records may be based on intelligence gathered by
electronic wire taps or other methods that involve no opportunity to
obtain biometric data. Nonetheless, TSC officials anticipate that biometric
information, when available, can be especially useful for confirming
matches to watch list records when individuals use false identities or
aliases.

“Redress generally refers to an agency’s cc process, ivi
may seek resotution of their concerns about an agency action. See GAQ, Terrorist Waich
List Screening: Efforis to Help Reduce Adverse Effects on the Public, GAO-06-1031
(Washington, D.C.: Sept. 29, 2006).

In an earlier report, we assessed various biometric technologies. See GAO, T¢ 2
Assessment: Using Biometrics for Border Security, GAO-03-174 (Washington, D.C.: Nov,
15, 2002).

v
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The U.S. Government
Has Made Progress in
Using the Watch List
but a Strategy and
Plan Supported by a
Governance Structure
with Clear Lines of
Authority Would
Enhance Use and
Effectiveness

Although the U.S. government has made progress in using watch list
records to support terrorism-related screening, there are additional
opportunities for using the list. Internationally, the Department of State
has made arrangements with six foreign governments to exchange
terrorist watch list information and is in negotiations with several other
countries. Within the private sector, some critical infrastructure
components are presently using watch list records to screen current or
prospective employees, but many components are not. DHS has not
established guidelines to govern the use of watch list records for
appropriate screening opportunities in the private sector that have a
substantial bearing on homeland security. Further, all federal departments
and agencies have not taken action in accordance with HSPD-6 and
HSPD-11 to identify and describe all appropriate screening opportunities
that should use watch list records. According to TSC, determining whether
new screening opportunities are appropriate requires evaluation of
multiple factors, including operational and legal issues—particularly
related to privacy and civil liberties. To date, appropriate opportunities
have not been systematically identified or evaluated, in part because the
federal government lacks an up-to-date strategy and a prioritized
investment and imp} tation pian for optimizing the use and
effectiveness of terrorist-related screening. Moreover, the lines of
authority and responsibility to provide governmentwide coordination and
oversight of such screening are not clear, and existing entities with watch
list responsibilities may not have the necessary authority, structure, or
resources to assume this role.

The Department of State
Has Made Progress in
Efforts to Exchange
Terrorist Watch List
Information with Foreign
Governments

According to the §/11 Commission, the U.S. government cannot meet its
obligations to the American people to prevent the entry of terrorists into
the United States without a major effort to collaborate with other
governments.” The commission noted that the U.S, government should do
more to exchange terrorist information with trusted allies and raise U.S.
and global border security standards for travel and border crossing over
the medium and longterm through extensive international cooperation.
HSPD-6 required the Secretary of State to develop a proposal for the
President’s approval for enhancing cooperation with certain foreign
governments—beginning with those countries for which the United States

“National Coramission on Terrorist Attacks Upon the United States, The 9/11 Commission
Report: Final Report of the National Commission on Terrorist Attacks Upon the United
States (July 22, 2004).
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has waived visa requirements—to establish appropriate access to
terrorism screening information of the participating governments.” This
information would be used to enhance existing U.S. government screening
processes.

The Department of State determined that the most effective way to obtain
this information was to seek bilateral arrangements to share information
on a reciprocal basis. The Department of State’s Bureau of Consular
Affairs and the Homeland Security Council co-chair an interagency
working group to implement the international cooperation provisions of
HSPD-6.% According to the Department of State, there is no single
document or proposal that sets forth the working group's approach or
plan, Rather, a series of consensus decisions specify how 1o proceed, often
on a country-by-country basis in order to accommodate each country’s
laws and political sensitivities. The working group met six times from
September 2005 through December 2006 to discuss operational and
procedural issues related to sharing terrorism information and to update
working group members on the status of bilateral negotiations with
foreign governments,

According to the Department of State, the department’s Bureau of
Consular Affairs has approached all countries for which the United States
has waived visa requireraents and two non-visa waiver program countries
with a proposal to exchange terrorist screening information. From
October through December 2006, interagency teams visited six countries
to brief government officials and also met in Washington, D.C., with
representatives of a number of other countries. According to the
Department of State, interagency working groups at U.S. embassies

€"Foreign nationals from visa waiver countries are allowed to travel to the United States
under limited conditions and for a limited tirae without obtaining a visa. The following

27 countries are currently in the visa waiver program: Andorra, Ausiria, Australia, Belgium,
Brunei, Denmark, Finland, France, Germany, Iceland, Ireland, Italy, Japan, Liechtenstein,
Luxembourg, Monaco, the Netherlands, New Zealand, Norway, Portugal, San Marino,
Singapore, Slovenia, Spain, Sweden, Switzerland, and the United Kingdom. For additional
information on the visa waiver program, see GAQ, Border Security: Stronger Actions
Needed to Assess and Mitigate the Risks of the Visa Waiver Program, GAO-06-854
{Washington, D.C: July 28, 2006).

¥ According to the Depariment of State, interagency working group members represent
agencies and organizations from the intelligence and law enforcement communities with an
interest in the impl ion of HSPD-6, including the Central Intelligence Agency, the
FBI, the Defense Intelligence Agency, the National Security Agency, DHS, the Department
of Justice, the Office of Managerent and Budget, and TSC.
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around the world remain actively engaged with foreign counterparts and
coordinate discussions on international sharing of terrorist screening
information with a Department of State team in Washington, D.C.

Two countries have been sharing terrorist screening information with the
United States since before September 11, 2001, and that information has
been integrated into TSC's consolidated watch list and, as applicable, into
screening agencies’ databases. According to the Department of State, since
2006, the United States has made arrangements to share terrorist
screening information with four new foreign government partners and is in
negotiations with several other countries. The department noted that it
had also received indications of interest from governments of non-visa
waiver countries.

DHS Has Not Finalized
Guidelines for Using Watch
List Records to Support
Private Sector Screening

Although federal departments and agencies have made progress in using
terrorist watch list records to support private sector screening processes,
there are additional opportunities for using records in the private sector.
However, DHS has not yet finalized guidelines to govern such use.
Specifically, HSPD-6 required the Secretary of Homeland Security to
develop guidelines to govern the use of terrorist information, as defined by
the directive, to support various screening processes, including private
sector screening processes that have a substantial bearing on homeland
security. The interagency memorandum of understanding that implements
HSPD-6 also required the Secretary of Homeland Security to establish
necessary guidelines and criteria to (a) govern the mechanisms by which
private sector entities can access the watch list and (b) initiate appropriate
law enforcement or other governmental action, if any, when a person
submitted for query by a private sector entity is identified as a person on
the watch list.

According to the Associate Director of the Screening Coordination Office

within DHS, in developing guidelines to govern private sector screening
against watch list records, the department planned to partner with the
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National Infrastructure Advisory Council.® The council had previously
reported that the private sector wants to be informed about threats and
potential terrorists. Specifically, in its July 2006 report on public and
private sector intelligence coordination, the National Infrastructure
Advisory Council noted that chief executive officers of private sector
corporations expect to be informed when the government is aware of a
specific, credible threat to their employees, physical plants, or cyber
assets.” The report also noted that chief executive officers expect to be
informed if the government knows that their respective company has
inadvertently employed a terrorist.

According to DHS's Office of Infrastructure Protection and Infrastructure
Partnerships Division, employees in parts of some components of the
private sector are being screened against watch list records, including
certain individuals who have access to the protected or vital areas of
nuclear power plants, work in airports, and transport hazardous materials.
However, many critical infrastructure components are not using watch list
records. The office also indicated that several components of the private
sector are interested in screening employees against watch list records or
expanding current screening. In its June 2007 comments on a draft of this
report (see app. V), DHS noted that the Screening Coordination Office has
drafted initial guidelines to govern the use of watch list records to support
private sector screening processes and was in the process of working with
federal stakeholders to finalize this document. However, DHS did not
provide specific plans and time frames for finalizing the guidelines.
Establishing guidelines to govern the private sector’s use of watch list
records, in accordance with HSPD-6, would help in identifying and
implementing appropriate screening opportunities.

“The National Infrastructure Advisory Couneil is to provide the President, through the
Secretary of Homeland Security, with advice on the security of critical infrastructure
sectors of the economy. It also is authorized to provide advice directly to the heads of other
agencies that have shared responsibility for critical infrastructure protection, including the
Departments of Health and Human Services, Transportation, and Energy. The council is
charged to improve the cooperation and partnership between the public and private
sectors in securing the critical infrastructures and advising on related policies and
strategies, such as clarification of the roles and responsibilities between public and private
sectors.

%National Infrastructure Advisory Council, Public-Private Sector Intelligence
Coordination: Finol Report and Recommendations by the Council (June 11, 2006).
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Federal Departments and
Agencies Have Not
Identified All Appropriate
Opportunities for Using
Watch List Records to
Detect and Deter
Terrorists

Although required to do so by presidential directives, federal departments
and agencies have not identified all appropriate screening opportunities
that should use terrorist watch list records. Specifically, HSPD-6 required
the heads of executive departments and agencies to conduct screening
using the terrorist watch list at all appropriate opportunities, and to report
the opportunities at which such screening shall and shall not be conducted
to the Attorney General. TSC provided an initial report on screening
opportunities to the Attorney General on December 15, 2003.7 According
to the report, TSC hosted a meeting with representatives of more than

30 agencies in October 2003 to discuss the HSPD-6 requirement. At the
meeting, TSC requested that the agencies identify appropriate screening
opportunities and report them to TSC. However, the report noted that
based on the agency responses TSC received, no meaningful or
comprehensive report on screening opportunities could be produced at
that time. TSC provided additional reports to the Attorney General in
April, July, and December 2004. These reports also did not contain
comprehensive information on all screening opportunities, consistent with
HSPD-6.

According to the Department of Justice, with the issuance of HSPD-11,
which “builds upon” HSPD-6, the Attorney General's responsibilities for
identifying additional screening opportunities were largely overtaken by
DHS which, in coordination with the Department of Justice and other
agencies, was to create a comprehensive strategy to enhance the
effectiveness of terrorist-related screening activities. Among other things,
the strategy was to include a description of the screening opportunities for
which terrorist-related screening would be applied. DHS has taken some
related actions but, as of June 2007, it had not systematically identified all
appropriate screening opportunities.® Absent a systematic approach to
identifying appropriate screening opportunities, TSC has been working
with individual agencies to identify such opportunities. According to TSC,
as of May 2007, the center was working on approximately 40 agreements
with various federal departments or agencies to use applicable portions of
the terrorist watch list.

“TSC’s initial report and supplemental reports were provided to the Attorney General via
merorandums from the Director of the FBL

*Additional information on DHS's efforts to develop the strategy is discussed later in the
report.
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Also, a systematic approach to identifying screening opportunities would
help the government determine if other uses of watch list records are
appropriate and should be implemented, including uses primarily intended
to assist in collecting information to support investigative activities. Such
coordinated collection of information for use in investigations is one of the
stated policy objectives for the watch list. For example, during our review,
TSC noted that screening domestic airline passengers against watch list
records in addition to those in the No Fly and Selectee lists would have
benefits, such as collecting information on the movements of individuals
with potential ties to terrorism. According to TSC, other factors would
need to be considered in determining whether such screening is
appropriate and should be implemented, including privacy and civil
liberties implications. Moreover, it is not clear whether such screening is
operationally feasible, and if it were, whether TSC or some other agency
would perform the screening.

The U.S. Government
Lacks an Updated Strategy
and an Investment and
Implementation Plan for
Enhancing the Use and
Effectiveness of Terrorist-
Related Screening

Since September 11, 2001, we, as well as the Administration, have called
for a more strategic approach to managing terrorist-related information
and using it for screening purposes. In April 2003, we made
recommendations for improving the information technology architecture
environment needed to support watch list-related screening and called for
short- and long-term strategies that would provide for (1) more
consolidated and standardized watch list information and (2) more
standardized policies and procedures for better sharing watch list data and
for addressing any legal issues or cultural barriers that affect watch list
sharing.” Subsequently, in August 2004, HSPD-11 outlined the
Administration’s vision to develop comprehensive terrorist-related
screening procedures. Specifically, HSPD-11 required the Secretary of
Homeland Security—in coordination with the heads of appropriate federal
departments and agencies—+t0 submit two reports to the President
(through the Assistant to the President for Homeland Security) related to
the government’s use of the watch list. Among other things, the first report
was to outline a strategy to enhance the effectiveness of terrorist-related
screening activities by developing comprehensive, coordinated, and
systematic procedures and capabilities. The second report was to provide
a prioritized investment and implementation plan for a systematic
approach to terrorist-related screening that optimizes detection and
interdiction of suspected terrorists and terrorist activities. The plan was to

®GA0-03-322.
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describe the “scope, governance, principles, outcomes, milestones,
training objectives, metrics, costs, and schedule of activities” to enhance
and implement the U.S. government's terrorism-related screening policies.

According to DHS officials, the department submitted the required
strategy and the investment and implementation plan to the President in
November 2004. However, neither DHS nor the Homeland Security
Gouncil would provide us copies of either report. Instead, officials from
DHS’s Screening Coordination Office provided us a document that they
said contained department-specific information from the 2004 strategy and
implementation plan.” According to DHS officials, because the strategy
and plan were products of an interagency process, the Screening
Coordination Office believed that it needed to redact information that
pertained to other departnents’ processes, programs, or activities. The
DHS document contains information on the department’s efforts to
catalogue its terrorist-related screening activities and identifies significant
issues that inhibit effective terrorist-related screening. For example,
according to the document, “no one entity within the department is
responsible for defining roles and responsibilities for terrorist-related
screening, identifying gaps and overlaps in screening opportunities,
prioritizing investments, measuring performance, or setting technical and
non-technical standards.” Also, the document notes that DHS components
may have only limited knowledge of what screening is currently being
performed by others within the department, because there is no
coordination mechanism to share information on these activities.

DHS acknowledged that it has not updated either the strategy or the plan
since the 2004 reports, despite the fact that some aspects of the strategy
and plan had been overcome by other events, such as results of the
“Second Stage Review” initiated in March 2005 by the Secretary of
Homeland Security.” Moreover, according to DHS screening managers, the
departmental office responsible for updating these documents—the
Screening Coordination Office—was not established until July 2006 and
has had other screening-related priorities. The officials noted that the

"pHS ished the Screening Coordination Office in July 2006 to enhance security
measures by mtegratmg the depaxtment 's terrorist- and immigration-related screening
efforts, unified g dards and policies, and developing a single redress
process for travelers.

“The review' s p was to 1t} DHS's operations, policies, and

structures. On .Iuly 13, 2005, the Secretaxy of Homeland Security announced completion of
the review.
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Screening Coordination Office is working on various aspects of terrorist-
related screening, but that work remains in updating the strategy and the
investment and implementation plan.

Without an updated strategy and plan, the federal government lacks
mechanisms to support a comprehensive and coordinated approach to
terrorist-related screening envisioned by the Administration, including
mechanisms for building upon existing systems and best practices. Also,
the federal government has not taken necessary actions to promote the
effective use of watch list records at all appropriate screening
opportunities, including private sector screening processes that have a
substantial bearing on homeland security. An updated strategy and an
investment and implementation plan that address the elements prescribed
by HSPD-11—particularly clearly articulated principles, milestones, and
outcome measures—could also provide a basis for establishing
governmentwide priorities for screening, assessing progress toward policy
goals and intended outcomes, ensuring that any needed changes are
implemented, and responding to issues our work identified, such as
potential screening vulnerabilities and interagency coordination
challenges.

Existing Governance
Structures May Not
Provide Necessary
Oversight and
Coordination

Recognizing that achievement of a coordinated and comprehensive
approach to terrorist-related screening involves numerous entities within
and outside the federal government, HSPD-11 called for DHS to address
governance in the investment and implementation plan. To date, however,
no governance structure with clear lines of responsibility and authority
has been established to monitor governmentwide screening activities—
such as assessing gaps or vulnerabilities in screening processes and
identitying, prioritizing, and impl ting new screening opportunities.
Lacking clear lines of authority and responsibility for terrorist-related
screening activities that transcend the individual missions and more
parochial operations of each department and agency, it is difficuit for the
federal government to monitor its efforts and to identify best practices or
common corrective actions that could help to ensure that watch list
records are used as effectively as possible. More clearly defined
responsibility and authority to implement and monitor crosscutting
initiatives could help ensure a more coordinated and comprehensive
approach to terrorist-related screening by providing applicable
departments and agencies important guidance, information, and
mechanismas for addressing screening issues.
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Until the governance component of the investment and implementation
plan is clearly articulated and established, it will not be possible to assess
whether its structure is capable of providing the oversight necessary for
optimizing the use and effectiveness of terrorist-related screening. Our
interviews with responsible officials and our analysis of department and
agency missions suggest, however, that existing organizations with watch
list-related responsibilities may lack the authority, resources, or will to
assume this role. Specifically, DHS screening officials told us that the
departrent is the appropriate entity for coordinating the development of
the watch list strategy and the related investment and implementation
plan, but that it does not have the authority or resources for providing the
governmentwide oversight needed to implement the strategy and plan or
resolve interagency issues. The Office of the Director of National
Intelligence and its NCTC also have important roles in watch list-related
issues and information-sharing activities, but officials there told us that the
agency is not suited for a governmentwide leadership role either, primarily
because its mission focuses on intelligence and information sharing in
support of screening but not on actual screening operations. Likewise,
since its inception, TSC has played a central role in coordinating watch
list-related activities governmentwide and has established its own
governance board—composed of senior-level agency representatives from
numerous departments and agencies—to provide guidance concerning
issues within TSC’s mission and authority. While this governance board
could be suited to assume more of a leadership role, its current authority
is limited to TSC-specific issues, and it would need additional authority to
provide effective coordination of terrorist-related screening activities and
interagency issues governmentwide.

Conclusions

Managed by TSC, the terrorist watch list represents a major step forward
from the pre-September 11 environment of multiple, disconnected, and
incomplete watch lists throughout the government. Today, the watch list is
an integral component of the U.S. government’s counterterrorism efforts.
However, our work indicates that there are additional opportunities for
reducing potential screening vulnerabilities. It is important that
responsible federal officials assess the extent to which security
vulnerabilities exist in screening processes when agencies are not able to
screen individuals on the watch list to determine the level of threat the
individuals pose because of technical or operational reasons and—in
consultation with TSC and other agencies—determine whether alternative
screening or other mitigation activities should be considered. Our work
also indicates the need for a more coordinated and comprehensive
approach to terrorist-related screening through expanded use of the list
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and enhanced collaboration and coordination within and outside the
federal government.

To further strengthen the ability of the U.8. government to protect against
acts of terrorism, HSPD-6 required the Secretary of Homeland Security to
develop guidelines to govern the use of terrorist information to support
various screening processes, including private sector screening processes
that have a substantial bearing on homeland security. To date, however,
DHS has not developed guidelines for the private sector’s use of watch list
records in screening designed fo protect the nation’s critical
infrastructures. Currently, some but not all relevant components of the
private sector use the watch list to screen for terrorist-related threats.
Establishing clear guidelines to comply with the presidential directive
would help both the private sector and DHS ensure that private sector
entities are using watch list records consistently, appropriately, and
effectively to protect their workers, visitors, and key critical assets.

HSPD-11 outlined the Administration’s vision to implement a coordinated
and comprehensive approach to terrorist-related screening and directed
the Secretary of Homeland Security to coordinate with other federal
departments to develop (1) a strategy for a coordinated and
comprehensive approach to terrorist-related screening and (2) a
prioritized investment and implementation plan that describes the scope,
governance, principles, ontcomes, milestones, training objectives, metrics,
costs, and schedule of activities necessary to achieve the policy objectives
of HSPD-11. DHS officials acknowledged that work remains to update the
strategy and the investment and implementation plan. Without an up-to-
date strategy and plan, agencies and organizations that engage in terrorist-
related screening activities do not have a foundation for a coordinated
approach that is driven by an articulated set of core principles.
Furthermore, lacking clearly articulated principles, milestones, and
outcome measures, the federal government is not easily able to provide
accountability and a basis for monitoring to ensure that (1) the intended
goals for, and expected results of, terrorist screening are being achieved
and (2) use of the list is consistent with privacy and civil liberties. These
plan elements, which were prescribed by HSPD-11, are crucial for
coordinated and comprehensive use of terrorist-related screening data, as
they provide a platform to establish governmentwide priorities for
screening, assess progress toward policy goals and intended outcomes,
ensure that any needed changes are implemented, and respond to issues
that hinder effectiveness, such as the potential vulnerabilities and
interagency coordination challenges discussed in this report.
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Although all elements of a strategy and an investment and implementation
plan cited in HSPD-11 are important to guide realization of the most
effective use of watch list data, addressing governance is particularly vital,
as achieverment of a coordinated and comprehensive approach to terrorist-
related screening involves numerous entities within and outside the
federal government. Establishing a governance structure with clearly
defined responsibility and authority would help ensure that agency efforts
are coordinated and the federal government has the means to monitor and
analyze the outcomes of interagency efforts and to address common
problems efficiently and effectively. To date, however, no clear lines of
responsibility and authority have been established to monitor
governmentwide screening activities for shared problems and solutions or
best practices. Neither does any existing entity clearly have the requisite
authority for addressing various governmentwide issues—such as
assessing common gaps or vulnerabilities in screening processes and
identifying, prioritizing, and impl ting new screening opportunities.
Indeed, current unresolved interagency issues highlight the need for
clearly defined leadership and accountability for managing and overseeing
watch list-related issues across the individual departments and agencies,
each of which has its own mission and focus.

Recommendations for
Executive Action

To promote more comprehensive and coordinated use of terrorist-related
screening data to detect, identify, track, and interdict suspected terrorists,
we recommended a total of five actions in the restricted version of this
report.

First, in order to mitigate security vulnerabilities in terrorist watch list
screening processes, we recommended that the Secretary of Homeland
Security and the Director of the FBI assess to what extent there are
vulnerabilities in the current screening processes that arise when
screening agencies do not accept relevant records due to the designs of
their computer systems, the extent to which these vulnerabilities pose a
security risk, and what actions, if any, should be taken in response.

Further, we recommended the following three actions to enhance the use
of the consolidated terrorist watch list as a counterterrorism tool and to
help ensure its effectiveness:

« that the Secretary of Homeland Security in consultation with the heads

of other appropriate federal departments and agencies and private
sector entities, develop guidelines to govern the use of watch list
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records to support private sector screening processes that have a
substantial bearing on homeland security, as called for in HSPD-6;

« that the Secretary of Homeland Security in consultation with the heads
of other appropriate federal departments, develop and submit to the
President through the Assistant to the President for Homeland Security
and Counterterrorism an updated strategy for a coordinated and
coraprehensive approach to terrorist-related screening as called for in
HSPD-11, which among other things, (a) identifies all appropriate
screening opportunities to use watch list records to detect, identify,
track, and interdict individuals who pose a threat to homeland security
and (b) safeguards legal rights, including privacy and civil liberties; and

+ that the Secretary of Homeland Security in consuitation with the heads
of other appropriate federal departments, develop and submit to the
President through the Assistant to the President for Homeland Security
and Counterterrorisin an updated investment and iraplementation plan
that describes the scope, governance, principles, outcomes, milestones,
training objectives, metrics, costs, and schedule of activities necessary
for implementing a terrorist-related screening strategy, as called for in
HSPD-11.

Finally, to help ensure that governmentwide terrorist-related screening
efforts have the oversight, accountability, and guidance necessary to
achieve the Administration’s vision of a comprehensive and coordinated
approach, we recommended that the Assistant to the President for
Homeland Security and Counterterrorism ensure that the governance
structure proposed by the plan affords clear and adequate responsibility
and authority to (&) provide monitoring and analysis of watch list
screening efforts governmentwide, (b) respond to issues that hinder
effectiveness, and (¢) assess progress toward intended outcomes.

Agency Comments
and Our Evaluation

We provided a draft of the restricted version of this report for comments
to the Homeland Security Council, the Office of the Director of National
Intelligence, and the Departments of Homeland Security, Justice, and
State. We also provided relevant portions of a draft of the restricted
version of this report for comments to the Social Security Administration.
We received written responses from each entity, except for the Homeland
Security Council.

In its response, DHS noted that it agreed with and supported our work and
stated that it had already begun to address issues identified in our report’s
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findings. The response noted that DHS, working closely with the FBI and
the Office of the Director of National Intelligence, has ongoing efforts to
ensure that potential watch list vulnerabilities are identified and addressed
and that watch list records and screening programs are appropriate. Also,
DHS noted that at the time of our audit work, the department’s Screening
Coordination Office was relatively new—established in July 2006—but had
subsequently added key staff and begun the critical work of advancing
DHS screening programs and opportunities. According to DHS, the office
has drafted initial guidelines to govern the use of watch list records to
support private sector screening processes and is working with federal
stakeholders to finalize this document, but the department did not provide
specific plans and time frames for finalizing the guidelines. The
department also noted that it works closely with all DHS and federal
offices involved in screening initiatives and has begun appropriate
outreach to the private sector, Further, DHS noted that its Screening
Coordination Office is working within the department to advance a
comprehensive approach to terrorist-related screening and that DHS
would review and appropriately update the department’s investment and
iraplementation plans for screening opportunities. However, DHS did not
specifically address our recommendations related to updating the
governmentwide terrorist-related screening strategy and the investment
and implementation plan, which is to inclnde the scope, governance,
principles, outcomes, milestones, training objectives, metrics, costs, and
schedule of activities necessary for implementing the strategy. In our view,
an updated strategy and plan are iraportant for helping to ensure a
coordinated and comprehensive approach to terrorist-related screening as
called for in HSPD-11. The full text of DHS’s written comments is
reprinted in appendix V. DHS also provided technical comments, which
we incorporated in this report where appropriate.

The FBI, responding on behalf of the Department of Justice, commented
that the report correctly characterized the FBI's criteria for nominating
individuals for inclusion on the watch list. Also, the FBI response noted
that to ensure the protection of civil rights and prevent law enforcement
officials from taking invasive enforcement action on individuals
misidentified as being on the watch list, the Violent Gang and Terrorist
Organization File is designed to not accept certain watch list records. The
FBI explained that while law enforcement encounters of individuals on the
watch list provide significant information, unnecessary detentions or
queries of misidentified persons would be counterproductive and
potentially damaging to the efforts of the FBI to investigate and combat
terrorism. Because of these operational concerns, the FBI noted that our
recommendation to assess the extent of vulnerabilities in current
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screening processes that arise when the Violent Gang and Terrorist
Organization File cannot accept certain watch list records has been
completed and the vulnerability has been determined to be low or
nonexistent. In our view, however, recognizing operational concerns does
not constitute assessing vulnerabilities. Thus, while we understand the
FBI's operational concerns, we maintain it is still important that the FBI
assess to what extent vulnerabilities or security risks are raised by not
screening against certain watch list records and what actions, if any,
should be taken in response.

With respect to private sector screening, the FBI co ted that it has
assigned staff to assist the DHS Screening Coordination Office with
drafting related screening guidelines. Finally, the FBI commented that the
language of our recommendation related to governance of the watch-
listing process may be interpreted to have some overlap with existing
mandates carried out by TSC under HSPD-8. Specifically, the FBI noted
that governance of the watch-listing process is better suitedtobe a
component of TSC, rather than DHS. The FBI explained that DHS has no
authority or provisions for establishing any watch-listing procedures for
anyone other than DHS component agencies, whereas TSC has established
a governance board composed of senior members from the nominating
and screening agencies, the Office of the Director of National Intelligence,
and the Homeland Security Council to monitor and update the watch
listing process. The FBI further explained that these members meet
regularly and address terrorist watch-listing issues ranging from
nominations and encounters to dissemination of information and
intelligence collected, and that all decisions approved by the governance
board are presented at the Deputies Meeting chaired by the White House.
The FBI believes this is the appropriate forum for obtaining a commitment
from all of the entities involved in the watch-listing process.

We recognize that TSC and its governance board have played and will
continue to play a central role in coordinating watch list-related activities
governmentwide. However, as discussed in this report, TSC’s governance
board is currently responsible for providing guidance concemning issues
within TSC’s mission and authority and would need additional anthority to
provide effective coordination of terrorist-related screening activities and
interagency issues governmentwide. We are not recommending that a new
governance structure be created that overlaps with existing mandates or
activities currently carried out by TSC and other entities. Rather, we are
recommending that a governance structure be established that affords
clear and adequate responsibility and authority to (2) provide monitoring
and analysis of watch list screening efforts governmentwide, (b) respond
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to issues that hinder effectiveness, and {c) assess progress toward
intended outcomes. The FBI also provided technical comments, which we
incorporated in this report where appropriate.

The Office of the Director of National Intelligence, the Department of
State, and the Social Security Administration provided technical
comments only, which we incorporated in this report where appropriate.

As arranged with your offices, we plan no further distribution of this
report until 30 days after the date of this report. At that time, we will send
copies of the report to interested congressional committees and
subcommittees.

If you or your staff have any questions about this report or wish to discuss
the matter further, please contact me at (202) 512-8777 or
larencee@gao.gov. Contact points for our Offices of Congressional
Relations and Public Affairs may be found on the last page of this report.
Other key contributors to this report were Danny R. Burton,

Virginia A. Chanley, R. Eric Erdman, Michele C. Fejfar,

Jonathon C. Fremont, Kathryn E. Godfrey, Richard B. Hung,

Thomas F. Lombardi, Donna L. Miller, Raul Quintero, and Ronald J. Salo.

Eileen Larence
Director, Homeland Security and Justice Issues
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Appendix I: Objectives, Scope, and

Methodology

Objectives

In response to a request from the Chairman and the Ranking Member of
the Senate Committee on Homeland Security and Governmental Affairs,
the Chairman and the Ranking Member of the Permanent Subcommittee
on Investigations, and the Chairman and the Ranking Member of the
House Committee on Homeland Security, we addressed the following
questions:

« In general, what standards do the National Counterterrorism Center
(NCTC) and the Federal Bureau of Investigation (FBI) use in
determining which individuals are appropriate for inclusion on the
Terrorist Screening Center's (TSC) consolidated watch list?

+ Since TSC became operational in December 2003, how many times
have screening and law enforcement agencies positively matched
individuals to terrorist watch list records, and what do the results or
outcomes of these encounters indicate about the role of the watch list
as a counterterrorism tool?

« To what extent do the principal screening agencies whose missions
most frequently and directly involve interactions with travelers check
against all records in TSC's consolidated watch list? If the entire watch
list is not being checked, why not, what potential vulnerabilities exist,
and what actions are being planned to address these vulnerabilities?

« To what extent are Department of Homeland Security component
agencies monitoring known incidents in which subjects of watch list
records pass undetected through screening processes, and what
corrective actions have been implemented or are being planned to
address these vulnerabilities?

» What actions has the U.S. government taken to ensure that the terrorist
watch list is used as effectively as possible, governmentwide and in
other appropriate venues?

Scope and
Methodology

In addressing these questions, we reviewed TSC'’s standard operating
procedures and other relevant documentation, including statistics on
screening encounters with individuals who were positively matched to
terrorist watch list records, and we interviewed TSC officials, including
the director and the principal deputy director. Further, we reviewed
documentation and interviewed senior officials from the FBI's
Counterterrorism Division and the principal screening agencies whose
missions most frequently and directly involve interactions with travelers.
Specifically, at the Transportation Security Administration (TSA), we
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examined the screening of air passengers prior to their boarding a flight; at
U.8. Custorms and Border Protection (CBP), we examined the screening of
travelers entering the United States through ports of entry; and at the
Department of State, we examined the screening of nonimmigrant visa
applicants. We also visited a nonprobability sample of screening agencies
and investigative agencies in geographic areas of four states (California,
Michigan, New York, and Texas).' We chose these locations on the basis of
geographic variation and other factors. More details about the scope and
methodology of our work regarding each of the objectives are presented in
the following sections, respectively.

Standards Used by NCTC  To ascertain the general standards used in determining which individuals
and the FBI in Determining 2re appropriate for inclusion on TSC’s consolidated watch list, we
Which Individuals Are reviewed available documentation. In particular, we reviewed

Appropriate for Inclusion

. . « Homeland Security Presidential Directive 6, which specifies that TSC's
on TSC’s Consolidated consolidated watch list is to contain information about individuals
Watch List “known or appropriately suspected to be or have been engaged in

conduct constituting, in preparation for, in aid of, or related to
terrorism;™

» an NCTC document on building a single database of known and
suspected terrorists for the U.S. government, which provides NCTC's
standards for including individuals on the watch list;

» the Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection, which provide
standards for opening FBI international terrorism investigations; and

» the Attorney General’s Guidelines on General Crimes, Racketeering
Enterprise and Terrorist Enterprise Investigations, which provide
standards for opening FBI domestic terrorism investigations.

We discussed implementation of applicable guidance with responsible
NCTC and FBI Counterterrorism Division officials. However, we did not

'Results from nonprobability samples carmot be used to make inferences about a
population, because in a nonprobability saraple some elements of the population being
studied have no chance or an unknown chance of being selected as part of the sample.

*The White House, Homeland Security Presid Di ive/HSPD-6, Subject:
Integration and Use of Screening Information (Washington, D.C.: Sept. 16, 2003).

Page 61 GAQ-08-110 Terrorist Watch List Encounter Management



152

Appendix I;: Objectives, Scope, and
Methodology

audit or evaluate agencies’ compliance with the guidance. For instance, we
did not review or assess the derogatory information related to terrorist
watch list records, partly because such information involved ongoing
counterterrorism investigations. Also, a primary agency that collects
information on known or suspected terrorists—the Central Intelligence
Agency—declined to meet with us or provide us with documentation on its
watch list-related activities.

Number of Times That
Screening and Law
Enforcement Agencies
Have Positively Matched
Individuals to the Watch
List: Results or Outcomes

From TSC, we obtained statistics on the number of positive encounters,
that is, the number of times that individuals have been positively matched
during screening against terrorist watch list records. Generally, the
statistics cover the period from December 2003 (when TSC began
operations) through May 2007. To the extent possible on the basis of
available information, we worked with the applicable agencies
(particularly the FBI, CBP, TSA, and the Department of State) to quantify
the results or outcomes of these positive encounters—which included
actions ranging from arrests and visa denials to questioning and releasing
individuals. Further, we inquired about the existence and resolution of any
issues regarding interagency collaboration in managing encounters with
individuals on the terrorist watch list. Moreover, in our interviews with
officials at TSC and the frontline screening agencies and in the law
enforcement and intelligence communities, we obtained perspectives on
whether (and how) watch list screening has enhanced the U.S.
government’s counterterrorism efforts.

Extent That Screening and
Law Enforcement
Agencies Check against All
Records in the TSC's
Consolidated Watch List

We determined from TSC what subsets of records from the consolidated
watch list are exported for use by the respective frontline screening
agencies and law enforcement. Each day, TSC exports subsets of the
consolidated watch list to federal government databases used by agencies
that conduct terrorism-related screening. Specifically, we focused on
exports of records to the following agencies’ databases:

* Department of Homeland Security’s Interagency Border
Inspection System. Among other users, CBP officers use the
Interagency Border Inspection System to screen travelers entering the
United States at international ports of entry, which include land border
crossings along the Canadian and Mexican borders, sea ports, and U.S.
airports for international flight arrivals.

+ Department of State’s Consular Lookout and Support System.
This system is the primary sensitive but unclassified database used by
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consular officers abroad to screen the names of visa applicants to
identify terrorists and other aliens who are potentially ineligible for
visas based on criminal histories or other reasons specified by federal
statute.

« FBI's Violent Gang and Terrorist Organization File. This file,
which is a component of the FBI's National Crime Information Center,
is accessible by federal, state, and local law enforcement officers for
screening in conjunction with arrests, detentions, or other criminal
Jjustice purposes.

+ TSA’s No Fly and Selectee lists. TSA provides updated No Fly and
Selectee lists to airlines for use in prescreening passengers. Through
the issuance of security directives, the agency requires that airlines use
these lists to screen passengers prior to boarding.

The scope of our work included inquiries regarding why only certain
records are exported for screening rather than use of the entire
consolidated watch list by all agencies. At TSC and the frontline screening
agencies, we interviewed senior officials and we reviewed mission
responsibilities, standard operating procedures, and documentation
regarding the technical capabilities of the respective agency's database.

Extent That Screening We inquired about incidents of subjects of watch list records who were
Agencies Monitor able to pass undetected through screening conducted by the various
Incidents in Which frontline screening agencies or, :lt TSA direction, airliges. More

N s specifically, we reviewed available documentation and interviewed senior
SUbJeCtS of Watch List officials at the FBI, CBP, TSA, U.S. Citizenship and Immigration Services,
Records Pass U_ndetected and the Department of State regarding the frequency of such incidents and
through Screening the causes, as well as what corrective actions have been implemented or
Processes; Corrective planned to address vulnerabilities.
Actions Implemented or
Planned to Address
Vulnerabilities
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Actions the U.S.
Government Has Taken to
Ensure That the Terrorist
Watch List Is Used as
Effectively as Possible

Regarding actions taken by the U.S. government to ensure the effective
use of the watch list, we reviewed Homeland Security Presidential
Directive 6 and Homeland Security Presidential Directive 11, which
address the integration and use of screening information and
comprehensive terrorist-related screening procedures. Generally, these
directives require federal departments and agencies to identify all
appropriate opportunities or processes that should use the terrorist watch
list. We did not do an independent evaluation of whether all screening
opportunities were identified. Rather, to determine the implementation
status of these directives, we reviewed available documentation and
interviewed senior officials at the Departments of Homeland Security,
Justice, and State, as well as TSC and the Social Security Administration.
Our inquiries covered domestic screening opportunities within the federal
comraurity and critical infrastructure sectors of private industry. Further,
our inquiries covered international opportunities, that is, progress made in
efforts to exchange terrorist watch list information with trusted foreign
partners on a reciprocal basis. Finally, we compared the status of watch
list-related strategies, planning, and initiatives with the expectations set
forth in Homeland Security Presidential Directive 6 and Homeland
Security Presidential Directive 11, The Homeland Security Council—which
is chaired by the Assistant to the President for Homeland Security and
Counterterrorism—denied our request for an interview.’

Data Reliability

Regarding statistical information we obtained from TSC and screening
agencies—-such as the number of positive matches and actions taken—we
discussed the sources of the data with agency officials and reviewed
documentation regarding the compilation of the statistics. We determined
that the statistics were sufficiently reliable for the purposes of this review.

*The Homeland Security Council was ished to ensure ination of all h
security-related activities among executive departtaents and agencies and promote the
effective devel and impl jon of all h land security policies. See the White
House, H d Security Presi ial Directive/HSPD-1, Subject: Organization and
Operation of the Homeland Security Council (Washington, D.C.: Oct. 28, 2001).
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We did not review or assess the derogatory information related to terrorist
watch list records, primarily because such information involved ongoing
counterterrorism investigations or intelligence community activities.

We performed our work on the restricted version of this report from April

2005 through Septemaber 2007 in accordance with generally accepted
government auditing standards.
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Appendix II: Homeland Security Presidential
Directive/HSPD-6 (Sept. 16, 2003)

SER

Sr Vwns
PEESOENT
_GRORGE W Ut

" " THand-6
Subject and Use of
Topmmmmnummcyamummmu)m integrate, and meiniain

accuate, and o be or
mmwmmmw mpmw:uonhr.mmo! o reiated o terroriam (Terrovist
and (2) use and to the full anmdbthbwwm
(a)Fmsmmmuwm'- Qr and private
and (b} diplomatic, military, aw i visa, and protactive processes.
This directive shall ba implamented in a manner consistent with the provisions of the Canstitution and
applicabie flaws, incuting those protecting the rights of ail Amecdcans.

To turthar strengihen the ability of the United States Govemment to protact the paciis, proparty, wrd
1arritory of the United States against scts of terrorism, and 1o the full axtent permitted by law and
consistent with the policy set forth sbova:

{1) The Attomey General shall establish an spproach
mmwmmmammmmdemhmhm

processes.
{2) The heacs of executive departments and agencies shaf, «memmpmmubyw ptuvldiha::'
M,mm,am‘mmm,hmmﬁwwmn

Sppropriate i
m«wmmmmcmm;my possession, or control that the organization requires 1o pertanm its
functions.

(S)Mmmofauwﬁndemmw:gwm conduct screening wsing such information at
alf appropriate mmmmmmmmwmmmwmmmm
of this directive, as to the opportunities at such soreening shall and shall not be conducted.

{4) The Secretary of Homeland Securtty shail deveiop guidelines to gover the usa of such infoamation o
support , local, territorial, and tibal screening procssses, and privata secior screening processas
mmawmmmmmmumm«y

(S)Tms.mu,ycvsmmanmsww ny approval for anhancing cooperstion with

certain foreign mmm«mmnmmmwndm
nqulvmnuwnmﬁm:ppmm access to terrorism screening information of the participating
govemments.

This directive does not alter existing i iities of and agency heads to

carmy out activities or provide oF This directive is intended only i ingrove
the intemal management of the executive branch and is not intended 1o, and does not, creute any right o
Mmbhutwamoqmybymymwmun{nd&ah.mdcplnmcnum
entities, officers, amployess or agents, or any other persan.
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Directive/HSPD-6 {Sept. 16, 2063)

The Attomay General, Mmummmm State, the Secretary of Homeland Security,
and the Director of Central intefiigence, shall mtnmmmmwmnm‘fu
Homeland Security not later than October 31, 2003, on progress made 1o implement this directive and
shall thereafer rapart 1o me on such progress or any recommended changes from time 1o tima as
appropriate.

GEORGE W, BUSH
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Appendix III: Homeland Security Presidential
Directive/HSPD-11 (Aug. 27, 2004)

THE WHITE HOUSE
PREVOENT
CEORGE W, BUSH

11

y ¥ P

Subject: Comprehensive Tarorist-Refated Screening Procedures.

(1)Inomcmm i uahcland it indivi known of tobeor

engauodmcwduct in preparation for, in aid of, or related o terrorism
(’mpoand ')lndmamncnmm itis the policy of the Unitext Stales to:

{a) anhance lerroriet-related scresning {as defined below) through comprehensive, coondinated
procadures that detect, identify, brack, and interdict peopie, cargo, conveyances, and other antities and
objacts that pose a thraat to homeland sacurity, and to do 50 in a manner that

inchuding freadoms, chal i

conveyances, and other potaniially affecied activities in commerce; and

{b) i a d ive appeoach ta terrorist-related screaning — in immigration,
lig and of the border, transportation tystems,
and critical infrastructure - that supports homatand security, at home and abroad.

{2) This direciive builds upon HSPD-8, and Uss of L o Protect Against
Terrorsm.” The Terroriat Screening Canter {TSC), which was sstablished and in administerad by the
s

congolidated . Other acreening

Terrorist Threat intagration Cantar (TTIC) andt the Dapartmant of Homaland Security further sirengthon
the ability of the United Stetes Govemment 1o protect the peaple, propesty, and territory of the United
States against acts of terrorism.

{3) In this dicectivs, th tarm “errorist-relatad screening™ maans the collection, analysis, disseenination,
and use of information related ta paople, £argo, Conveyances. wmmﬁmmmmma
threat to homeland security. Tervorist-related screening aiso inciudes risk assessment, inspection, and
credentialing.

{4) Not fator than 75 days after the data of this directive, the Secretary of Homeland Securly, in

coordination with the Attomey General, the Secretarias of State, Defanse, Transporiation, Energy, Health

and Human Seivices, Commerce, aid Agriculturs, the Diractors of Central mhnqm and the Office af

Management and Budget, and the heads of other Fedaral , shokt

smmm,mmmmmmmmmmmww:y nmpodutw m

and progress in the implementation of irective, including as further describex! in sections 5§ and 6 of
directive.

(S)WWWIWGMMMWMMM“&WHWWWM
fn acoordance with tha policy sst forth in saction 1 of this directive, by developing

coardinated, mmummwmmmmmwmmsmmummnmm

the nesd to:

{a) mainiain no less than current levels of sacurity craated by existing screening and protective measures;

) L ions that excesd

{c) ensure sufficient flaxibility to respand rapidly to changing thveats and priorities;
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Directive/HSPD-11 (Aug. 27, 2004)

(d) permit flaxibility to inlo screening and repidly;
{e}incorporate security features, inciuding unpredictability, that resist circumvention to the greatest extent
possible;

{9) build upon existing systems and best practices and, where appropriats, integrate, consolidate, or
wliminate duplicative systems used for tenrorist-related screening;

(q) faciitate legitimate trade and travel, both domastically and intermationally;

() Himit delays caused by screening that adversoly i foreign relations, or econonsic,
commerdial, or sciantific interests of the United States; and

(i} snhance information flow betwaen various screening programs.

(6) The report shall atso include the following:

(a) the purposes for which individuals will undergo teorist.related screening;

) a iption of the 9 itios o which terrorist-related screening wi be applied;

{¢) the information individuals must present, inciuding, as appropriate, the type of biametric identifisr or
other form of identification or identifying information to be presentad, at particulsr scresning opportunities;

() mechanisms o protect data, Mudlmdmmnfoﬁnfommn;

{e) mechanisms tc address data Including names contained in the terrorist
dmawnsoﬁdamwuumtmﬂs{‘ﬂ&

{f) the procedures and frequency for scresning peopie, CEFge, and CONVEaYances:
{g) pratocols to support consistent risk assassment and inspection procedures:
{hy the skilis snd training required for the screeners at Screening opportunitios;
(i)mehisrwmydeonuquenmsmmlduccurifan’skindicamrismmmodasaresu\oia

: -
() mechanisms for sharing information amang acresners and all relevant Government agencies, including
results of screening and new information acquired regarding suspected terrorists between scraening
opportunities;
(k) research and on jies designed to anhance screening
effectiveness and further protect privacy Interests: and

{1} & plan for incorporating known fraveler programs inio the. i where
(7)thwmsodnyuwmmamammms-mmy Homeland Sacurity, in
coordination with the heads of the Fadara and agencias listad in section 4 of this directive,
shall also provide to ma, through the Assistant to the for and the Direct: of
the Office of Managemant Budget, a priceitizad investment and impie-menta-tion

approach to terrorist-related screening that detaction and interdiction of

implamentation i Homeland
Security § months after the date of this directive and ahall thereafter report to me on such prograss or any
recormended changes fram time to time as appropriate.
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Divective/HSPD-11 (Aug. 27, 2004)

{8) In order to ensun nd -related screening the

i iors of this directive shall b consistent with Govemment-wide efforts 1o improve information

mmmm.wmmmmmmuwrdmdmmm
of ot ) .

(9)mmmm:mmw"mammdwwwm
imwhmwmwmumummmﬁm.ﬁhmbw
mmm-mm!mwummmmmmemum
intendad i, and does not, craate eny fight or banefit enforceabis at law of in equity by any party against
the United States, its departments, sgencies, entities, officers, employeas, of agents, of say other persor.

GEORGE W. BUSH
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Encounters with Individuals on the Terrorist

Watch List

This appendix presents details on the outcomes of screening agency
encounters with individuals on the terrorist watch list. Specifically, the
following sections provide information on arrests and other outcomes of
encounters involving the Department of State, TSA, CBP, and state or local
law enforcement.

Subjects of Watch List
Records Have Been
Arrested Hundreds of
Times, with Some
Arrests Based on
Terrorism Grounds

According to TSC data, for the period December 2003 through May 2007,
agencies reported arresting subjects of watch list records for various
reasons hundreds of times, such as the individual having an outstanding
arrest warrant or the individual's behavior or actions during the encounter.
For this period, TSC data also indicated that some of the arrests were
based on terrorism grounds. For example, according to TSC, in November
2004, the subject of a watch list record was encountered at the El Paso,
Texas, border crossing by CBP and U.S. Immigration and Customs
Enforcement agents and subsequently arrested as a result of their
interview with the person. According to TSC, the arrest was done in
conjunction with the FBI on grounds of material support to terrorism. In
January 2007, TSC officials told us that—because of the difficulty in
collecting information on the basis of arrests—the center has changed its
policy on documentation of arrests and no longer categorizes arrests as
terrorism-related. As such, the number of times individuals on the watch
list have been arrested based on terrorism grounds is no longer being
tracked.

Subjects of Watch List
Records Were Denied
Visas and Also
Granted Visas

U.S. consulates and embassies around the world are required to screen the
names of all visa applicants against the Department of State’s Consular
Lookout and Support System and to notify TSC when the applicant’s
identifying information matches or closely matches information in a
terrorist watch list record.’ For positive matches, officials at Department
of State headquarters are to review available derogatory information and
provide advice to the consular officer, who is responsible for deciding
whether to grant or refuse a visa to the applicant under the immigration
laws and regulations of the United States. According to TSC data, when
visa applicants were positively matched to terrorist watch list records, the
outcomes included visas denied, visas issued (because the consular officer

‘Deparm\ent of State officials assigned to TSC handle all referrals from consulates and
embassies.

Page 71 GAQ-08-110 Terrorist Watch List Encounter Management



162

ix IV: On of ing Agency
Encounters with Individuals on the Terrorist
‘Watch List

did not find any statutory basis for inadmissibility), and visa ineligibility
waived.?

The Department of State described several scenarios under which an
individual on the terrorist watch list might still be granted a visa.
According to the department, visas can be issued following extensive
interagency consultations regarding the individuals who were matched to
watch list records. The department explained that the information that
supports a terrorist watch list record is often sparse or inconclusive, It
noted, however, that having these records exported to the Consular
Lookout and Support System provides an opportunity for a consular
officer to question the alien to obtain additional information regarding
potential inadmissibility. For instance, there might be a record with
supporting information showing that the person attended a political rally
addressed by radical elements. According to the Department of State,
while this activity may raise suspicion about the individual, it also requires
further development and exploration of the person’s potential ability to
receive a visa. Thus, using watch list records allows the department to
develop information and pursue a thorough interagency vetting process
before coming to a final conclusion about any given prospective traveler
who is the subject of a watch list record.

Further, individuals can receive a waiver of inadmissibility from the
Department of Homeland Security. According to the Department of State,
there may be U.S. government interest in issuing a visa to someone who
has a record in the terrorist watch list and who may have already been
found ineligible for a visa or inadmissible to the United States. For
instance, an individual might be a former insurgent who has become a
foreign government official. This person might be invited to the United
States to participate in peace talks under U.S. auspices. According to the
Department of State, in such a case, the visa application would go through
normal processing, which would include a review of the derogatory
information related to the terrorist watch list record. This information,
along with the request for a waiver, would be passed to the Department of
Homeland Security, which normally grants waivers recommended by the
Department of State.

“In this context, ineligibility waived refers to individuals who were ineligible for a visa
based on terrorism grounds, but DHS approved a waiver for a one-time visit or muitiple
entries into the United States. In general, waivers are approved when the U.S. government
has an interest in allowing the individual to enter the United States, such as an individual
on the terrorist watch list who is invited to participate in peace talks under U.S. auspices.

Page 72 GAQ-08-110 Terrorist Watch List Encounter Management



163

A dix IV: On of ing Agency
Encounters with Individuals on the Terrorist
Watch List

Another scenario under which an individual on the terrorist watch list
might still be granted a visa involves instances where a watch list record is
not exported to the Department of State’s Consular Lookout and Support
System. According to the department, originating agencies that nominate
terrorist watch list records occasionally ask TSC to not export a record to
the Department of State’s system for operational reasons, such as to not
alert the individuals about an ongoing investigation. In this case, if a
terrorist watch list record is not exported to the Consular Lookout and
Support System database, a consular officer will not be notified of the
record and may otherwise proceed in adjudicating the visa without
consulting Department of State officials in Washington, D.C.

Passengers Were
Matched to the No Fly
and Selectee Lists

TSA requires aircraft operators to screen the names of all passengers
against extracts from TSC'’s consolidated watch list to help ensure that
individuals who pose a threat to civil aviation are denied boarding or
subjected to additional screening before boarding, as appropriate.
Specifically, TSA provides the No Fly and Selectee lists to airlines for use
in prescreening passengers. According to TSA policy, if a situation arises
in which a person on the No Fly list is erroneously permitted to board a
flight, upon discovery, that flight may be diverted to a location other than
its original destination.

According to TSA data, when airline passengers were positively matched
to the No Fly or Selectee lists, the vast majority of matches were to the
Selectee list. Other outcomes included individuals matched to the No Fly
list and denied boarding (did not fly) and individuals matched to the No
Fly list after the aircraft was in-flight. Regarding the latter, TSA officials
explained that there have been situations in which individuals on the No
Fly list have passed undetected through airlines’ prescreening of
passengers and flew on international flights bound to or from the United
States. These individuals were subsequently identified in-flight by other
means—specifically, screening of passengers conducted by CBP.
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Many Nonimmigrant
Aliens on the Watch
List Were Refused
Entry into the United
States, but Most Were
Allowed to Enter

CBP officers at U.S. ports of entry use the Interagency Border Inspection
System to screen the names of individuals entering the United States
against terrorist watch list records.” Specifically, all individuals entering
the United States at seaports and U.S. airports for international flight
arrivals are 1o be checked against watch list records. At land border ports
of entry, screening against watch list records depends on the volume of
traffic and other operational factors.

While U.S. citizens who have left the United States and seek to reenter
may be subjected to additional questioning and physical screening to
determine any potential threat they pose, they may not be excluded and
must be admitted upon verification of citizenship (for example, by
presenting a U.S. passport).* Alien applicants for admission are guestioned
by CBP officers, and their documents are examined to determine
admissibility based on requirements of the Immigration and Nationality
Act.” For nonimmigrant aliens who are positively matched to a terrorist
watch list record, officials at CBP are to review available derogatory
information related to the watch list record and advise port officers
regarding whether sufficient information exists to refuse admission under
terrorism or other grounds. CBP officers at ports of entry are ultimately
responsible for making determinations regarding whether an individual
should be admitted or denied entry into the United States.

According to CBP policies, CBP officers at the port of entry are required to
apprise the local FBI Joint Terrorism Task Force and the local U.S.
Immigration and Customs Enforcement of all watch list encounters,
regardless of the individual’s citizenship and whether or not the person is
refused admission into the United States. If the individual is a U.S. citizen
or an admitted non-citizen, CBP officers at the port are to apprise the local
Joint Terrorism Task Force of any suspicions about the person after
questioning, in order to permit post-entry investigation or surveillance.

*U.8. ports of entry include land border crossings along the Canadian and Mexican borders,
seaports, and U.S. airports for international flight arrivals.

*See 8 C.F.R. § 235.1. Similarly, lawful permanent resi are dly not reg; d as
seeking admission to the United States and, like U.S. citizens, are not subject to the
grounds for inadmissibility unless they fall within certain criteria listed at 8 US.C.

§ 1011(a)(13)(C) that describe why an alien lawfully admitted for permanent residence
would be regarded as seeking admission.

"See 8 U.S.C. § 1182 (codifying section 212 of the Immigration and Nationality Act, as
amended).
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According to CBP data, a number of nonimmigrant aliens encountered at
U.S. ports of entry were positively matched to terrorist watch list records.
For many of the encounters, CBP determined there was sufficient
derogatory information related to the watch list records to preclude
admission under terrorism grounds in the Iramigration and Nationality
Act, and the individuals were refused entry. However, for most of the
encounters, CBP determined there was not sufficient derogatory
information related to terrorist watch list records to refuse admission on
terrorism-related grounds in the Immigration and Nationality Act.
According to CBP, the center did not know how many times these
encounters ultimately resulted in individuals being admitted or denied
entry into the United States. The officials explained that after in-depth
questioning and inspection of travel documents and belongings, CBP
officers could still have refused individuals the right to enter the United
States based on terrorism-related or other grounds set forth in the
Immigration and Nationality Act, such as immigration violations.

Watch List Records
Related to State and
Local Encounters
Indicate the Vast
Majority of Subjects
Were Released

To assist state and local officials during encounters, all watch list records
in the FBI's Violent Gang and Terrorist Organization File contain a specific
category or handling code and related instructions about actions that may
be taken in response to a positive watch list encounter.’ These actions may
include—in appropriate and lawfully authorized circumstances—arresting,
detaining, or questioning and then releasing the individual. State and local
officials are to contact TSC when the names of individuals queried match
or closely match a terrorist watch list record in the Violent Gang and
Terrorist Organization File. For positive or inconclusive matches, TSC is to
refer the matter to the FBI's Counterterrorism Division, which provides
specific instructions to state and local officials about appropriate actions
that may be taken or questions that should be asked.

According to TSC data, state or local law enforcement officials have
encountered individuals who were positively matched to terrorist watch
list records in the Violent Gang and Terrorist Organization File thousands
of times. Although data on the actual outcomes of these encounters were
not available, the vast majority involved watch list records that indicated

*The FBF's Violent Gang and Terrorist Organization File contains terrorist watch list
records and records involving gang-related activities that do not meet the texrorism-related
standard for inclusion in TSC’s consolidated watch list. Screening officials are to notify
TSC only when there is a positive match to a terrorist record in the file,

Page 75 GAO-08-110 Terrorist Watch List Encounter Management



166

A ix [V: O of ing Agency
Encounters with Individuals on the Terrorist

Watch List

that the individuals were released, unless there were other reasons for
arresting or detaining the individual.
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of Homeland Security

Note: GAO-07-1206 is

the previous number for

this report. LS. Departmentof Romeand Secarity
Washington, DC 20326
Us Ggao H l d
omeian
07 SEP -7 1 54 Security

September 4, 2007

Ms Eileen Larence

Director

Homeland Security and Justice Issues
U.S. Government Accountability Office
441 G Street, NW

‘Washington, DC 20548

Dear Ms Larence:

‘Thank you for the opportunity to review and comment o the Government Accountability
Office’s {GAO’s) draft report GAO-07-1206 entitled TERRORIST WATCH LIST
SCREENING: Opportunities Exist to Enhance Management Oversight, Reduce
Yulnerabilities in Agency Screening Processes, and Expand Use of the List.

‘The implementation and use of the Terrorist Watch List bas enhanced the Department of
Homeland Security's (DHS’s) screening programs. The use of this single tool across all
faderal, state and Jocal law enforcement agencies has become one of our most valuable
resources in our coordinated fight against terrorist activity. The Department agrees with
and supports the work performed by GAQ and has already begun work to comect issues

identified in the report findings.

DHS works closely with the FBI and the Office of the Director of National Intelligence to
review watch list and potential DHS acts as
a partaer to ensure that ilities are identified and and that waich list

records and screening programs are xppmpmte This is an on-going effort,

DHS i the ing Coordination Office (SCO) in July 2006 to cuhance
security measures by integrating the Department's terrorist and immigration related
screening efforts, ereating unified screening standards and policies, and doveloping a
single redress process for travelers. At the time of the audit work, this office was
relmvely ncw. butit has subsequently added key s(aff ‘and begun the critical work of
DHS P ies. The SCO has drafted initial
guidelines to govem the use nf watch list records to support private-sector screening
processes and is in the process of working with federal stakeholders to finalize this
documm: The SCO also works closely with all DHS and federal offices involved in
jtiatives and hes begun iate outreach to the private sector.
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DHS has completed and submitted the HSPD-11 required reports conceming the

ing i planand b ion plans. The DHS Screening Coordination
Office is working across the Dy to advance a ive approach to
terrorist-related screening, as specified in the HSPD-11 report. As recommended, DHS
will review and appropriately update the DHS investment and implementation plans for
screening opportunities, We will also continue to work closely with our federal partners
1o advance ing op ities and we iate the work done by the GAQ audit
team.

Thank you again for the opportunity to comment on this draft report and we look forward
to working with you on future homeland security issues.

Sincerely,
Steven J. Pecinovsky
Direcior

Deparimental GAQ/OIG Liaison Office

440658
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FOLLOW-UP AUDIT OF THE
TERRORIST SCREENING CENTER*

EXECUTIVE SUMMARY

The Terrorist Screening Center (TSC) is a multi-agency organization
administered by the Federal Bureau of Investigation (FBI) that consolidates
terrorist watchlist information and provides 24-hour, 7-day a week
operational support for federal, state, local, and foreign governments.’ The
TSC was created by the September 16, 2003, Homeland Security
Presidential Directive-6 (HSPD-6), which directed the TSC to integrate all
existing U.S. government terrorist watchlists and assist in the screening of
individuals who, for example, apply for a visa, attempt to enter the
United States through a port-of-entry, attempt to travel internationally on a
commercial airline, or are stopped by a local law enforcement officer for a
traffic violation. Prior to the establishment of the TSC, the federal
government relied on at least a dozen separate terrorist watchlists
maintained by different federal agencies.

In June 2005, the Department of Justice Office of the Inspector
General (OIG) issued an audit of the TSC’s operations from the time of its
inception in 2003.2 The OIG reported that although the TSC had made
significant strides in becoming the government’s single point-of-contact for
law enforcement authorities requesting assistance in identifying individuals
with possible ties to terrorism and had developed a consolidated terrorist
watchlist database, the TSC had not done enough to ensure that the
information in that database was complete and accurate. For example, we
reported instances where the consolidated database did not contain names
that should have been included on the watchlist. Additionally, we found
inaccurate or inconsistent information related to persons included in the
database. In this prior review, we also found problems with the TSC's
management of its information technology, a crucial facet of the terrorist
screening process. Our June 2005 report included 40 recommendations to

* The full version of this report includes information that the FBI considered to be
law enforcement sensitive and therefore could not be publicly released. To create this
public version of the report, the OIG redacted (deleted) the portions of the full report that
were considered sensitive by the FBI, and we indicated where those redactions were made.

! The participating agencies include the FBI, Central Intelligence Agency (CIA), and
the Departments of Homeland Security (DHS) and State (State Department).

2 Department of Justice, Office of the Inspector General, Review of the Terrorist
Screening Center, Audit Report 05-27, June 2005.
-j-
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the TSC addressing areas, such as database improvements, data accuracy
and completeness, and staffing.

The objectives of this follow-up audit were to: (1) determine if
accurate and complete records are disseminated to and from the watchlist
database in a timely fashion; (2) review the TSC's efforts to ensure the
quality of the information in the watchlist database; and (3) assess the
TSC'’s efforts to address complaints raised by individuals who believe they
have been incorrectly identified as watchlist subjects.

To accomplish these objectives, we interviewed more than 45 officials
and reviewed TSC documents and databases. To evaluate the accuracy and
completeness of the consolidated watchlist, we analyzed the consolidated
database as a whole, including a review of the number of records in the
database, any duplication that existed within those records, and the
associated watchlist processes. We also tested individual records within the
database for accuracy and completeness, as well as the timeliness of any
related quality assurance activities. Finally, we assessed the TSC'’s activities
related to individuals who raised complaints following their involvement in a
screening encounter. This included examining the TSC’s coordination with
other participating agencies and reviewing a sample of such cases to
determine if the actions taken were timely and conformed to TSC policy.?

Results in Brief

Overall, this follow-up audit found that the TSC has enhanced its efforts
to ensure the quality of watchlist data, has increased staff assigned to data
quality management, and has developed a process and a separate office to
address complaints filed by persons seeking relief from adverse effects
related to terrorist watchlist screening. However, we aiso determined that
the TSC’s management of the watchlist continues to have weaknesses. For
example, the TSC is relying on two interconnected versions of the watchlist
database. As a result of this and other conditions, we identified several
known or suspected terrorists who were not watchlisted appropriately.
Specifically, we identified 20 watchlist records on suspected or known
terrorists that were not made available to the frontline screening agents
(such as a border patrol officer, visa application reviewer, or local police
officer) for use during watchlist screening encounters (such as at a border
crossing, through the visa application process, or during a routine traffic
stop). We also found that the number of duplicate records in the database
has significantly increased since our last review.

3 Detailed information regarding the audit objectives, scope, and methodology is
contained in Appendix 1.
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In addition, because of internal FBI watchlisting processes, we found
that the FBI bypasses the normal international terrorist watchlist nomination
process and enters these nominations directly into a downstream screening
system. This process is cumbersome for the TSC and, as a result, the TSC is
unable to ensure that consistent, accurate, and complete terrorist information
is disseminated to frontline screening agents in a timely manner.

We also concluded that the TSC needs to further improve its efforts for
ensuring the accuracy of the watchlist records. We found that, in general,
the TSC’s actions to review records as part of a targeted special project
successfully ensured the quality of the data. In contrast, our examination of
the routine quality assurance reviews revealed continued problems. We
examined 105 records subject to the routine quality assurance review and
found that 38 percent of the records we tested continued to contain errors or
inconsistencies that were not identified through the TSC's quality assurance
efforts. Although the TSC had clearly increased its quality assurance efforts
since our last review, it continues to lack important safeguards for ensuring
data integrity, including a comprehensive protocol outlining the agency’s
quality assurance procedures and a method for regularly reviewing the work
of its staff. Additionally, the TSC needs to work with partner agencies to
develop clearly defined areas of responsibility and timeframes for quality
assurance matters.

A single omission of a terrorist identity or an inaccuracy in the
identifying information contained in a watchlist record can have enormous
consequences. Deficiencies in the accuracy of watchlist data increase the
possibility that reliable information will not be available to frontline screening
agents, which could prevent them from successfully identifying a known or
suspected terrorist during an encounter or place their safety at greater risk
by providing inappropriate handling instructions for a suspected terrorist.
Furthermore, inaccurate, incomplete, and obsolete watchlist information
increases the chances of innocent persons being stopped or detained during
an encounter because of being misidentified as a watchlist identity.

We are also concerned that the TSC's ongoing review of the watchlist
will take longer than projected. At the time of our audit field work in
April 2007, the TSC was continuing its efforts to conduct a record-by-record
review of the consolidated watchlist and anticipated that all watchlist records
would be reviewed by the end of 2007. However, the watchlist database
continues to increase by an average of over 20,000 records per month and
contained over 700,000 records as of April 2007. Given this growth and the
TSC's weak quality assurance process, we believe the TSC is

= iii -
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underestimating the time required to sufficiently review all watchlist records
for accuracy.

Our audit further determined that the TSC was following its procedures
and reaching appropriate resolutions in its review of complaints filed by
individuals seeking redress from further adverse experiences that they
believed were the result of terrorist watchlist screening. However, we found
that the redress reviews were not always completed in a timely manner, and
we recommend that the TSC and partner agencies develop timeliness
measures for each phase in the redress process.

Additionally, the TSC's redress reviews have identified that the
database contains records for individuals that should not be watchlisted and
that some watchlist records are inaccurate or incomplete. We believe that
these results provide a further indicator that watchlist data needs continuous
monitoring and attention. We also believe that the TSC should use
information related to terrorist watchlist identities that are frequently the
subject of watchlist encounters to proactively initiate redress reviews before
complaints are filed.

Our report contains detailed information on the full results of our
follow-up review of the TSC and contains recommendations to help the TSC
carry out its important role in the terrorist watchlisting process.

Summary of Watchlist Nomination, Screening, and Redress Processes

Agencies that conduct counterintelligence, counterterrorism, and law
enforcement activities provide information to the FBI and the National
Counterterrorism Center (NCTC) on suspected or known terrorists who are
nominated for inclusion on the consolidated terrorist watchlist maintained by
the TSC.* The FBI is responsible for submitting to the TSC all domestic
terrorist identity nominations, and NCTC is responsible for submitting
international terrorist identity nominations.® These two agencies employ
analysts who review the information on the known or suspected terrorist
identity and forward an unclassified subset of information to TSC analysts,
who then review the information to ensure that all required criteria are met

4 NCTC was established on May 1, 2003, to develop comprehensive threat
assessments through the integration and analysis of terrorist information collected
domestically and abroad by the U.S. government. NCTC is a component of the Office of the
Director of National Intelligence and was formerly known as the Terrorist Threat Integration
Center.

5 The FBI is a source agency for domestic and international terrorist information; it
forwards relevant information to NCTC on suspected or known international terrorists.
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to incorporate the identity record in the TSC’s consolidated terrorist
screening database (TSDB). As additional information is obtained that either
enhances the identifying information or indicates that the individual has no
nexus to terrorism, source agencies must also submit this information
through the nominating process to effect watchlist record modifications and
deletions, as appropriate.

The review performed by analysts at NCTC, the FBI, and the TSC
includes an analysis of information supporting the watchlist nomination, as
well as an examination of the quality, accuracy, and sufficiency of the
identity information.® Thus, all identity records undergo a two-stage review
before inclusion in the TSDB: (1) at NCTC and then at the TSC for
international terrorist identities, or (2) at the FBI and then at the TSC for
domestic terrorist identities.

The TSC shares the terrorist information contajned in the TSDB by
sending it “downstream” to other government screening systems where
frontline screening agents can use the information to identify individuals
against TSDB records.” The following are examples of three databases that
contain information from the TSC's consolidated watchlist: (1) an empioyee
of the U.S. Customs and Border Protection (CBP) agency at a U.S. port-of-
entry searches the DHS's Interagency Border Inspection System (IBIS) to
determine if a person should be granted access to the United States, (2) a
state police officer stops a vehicle for a traffic violation and queries the
driver's name in the FBI’s National Crime Information Center (NCIC) system,
and (3) a State Department consular affairs official searches the Consular
Lookout and Support System to determine if a foreign national should be
granted a visa to visit the United States. The TSC reported that
approximately 270 million individuals are screened by frontline screening
agents and law enforcement officers each month.®

When a name appears to be a match against the terrorist watchlist,
frontline screening and law enforcement personnel contact the TSC's

& The TSC's general criterion for including a record in the consolidated watchlist
database is that the nominating agency must have provided evidence of a nexus to
terrorism. From a data perspective, the minimum criteria for inclusion of a terrorist identity
into the TSDB are that the record contains at least a partial name (e.g., given name,
surname, or both) and at least one additional piece of identifying information (e.g., date of
birth).

7 A description of each of the downstream screening systems is contained in
Appendix IL.

8 The TSC provided data on screening agency encounters from February through
April 2007. We reported the average of these 3 months.
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24-hour call center for assistance in confirming the subject’s identity. In
responding to such a call, the TSC Call Center staff searches the TSDB and
other databases to determine if a terrorist watchlist identity match exists,
Between the TSC’s inception in December 2003 and May 2007, the TSC has
documented more than 99,000 encounters for which its call center was
contacted. TSC data shows that 53.4 percent of these calls were determined
to be a positive match to a terrorist watchlist identity in the TSDB. In those
cases, the TSC contacted the FBI, which is responsible for initiating any
necessary law enforcement action. In 43.4 percent of these calls, it was
determined that the encountered individual did not match the watchlisted
identity, and the TSC Call Center staff instructed the frontline screening
agent of this resolution. In the remaining 3.2 percent of the encounters, the
TSC Call Center staff could not definitively determine if the match was
positive or negative and therefore forwarded these calls to the FBI.

The nature of the U.S. government’s actions to screen individuals
against the consolidated terrorist watchlist can result in individuals being
delayed or detained during security screenings. This can range from an
individual being subjected to enhanced security screening and slight delays
to missing a flight or being detained for a long period of time. Persons
stopped may be actual watchlist subjects, individuals misidentified to a
terrorist identity, or someone mistakenly included on the watchlist.

In 2005, the TSC created a process for resolving complaints from
individuals who were adversely affected by terrorist watchlist-related
screenings and who were seeking relief or “redress.” Since the creation of a
unit dedicated to processing such complaints in 2005, the TSC Redress
Office has received 438 terrorist watchlist-related redress complaints.

Known or Suspected Terrorists Missing from Watchlist

Qur review revealed continued instances where known or suspected
terrorists were not appropriately watchlisted on screening databases that
frontline screening agents use to identify terrorists and obtain instruction on
how to appropriately handle the subjects. Even a single omission of a
suspected or known terrorist from the watchlist is a serious matter. We
found at least 20 watchlist records that were not appropriately watchlisted to
downstream screening databases. These watchlisting errors are discussed in
detail below.

Due to technological differences and capabilities of the various systems
used in the watchlist process, the TSC maintains two interconnected versions
of the TSDB to allow for the electronic import and export of data. Although
the TSC is developing an upgraded TSDB to eliminate the need for the two
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systems, in the meantime TSC officials informed us that these two databases
should be identical in content and therefore should contain the same number
of records. However, we discovered during our review that these two
systems had differing record counts. Specifically, on one day that we tested
the databases the difference was 18 records, and on a subsequent day the
difference was 38 records.

On March 26, 2007, the TSC informed us that the differing record
counts were due, in part, to five watchlist records that were missing from
the TSC database responsible for exporting watchlist records to most
downstream screening databases. Therefore, the associated terrorist
identities were not included in downstream databases used to screen
individuals against the terrorist watchlist. Further, our testing of a sample of
105 watchlist records revealed 7 additional watchlist identities that were not
being exported to all appropriate screening databases. As a result of the
TSC’s failure to export all terrorist watchlist records to screening databases,
these 12 watchlisted individuals could be inappropriately handled during an
encounter. For instance, a suspected or known terrorist could be
erroneously issued a U.S. visa or unknowingly allowed to enter the United
States through a port-of-entry. We discussed these records with TSC
officials who agreed with our findings and began correcting these omissions.

During the course of our review, we were also informed by TSC
officials that in September 2006 they had identified 2,682 records in the
TSDB that were not being exported to any screening database. Working
with NCTC, the TSC determined that 2,118 of these records should not have
been watchlisted in any system and needed to be removed from the TSDB.®
TSC officials conducted a manual review of the remaining 564 records and
determined that 8 had not been appropriately watchlisted and needed to be
renominated to the TSDB.

However, despite being responsibie for removing outdated or obsolete
data from the TSDB, the TSC did not have a process for regularly reviewing
the contents of the TSDB to ensure that only appropriate records were
included on the watchlist. TSC officials told us that they intend to begin
performing a monthly review of the database to identify any records that are
being stored in the TSDB that are not being exported to any downstream
systems. We believe it is essential that the TSC regularly review the TSDB
to ensure that all outdated information is removed, as well as to affirm that
all records are appropriately watchlisted.

9 On April 27, 2007, the TSC implemented an information technology solution to
delete these records.
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Inconsistent FBI Procedure for Processing Watchlist Data

The FBI's Terrorist Review and Examination Unit (TREX) receives
requests from FBI agents to include an individual with known or suspected
ties to terrorism on the terrorist watchlist. These requests are provided on
nomination forms, which are also used to modify previous submissions or
remove records from the watchlist. Analysts at TREX review the nomination
information for accuracy and completeness. Once verified, nomination forms
for known or suspected domestic terrorists are electronically forwarded to
the TSC where a TSC analyst manually enters the information into the TSDB.
This information is electronically distributed to the downstream screening
agency data systems, including the FBI's Violent Gang and Terrorist
Organization File (VGTOF), which is part of the NCIC system.

By contrast, once the TREX analyst verifies an FBI-generated
international terrorist nomination, the analyst enters the information into
VGTOF directly and then submits the nomination form to NCTC. Following
its review and vetting, the NCTC analyst manually enters the information
into its database ~ the Terrorist Identities Datamart Environment (TIDE) -
that in turn feeds the information to the TSDB. Because TREX has already
entered the record into VGTOF, it is not necessary for the TSC to export the
record it receives from TIDE to VGTOF. Therefore, these records are not
exported from the TSDB to VGTOF.'® Because these VGTOF records will not
receive electronic modifications or deletions from the TSDB, the TSC and
TREX have agreed that TREX will be responsible for ensuring FBI-originated
international watchlist records in VGTOF are accurate, complete, and
current.

The FBI's direct entry of international terrorist watchlist nomination
data into a downstream screening database bypasses NCTC and the TSC and
makes it difficult for the NCTC and the TSC to carry out their responsibilities
related to watchlist nominations and records. In our opinion, this process
does not comport with the nomination and data flow procedures agreed to
by the partner agencies, which requires agencies to provide to NCTC, rather
than directly into a downstream database, information related to known or
suspected international terrorists. Additionally, we believe the FBI's practice
is cumbersome for the TSC and creates unnecessary data errors, anomalies,
and inconsistencies as described below.

0 T alert the TSC of this non-standard entry of records into the TSDB, the TSC
implemented a special flag, referred to as “FBI sole source,” for FBI-originated international
records. This designation precludes all future electronic transactions, including related
modifications and deletions, from being exported from the TSDB to VGTOF.
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To test for data accuracy and consistency, we reviewed a judgmental
sample of 50 FBI-originated additions or modifications to the watchlist.**
We found that while the records for the domestic terrorist nominations were
generally accurate, the international terrorist nominations were not. We
identified 16 records with 28 instances in which the identifying information
related to international terrorists was inconsistent between the nomination
form, VGTOF, TIDE, TSDB, or other screening systems. According to
TSC officials, TREX analysts frequently augment the data on the nomination
forms with information they glean from FBI case files and enter this
additional information into the VGTOF system. However, this supplemental
case information is not forwarded to NCTC and as a result the information is
not included in TIDE, not sent to the TSDB, and not made available, if
appropriate, to downstream screening systems. Further, because TREX
enters the record into VGTOF before the addition of any other existing
information from other government databases to which NCTC has access,
this additional information is often not included in VGTOF. As a result, vital
information on watchlist subjects is not being shared with all appropriate
screening agencies.

In addition, we found that the FBI's procedures for processing
international terrorist watchlist nominations are cumbersome for the TSC
and can inadvertently create an incomplete watchlist. The difference in
procedures between the FBI's and other agencies’ watchlist nominations
requires TSC analysts to review every incoming international terrorist
nomination and indicate within the record whether it is an FBI source record.
If a terrorist watchlist record is improperly designated as an FBI source
record, the subset of terrorist watchlist records in VGTOF will be incomplete
because that record wiil not be exported to or modified within VGTOF. TSC
staff told us that they were concerned about this because, when reviewing
nominations from NCTC, it is often difficult to distinguish between FBI source
records and nominations received from other agencies. In fact, TSC staff
stated that there was a period of time (possibly as long as a year) in which
many records had been improperly designated as FBI-originated records and
vice versa. In March 2007, the TSC and NCTC addressed this problem by
developing a method to permit TSC analysts to more easily identify FBI
source records.

FBI officials responded to our concerns by stating that they had
implemented their nomination procedures to ensure that FBI international
terrorist information was entered into VGTOF in a more efficient manner.
Yet, our review of 70 FBI record transactions (50 nominations previously

11 The total sample of 50 records consisted of 25 each for domestic and
internationally known or suspected terrorists. These 50 records were part of our
156 watchlist record sample that we selected for testing.
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mentioned and 20 deletions) revealed that although the transactions were
entered into VGTOF in a timely manner, the transactions were not
incorporated into the TSDB in a timely fashion.!? Specifically, 18 of the
70 transactions took more than 5 days for TREX to process, with one
transaction taking 35 days. In addition, we identified 2 instances in which
TREX erroneously delivered nomination forms for domestic terrorists to
NCTC that resulted in delays of 6 and 16 days, respectively.

Delays in including terrorist information in the consolidated database
present a significant vulnerability to the integrity of the consolidated
watchlist. Further, the FBI's current practice of bypassing NCTC and the TSC
and entering international terrorist-related data directly into VGTOF
increases the likelihood that watchlist information within the TSDB, TIDE,
VGTOF, and other downstream databases is inaccurate and incomplete. As a
result, we recommend that the FBI, NCTC, and TSC work together to design
a more consistent and reliable process by which FBI-originated international
terrorist information is provided to NCTC for inclusion in TIDE and
disseminated to the TSDB and downstream screening systems, including
VGTOF.

Duplicate Terrorist Watchlist Records

Multiple records containing the same unique combination of basic
identifying information can needlessly increase the number of records that a
call screener must review when researching a specific individual. In
addition, when multiple records for a single identity exist, it is essential that
the identifying information and handling instructions for contact with the
individual be consistent in each record. Otherwise, the screener may
mistakenly rely on one record while a second, more complete record may be
ignored. This can result in important information being missed. Further,
inconsistent handling instructions contained in duplicate records may pose a
significant safety risk for law enforcement officers or screeners.

In reviewing the TSDB for duplicate records, we defined duplicate
records as those records that contain the same identifying information for
five primary identifying fields - [SENSITIVE INFORMATION REDACTED].*®
In our June 2005 TSC report, we identified 31 such instances of duplicate
records in the TSDB and recommended that the TSC implement corrective

2 Officials from NCTC, the TSC, and TREX stated that each agency attempts to
process nominations to the watchlist within 1 day.

*3 For each terrorist watchlist record in the consolidated database, only these five
fields are exported to downstream systems for use in identifying suspected or known
terrorists during the watchlist screening phase.
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action. For our current audit, we again determined that duplicate records
existed within the TSDB and that the occurrence of duplicates had increased
significantly. In March 2007, we found that the TSDB contained

2,533 repeated combinations in the 5 core fields involving 6,262 watchlist
records. For example, one unique combination of the 5 core fields had

19 associated records. Further, our analysis of the 6,262 duplicate TSDB
records indicated that at least 20 percent had some discrepancy in handling
instruction, identifying information, or watchlist export designation. For
example, we identified one individual with duplicate identity records in the
consolidated watchlist. Because both records pertained to the same
individual, the instructions for handling the subject should be consistent.
However, we identified significant differences between the records regarding
handling instructions and additional warnings related to the individual.
Specifically, one record noted that the individual was “armed and dangerous
with violent tendencies” and also had a valid arrest warrant. The other
record did not contain this important information. These types of
inconsistencies place screeners and law enforcement officers at undue risk
and could potentially result in the admittance of a dangerous individual into
the United States.

According to the TSC Chief Information Officer (C10), the TSC does not
have an ongoing process to review the TSDB for duplicate records. Based on
our findings, however, the TSC CIO stated that the TSC plans to implement
a procedure to conduct weekly reviews of the TSDB for duplicate records and
forward any issues to the TSC’s internal quality assurance unit for review,

The TSC’s Watchlist Quality Efforts

Our June 2005 audit report identified weaknesses in the completeness
and accuracy of the consolidated watchlist. At that time, TSC management
acknowledged that it needed to focus more attention on ensuring the quality
of the watchlist. We recommended that the TSC regularly review and test
the information contained in the consolidated watchlist database to ensure
the data is complete, accurate, and non-duplicative. We also recommended
that the TSC coordinate with participating agencies and establish procedures
to identify and resolve missing and conflicting record information.

In response to our recommendations, the TSC increased its quality
assurance efforts and implemented a data quality improvement plan.
Additionally, in November 2006, the TSC's consolidated terrorist watchlist
database was upgraded to incorporate a tracking feature for quality
assurance activities. As a result of this upgrade, individual watchlist records
in the database now contain a record (referred to as a QA ticket) in which
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TSC staff can record all quality assurance work that has been performed on
that record.

The Nominations and Data Integrity Unit (NDIU) is responsible for .
performing the TSC's activities related to ensuring the quality and accuracy
of the watchlist. The NDIU's activities for ensuring the quality of watchlist
information can be categorized into three areas: (1) reviewing incoming
watchlist data (referred tg as the single review queue); (2) performing
reviews of historical records following an encounter where the TSC identifies
a potential discrepancy in watchlist records; and {3) conducting special
quality assurance projects, such as performing a targeted review of the
Transportation Security Administration (TSA) No Fly list.** As of March 2007,
the TSC had assigned 34 staff to this unit. In comparison, as of September
2004 the TSC had 12 staff assigned responsibility for nominations and data
integrity tasks, including 1 staff member that was dedicated solely to quality
assurance matters.

To examine the TSC's efforts to ensure the quality of the information
in the TSDB, we examined 156 TSDB records that had been subjected to the
TSC's quality assurance procedures. Of these 156 records, 36 invoived
record deletions and we found that each had been handled appropriately.
Using the remaining sample of 120 records, we performed tests to
determine if the watchlist records were accurate. We found that, in general,
the TSC’s actions to review records as part of a targeted special project
successfully ensured the quality of the data, and we identified virtually no
errors in the 15 records we tested in connection with special project reviews.
In contrast, our examination of 105 records subjected to the single review
queue or post-encounter quality assurance reviews revealed that 38 percent
of these tested records continued to contain errors or inconsistencies that
were not identified through the TSC’s quality assurance efforts.

In general, we believe the actions the TSC has taken to improve
quality assurance since our last audit are positive steps. We also recognize
that it is impossible to completely eliminate the potential for errors.
However, the inaccuracies that we identified in TSDB records that had
undergone the TSC’s quality assurance processes underscore the need for
additional actions to ensure that the TSDB is a reliable source of information
about known or suspected terrorists. The results of our testing and analysis
of the TSC’s quality assurance efforts are summarized below,

14 [SENSITIVE INFORMATION REDACTED]
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The TSC’s Review of the No Fly List

In July 2006, the Homeland Security Council Deputies Committee issued
guidance on how to correctly apply its criteria for including individuals on the
No Fly list. Subsequently, the TSC submitted all TSDB records associated with
individuals who were on the No Fly list to a comprehensive quality assurance
review using this guidance. When the TSC began its review in July 2006, the
No Fly list contained 71,872 records. The TSC completed its special review of
the No Fly list on January 31, 2007, determining that the No Fly list should be
reduced to 34,230 records.*® The TSC recommended 22,412 records for
removal from the No Fly list and placement on the TSA’s Selectee list.*® For
another 5,086 records, the TSC determined that the individual did not require
inclusion on either the No Fly or Seiectee list.

We selected and reviewed 15 records that were part of the TSC’s review
of the No Fly list. We did not find any data inaccuracies or inconsistencies in
these records. Each record’s basic identifiers [SENSITIVE INFORMATION
REDACTED] were shown consistently in all of the affected databases and each
record remained the same or was downgraded from the No Fly list in
accordance with the final recommendation of the TSC.

Data Inaccuracies and Inconsistencies Exist After Quality Assurance Review

Unlike our review of the No Fly list special project, however, our
examination of records passed through the TSC’s single review queue or
encounter-driven quality assurance processes revealed that records were
still likely to contain errors or inconsistencies. We examined 105 records to
determine if basic information [SENSITIVE INFORMATION REDACTED] was
shown consistently in all of the affected databases. We also verified that
correct handling codes were included on watchlist records. In short, our
testing revealed that records the TSC reviewed through its routine quality
assurance processes frequently continued to contain errors, which indicates
weaknesses in the TSC’s practices for verifying the integrity of the original
watchlist data.

As previously reported, we found that 7 of the 105 records we tested
were not exported to appropriate downstream databases. In addition, our

15 puring its review of the No Fly list, the TSC continued to receive routine No Fly list
additions, modifications, and deletions through the watchlist nomination process. As a
result, it is not possible to subtract the special project-driven No Fly list changes from the
starting point of 71,872 records and obtain the correct number of No Fly records as of
January 31, 2007, .

16 [SENSITIVE INFORMATION REDACTED]
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review of the 105 watchlist records that had been subjected to the TSC's
single review queue or encounter-driven quality assurance processes
revealed that 35 records had inconsistent identifying information when
comparing one or more fields in the TSC’s consolidated watchlist records
with the source or screening agencies’ database records. Identifying
information related to terrorist watchlist identities must be accurate and
consistent across all systems involved in the watchlisting process, namely
the TSDB, the downstream systems, and the nominating agencies’ systems.
Inconsistent data can confuse or delay TSC Call Center operators in their
efforts to determine whether an encountered individual is a positive match
to a known or suspected terrorist. Further, incbnsistent information among
databases involved in terrorism screening indicates that at least one record
may be incorrect. Incorrect records can also misinform frontline screening
agents and contribute to the misidentification of a person not on the
watchlist or the inappropriate release or admittance of a dangerous
individual. Finally, our testing of the 105 sample watchlist records also
revealed that 5 records contained incorrect handling instructions.

During our review, it became apparent that both the TSC’s quality
assurance efforts and our reviews of watchlist records identified errors and
inconsistencies in incoming records from the source agencies -~ NCTC and
the FBI. We discussed the watchlist nomination process with NCTC and FBI
officials, and both agency representatives stated that records are reviewed
for accuracy, compieteness, and consistency before the records are
forwarded to the TSC. However, these efforts are failing to identify a
significant number of deficiencies in the nominated records. The TSC's
quality assurance efforts, therefore, are hampered by the inaccurate and
incomplete source material.

Untimely Resolution of Quality Assurance Issues

Delays in the closure of quality assurance matters directly affects the
accuracy of the consolidated watchlist database because records can contain
inaccurate and incomplete information for extended periods of time while the
matter is being resolved. We examined a sample of 51 quality assurance
matters opened between February 2006 and February 2007. We found that
these matters were open from 0 days (matter was closed the same day as it
was opened) to 329 days. On average, the quality assurance matters
examined in our sample were open for 80 days.

The TSC has not established a performance measure identifying what
it believes to be an acceptable duration for its analysts to complete a quality
assurance review. According to TSC personnel, NDIU analysts were
supposed to follow up on all quality assurance matters every 30 days.
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However, the TSC does not have a mechanism such as a standardized report
or digital dashboard that catalogs all outstanding quality assurance
matters.’” In concert with the development of timeframes for resolving
quality assurance matters, we believe the TSC should develop a system,
including an aging schedule, to track its quality assurance work.

Weaknesses in TSC Quality Assurance Policy and Oversight

We also found that the TSC has implemented necessary enhancements
in its quality assurance resources and processes since our last audit. Our
examination of records submitted to the TSC’s No Fly list special project
showed that the TSC’s review was generally successful in ensuring the
quality of watchlist records. However, the inaccuracies we found in our
review of watchlist records that were subjected to the TSC's single review
queue and post-encounter quality assurance reviews - examinations that are
less comprehensive than the No Fly list review - indicate a need for further
enhancements to these quality assurance processes.

During our audit, we performed a physical observation of TSC analysts
conducting quality assurance reviews of watchlist records. We noted that
the analysts’ method of performing their reviews was not always consistent.
For example, some analysts inspected all of the documents supporting a
TSDB record while other analysts relied solely upon summary information.
We also found that the analysts were not consistently documenting their
quality assurance work.

We believe that this situation was caused by inadequate standard
operating procedures (SOP) detailing the TSC’s quality assurance processes
and by insufficient training. The TSC has an SOP for its quality assurance
efforts, but the document was last revised on August 16, 2005. Moreover,
the document provides incomplete guidance to analysts on the processing of
quality assurance matters and did not mention the existence of special
quality assurance projects and encounter-based quality assurance reviews,
Further, while the SOP informs the analysts performing standard quality
assurance reviews how to examine watchlist records, it fails to detail what
fields, supporting information, and other aspects of the records the analysts
should be verifying and comparing. In addition, these procedures do not
instruct the analysts on the necessary actions to take when inaccurate or
incomplete information is identified.

7 A digital dashboard is a business management tool that visually displays the
status of a business project. The dashboard can provide warnings, next steps, action
notices, and summaries of a project.
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Additionally, the TSC provides its quality assurance analysts only a few
days of training before allowing them to work independently, and no
supplemental training is required. Moreover, the TSC does not have a
mechanism for regularly evaluating the work of its quality assurance
analysts to help ensure that the analysts are performing appropriate reviews
and keeping abreast of any process changes. We believe that the TSC
should develop a more detailed and comprehensive quality assurance SOP to
better guide NDIU analysts through their work. In addition, the TSC should
develop a mechanism to routinely review its analysts’ work to identify
processing deficiencies and areas requiring additional training.

Insufficient Process to Comprehensively Review Watchlist Data Quality

In response to our previous TSC audit that identified errors and
inconsistencies in the watchlist records, the TSC stated that it intended to
conduct a record-by-record review of the approximately 400,000 records in
the TSDB. The TSC later estimated that this review would not be complete
untif 2012. In February 2007, TSC officials stated that the review was being
performed through its three-pronged quality assurance strategy - the single
review queue, encounter-driven quality assurance reviews, and special
projects. TSC officials told us that they plan to examine the TSDB following
the completion of the ongoing special projects and determine how many
TSDB records have not yet been reviewed. The TSC then plans o review
any previously unexamined TSDB records.

In February 2007, TSC officials told us that since the inception of the
single review queue in March 2006 over 670,000 TSDB records had been
reviewed and the agency had revised its estimated completion date. TSC
officials now project that the record-by-record review will be complete by the
end of 2007. However, we believe that the TSC may have overstated the
number of records reviewed and is underestimating the amount of time and
effort that it will take to complete its review of the entire TSDB. We base
these conclusions on the following factors:

. As previously discussed, the TSC’s single review queue and
encounter-driven quality assurance processes do not sufficiently
ensure the quality of the watchlist records. Therefore, the TSC
should reconsider records examined in these processes in its
count of records reviewed.

. The number of records reviewed is not limited to the review of
unique records. Rather, the TSC’s quality assurance process
allows for one record to be reviewed multiple times: through the
single review queue, following each request to modify or delete
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the record, in accordance with oné or more special projects, and

subsequent to each encounter. Therefore, we believe that the
TSC’s cumulative tally of records reviewed can include records
counted multiple times.

. Between September 2006 and April 2007, the TSDB grew at an
average rate of over 20,000 records per month. This growth
adds to the analysts’ workload. Since April 2004, the TSDB has
more than quadrupled in size, growing from 150,000 to
724,442 records in April 2007.

. As of February 2007, there were about 3,000 open quality
assurance matters that required follow-up.

As part of this review, we obtained TSC data for the number of quality
assurance matters identified and resolved between November 2006 and
March 2007.!® These data show that the TSC is identifying incomplete or
inaccurate information in TSDB records faster than the matters are being
resolved by source agencies. As the following graph shows, cumulative
differences between identified quality assurance matters and addressed
quality assurance matters increased from 177 in November 2006 to 2,514 in
March 2007. This differential also shows that the TSC is regularly identifying
errors or concerns with known or suspected terrorist records.

Cumulative Growth in Quality Assurance Matters
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Source: OIG analysis of Terrorist Screening Center data

18 The TSC only could provide historical data on quality assurance matters since
November 2006 when the latest version of the TSDB was deployed.
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We believe that if the number of watchlist records and the associated
quality assurance matters in the TSDB continue to grow, the TSC will not
complete the record-by-record review of the TSDB by the end of 2007 as
anticipated. The TSC needs to accurately determine the magnitude of the
unexamined portion of the TSDB so that the TSC can implement a sound
plan for examining those records and develop a realistic completion date for
the project. Further, the TSC should establish benchmarks against which it
can measure its progress.

Watchlist Redress

We found that the TSC’s efforts to resolve terrorist watchlist redress
matters since our previous audit have improved. For example, in 2005 the
TSC created a dedicated unit for redress matters. The TSC also helped to
spearhead the creation of a multi-agency Memorandum of Understanding
(MOU) focusing on watchlist redress (Redress MOU) and developed a
comprehensive Redress SOP to ensure watchlist information for redress
complainants is accurate, complete, and current.

The frontline screening agencies, such as DHS and the State
Department, receive complaints from persons seeking relief, or “redress,”
related to the terrorist watchlist screening process. Matters believed to be
related to a terrorist watchlist identity or an encounter involving the
watchlist are forwarded to and reviewed by the TSC.'® The TSC Redress
Office conducts an examination of the watchlist records, reviews other
screening and intelligence databases, and coordinates with partner agencies
for additional information and clarification. The TSC determines if any
watchlist records need to be modified or even removed from the watchlist,
ensures these identified changes are made, and notifies the referring
frontline screening agency of its resolution. The frontline screening agency
is then responsible for responding to the complainant. TSC policy requires
that responses to complainants neither confirm nor deny the existence of
watchlist records relating to the complainant. According to TSC officials, this
nondisclosure policy protects U.S. counterterrorism operations and
intelligence objectives and safeguards the personnel involved in these
sensitive activities.

We judgmentally selected 20 redress complaints received by the TSC
between January 2006 and February 2007 and reviewed the corresponding
files to determine if the TSC followed its Redress SOP for resolving

1% On occasion, the TSC receives a redress complaint referral from a screening
agency and determines that the complaint does not relate to a terrorist watchlist identity or
an encounter involving the watchlist. The TSC returns such complaints to the referring
agency for resolution.
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complaints. We found that in each of the sampled cases the TSC complied
with its Redress SOP, including reviewing the applicable screening and
intelligence databases, coordinating with partner agencies, and reaching
appropriate resolutions. However, the TSC’s redress activities identified a
high rate of error in watchlist records. In addition, we believe the TSC needs
to address the timeliness of redress complaint resolutions.

Significant Watchlist Record Changes Following TSC Redress Review

As part of our review, we analyzed TSC data on the resolution of
terrorist watchlist redress complaints. Between January 2005 and
February 2007, the TSC closed 388 of the 438 redress complaints it
received. Through its comprehensive redress review process, the TSC
concluded that 45 percent of the watchlist records related to redress
complaints required modification or deletion from the watchlist. In some
instances, the TSC stated that redress resolution may have been
simultaneous to current watchlist record updates. We also found instances
where the TSC Redress Office found inaccuracies in the watchlist record or
discovered additional, relevant information that had not been passed to the
TSC.

The Privacy Officer acknowledged that the high percentage of records
requiring modification or removal may point to deficiencies in the terrorist
watchlist nomination process and with nominating agencies not providing the
TSC additional information important for appropriately updating terrorist
records. We believe that the results of the TSC’s redress reviews are a
further indicator that watchlist data needs continuous monitoring and
attention.

Untimely Resolution of Redress Complaints

The TSC is responsible for adjudicating watchlist-related complaints
through its review process &nd working with nominating and screening
agencies to resolve the matters in a timely fashion. The Redress MOU states
that one of the goals of the redress process is to provide a timely review,
which ensures any required changes to the watchlist are implemented
efficiently so that watchlist records do not continue to be inaccurate.

We reviewed TSC files and statistics for closed redress matters to
determine the efficiency of redress reviews. This data revealed that it took
the TSC, on average, 67 days to close its review of a redress inquiry. For
redress matters referred to the TSC during the last semiannual period in our
review (July through December 2006), it tock the TSC an average of
57 days to finalize its review. In addition to these closed matters, we also
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analyzed the 50 open redress complaints as of February 27, 2007, and
determined that these matters had been open an average of 61 days. Of
these complaints, 38 percent were open over 60 days, including 2 inquiries
that were pending over 180 days.

Open TSC Redress Matters
(as of February 27, 2007)

180 days or more

less than 30 days 20 40%

Source: The‘ Terrorist Screening Center Redress Office

Our review of redress files indicated that delays were primarily caused
by three factors: (1) the TSC took a long time to finalize its determination
before coordinating with other agencies for additional information or
comment, (2) nominating agencies (the FBI and NCTC) did not provide
timely feedback to the TSC or did not process watchlist paperwork in a
timely manner, and (3) certain screening agencies were slow to update their
databases with accurate and current information. For example, our file
review found that the State Department and the DHS’s Customs and Border
Protection did not revise encounter records in a screening database in a
timely fashion to reflect modified or removed terrorist identities.

TSC officials acknowledged that it has not developed response
timeframes for redress matters with its partner agencies. While the Redress
MOU states that one of the goals of the redress process is to provide a
timely review, the MOU does not define what constitutes a reasonable
timeframe. We believe that timeliness measures could be used as standards
to evaluate the U.S. government’s efficiency in resolving terrorist watchlist
redress inquiries and responding to complainants. Because the TSC is
central to resolving any complaint regarding the content of the consolidated
terrorist watchlist, we encourage the TSC to organize the U.S. government’s
effort to develop timeliness measures for the entire watchlist redress
process.
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More Proactive Efforts Needed to Mitigate Incidence and
Effect of Watchlist Misidentifications

The TSC does not have any policy or procedures to proactively use
information from encounters to reduce the incidence and impact of terrorist
watchlist misidentifications. For example, the TSC could program its
encounter tracking system to automatically generate a quality assurance
lead for the TSC to perform a comprehensive review of watchlist records that
have been the subject of a certain number of encounters. Moreover, the
TSC's strategic plan does not include goals or actions associated with
reducing the incidence of misidentifications or the impact on misidentified
persons other than that covered by a formal redress process. Considering
that nearly half of all encounters referred to the TSC Call Center are
negative for a watchlist match, we believe the TSC should consider
misidentifications a priority and develop strategic goals and policy specific to
mitigating the adverse impact of the terrorist screening process on non-
watchlist subjects, particularly for individuals who are repeatedly
misidentified as watchlist identities.

Conclusion and Recommendations

We found that since our June 2005 report the TSC has enhanced its
staffing and implemented practices to handle redress matters and help
ensure the quality of terrorist watchlist information. Our review also found
that the TSC's processes for examining watchlist records as part of its
special project (the No Fly list examination) and redress complaint reviews
were comprehensive and improved watchlist data quality.

However, we found continued weaknesses in other watchlist processes
and significant deficiencies in watchlist data. We determined that the FBI's
fragmented international terrorism nomination process caused many
terrorist identity records to be inaccurate, incomplete, and inconsistent
across watchlist systems. Additionally, the TSC's single review queue and
encounter-driven quality assurance processes were not successful in
ensuring the quality of watchlist records. We also found that TSC quality
assurance analysts employed disparate procedures in their reviews, and the
TSC did not have a mechanism for conducting oversight of its quality
assurance efforts.

We believe the TSC should consider incorporating elements from its
more comprehensive reviews in its other quality assurance processes to help
better ensure the quality of watchlist data. Further, the TSC should develop
detailed, comprehensive standard operating procedures and an oversight
function for quality assurance matters.
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In addition to these process deficiencies, we found suspected or known
terrorists still missing from the watchlist or downstream screening systems,
incorrect terrorist handling codes on watchlist records, and duplicate identity
records within the TSDB. Moreover, our testing of specific watchlist records
revealed that records submitted to a TSC quality assurance review contained
significant errors —38 percent of the records tested contained data that was
inaccurate, incomplete, inconsistent, or not current. Further, our
examination of TSC redress data for positive-match encounters showed that
the TSC determined that 45 percent of the watchlist records referred for
review required modification or removal. In addition, watchlist agencies,
including the TSC and nominating and screening agencies sometimes caused
unnecessary delays in closing redress .inquiry reviews.

The results of our testing of watchlist records, as well as the TSC
finding that many records involved in its redress reviews required
modification or removal, indicate a deficiency in the integrity of watchlist
information. We recommend that the TSC resolve current process
weaknesses ~ within the TSC and at nominating agencies — that are
contributing to the weaknesses we identified in the watchlist data. The TSC
also needs to develop and implement a plan to complete a sufficient analysis
of all watchlist records in a timely fashion.

This report contains 18 recommendations to help the TSC improve its
operations and the quality of watchlist data. These recommendations
include two recommendations to the FBI directly for matters pertaining to its
operations outside the TSC.
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FOLLOW-UP AUDIT OF THE
TERRORIST SCREENING CENTER
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INTRODUCTION

Prior to the establishment of the Terrorist Screening Center (TSC), the
federal government relied on at least a dozen separate terrorist watchlists
maintained by different federal agencies. The TSC was created by Homeland
Security Presidential Directive-6 (HSPD-6), signed on September 16, 2003.
In that directive, the TSC was required to integrate the existing U.S.
government terrorist watchlists and provide 24-hour, 7-day a week
responses for agencies that use the watchlisting process to screen
individuals who, for example, apply for a visa, attempt to enter the United
States through a port-of-entry, attempt to travel internationally on a
commercial airline, or are stopped by a local law enforcement officer for a
traffic violation. HSPD-6 mandated that the TSC achieve initial operating
capability by December 1, 2003.

The TSC is a multi-agency organization administered by the Federal
Bureau of Investigation (FBI). Following the issuance of HSPD-6, the
Attorney General, the Director of Central Intelligence, and the Secretaries of
the Department of Homeland Security (DHS) and the Department of State
(State Department) entered into a Memorandum of Understanding (MOU)
describing the new organization and the level of necessary cooperation,
including the sharing of staff and information from the four participating
agencies. The MOU stipulated that the Director of the TSC would report to
the Attorney General through the FBI and required that the Principal Deputy
of the TSC be an employee of DHS. Since fiscal year (FY) 2004, the
participating agencies have shared responsibility for funding and staffing the
TSC, and for FY 2007 the TSC has a budget of approximately $83 million and
408 positions.?°

In June 2005, the Department of Justice (DOJ) Office of the
Inspector General (OIG) issued an audit report that examined the TSC’'s
operations from the time of its inception.” The OIG reported that
although the TSC had made significant strides in becoming the
government’s single point-of-contact for law enforcement authorities
requesting assistance in identifying individuals with possible ties to
terrorism and had developed a consolidated terrorist watchlist database,
the TSC had not ensured that the information in that database was
complete and accurate. For example, we found instances where the
consolidated database did not contain names that should have been

2 As of June 2007, the TSC had 323 personnel on board.
2 pepartment of Justice, Office of the Inspector General, Review of the Terrorist
Screening Center, Audit Report 05-27, June 2005.
-1~
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included on the watchlist. In addition, we found inaccurate or inconsistent
information related to persons included in the database. In that review,
we also found problems with the TSC’s management of its information
technology (IT), an integral part of the terrorist screening process.

TSC officials attributed some of these deficiencies to the immediate
need during the earliest days of the TSC to develop a comprehensive
database of potentially high-risk suspects. TSC officials explained that
blending different types of data in various formats from multiple sources
with varying technological infrastructures had resulted in data
inconsistencies and inaccuracies. In addition, technology challenges and
frequent record additions, deletions, and modifications affected the TSC's
ability to ensure the quality of the watchlist data. Our report included
40 recommendations to the TSC addressing areas such as database
improvements, data accuracy and completeness, and staffing.

The purpose of our current follow-up review of the TSC was to
determine if accurate and complete records are disseminated to and from
the watchlist database in a timely fashion, as well as to assess the TSC's
current processes for ensuring the quality of the known or suspected
terrorist information. Further, we examined the TSC's efforts to minimize
the impact on individuals misidentified as watchlist subjects.

Purpose of the Consolidated Watchlist

One goal of the nation’s counterterrorism efforts is to identify
suspected terrorists and keep them out of the United States and from
harming U.S. citizens both at home and abroad. An essential element of
these efforts is the maintenance of a consolidated watchlist containing the
names of known and suspected terrorists. This consolidated watchlist should
include the most current and complete information and not contain
inaccurate, inconsistent, or inappropriate information. Further, similar
names and limited information in the watchlist can impair a frontline
screening agent (such as a border patrol officer, visa application reviewer, or
local police officer) from distinguishing between a suspected terrorist and a
mistakenly identified individual. Deficiencies in the terrorist watchlist
information also increase the opportunity for a terrorist to go unnoticed or
not be properly handled when encountered. Additionally, inadequate
information increases the possibility of individuals being misidentified as
terrorist watchlist subjects and thereby being detained for more rigorous
screening procedures.

-2 -
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Overview of Watchlist Nomination and Screening Processes

When a law enforcement or intelligence agency has identified an
individual as a potential terrorist threat to the United States and wants that
individual watchlisted, the source agency must nominate that person for
inclusion in the consolidated watchlist maintained by the TSC. Similarly, as
additional information is obtained that either enhances the identifying
information or indicates that the individual has no nexus to terrorism, the
record should be either updated or deleted.

All nominations from source agencies to the consolidated watchlist are
vetted through the FBI or the National Counterterrorism Center (NCTC).?2
Analysts at NCTC or the FBI review the nomination information and decide
whether or not the person is an appropriate candidate for inclusion on the
consolidated watchlist. This review includes an evaluation of the information
supporting the nomination, an examination of the quality and accuracy of
the identifying information, and an examination of whether sufficient
identifying information is available.?®> The FBI and NCTC are responsible for
providing the TSC an unclassified subset of identifying information for
individuals known or suspected to be or have been involved in activities
related to terrorism.?

22 As stated in the TSC MOU, source agencies responsible for U.S.
counterintelligence, counterterrorism, and law enforcement provide information to the FBI
and NCTC on suspected or known terrorists who are nominated for inclusion on the
consolidated terrorist watchlist maintained by the TSC. The FBI is responsible for
submitting to the TSC all domestic terrorist identity nominations, and NCTC is responsible
for international terrorist identity nominations. While the FBI is a source agency for
domestic and international terrorist information; it forwards relevant information to NCTC on
suspected or known international terrorists. Domestic terrorist information is defined as
information about U.S, persens that has been determined to be purely domestic terrorism
information with no link to foreign intelligence, counterintelligence, or international
terrorism.

3 The TSC's general criterion for including a record on the consolidated watchlist is
that the nominating agency must have provided evidence of a nexus to terrorism. From a
data perspective, the minimum criteria for inclusion of a terrorist identity into the TSDB are
that the record contains at least a partial name (e.g., given name, surname, or both) and at
least one additional piece of identifying information {(e.g., date of birth).

2% The TSC also has an emergency nomination process, which is used when there is
an imminent threat and a watchlist record needs to be highlighted or created quickly.
Under the emergency process, a requesting agency informs the TSC directly and the TSC
adds the individual to the consolidated watchlist. The TSC then forwards all the information
gathered on the subject to NCTC for subsequent additional vetting and creation of a record
at NCTC.

-3-
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The TSC shares the terrorist information contained in its Terrorist
Screening Database (TSDB) by exporting or sending data “downstream” to
other screening systems, such as the State Department’s Consular Lookout
and Support System (CLASS), DHS'’s Interagency Border Inspection System
(IBIS), the Transportation Security Administration’s (TSA) No Fly list, the
FBI's Violent Gang and Terrorist Organization File (VGTOF) within its
National Crime Information Center (NCIC) system, and others.?> Watchlist
information is then available for use by U.S. law enforcement and
intelligence officials across the country and around the world.

Personnel working for these organizations routinely encounter
individuals as part of their regular duties during various government
processes. For example: (1) DHS agents of the U.S. Customs and Border
Protection (CBP) agency examine individuals at various U.S. ports-of-entry
and search IBIS to determine if a person can be granted access to the
United States, (2) State Department officials process visa applications from
non-U.S. citizens wishing to visit the United States and search CLASS to
determine if the individual should be granted a U.S. visa, and (3) state and
local law enforcement officers review the identifying information of
individuals encountered through the criminal justice system and query the
FBI's NCIC system. Inturn, these databases contain terrorist watchlist
records so that the federal, state, and local law enforcement screening
agents can identify persons that the U.S. government has determined are
known or suspected terrorists.

An overview of the flow of watchlist information from nominating
agencies to the TSC and ultimate distribution to downstream screening
databases is displayed in Exhibit 1-1.

25 NCIC is a nationwide information system maintained by the FBI that provides the
criminal justice community with immediate access to information on various law
enforcement data, such as criminal history records and missing persons. The FBI's Criminal
Justice Information Services Division is responsibie for managing the NCIC database. A
description of each of the downstream screening systems is contained in Appendix II.
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EXHIBIT 1-1
Terrorist Watchlist Dataflow Diagram?®

Source: The National Counterterrorism Center
Screening Activities and Hits Against the Terrorist Watchlist

When a name appears to be a match against the terrorist watchlist,
requestors receive a return message through their database informing
them of the preliminary match and directing them to call the TSC. When a
call is received, TSC staff in the 24-hour call center assist in confirming the
subject’s identity.

To do this, the TSC Call Center staff search the TSDB and supporting
databases to locate any additional information that may assist in making a
conclusive identification. The caller is immediately informed of any
negative search result - such as the subject of the inquiry does not match
the identity of an individual on the watchlist.

In general, if the subject is positively identified as a watchlist hit or
the match attempt is inconclusive, the TSC call screener forwards the call
to the FBI‘s Terrorist Screening Operations Unit (TSOU), the FBI's 24-hour
global command center for terrorism prevention operations. The TSOU is
then responsible for making further attempts to confirm the subject’s
identity and, if necessary, coordinating the law enforcement response to
the encounter, including deploying agents to take appropriate action.

% A diagram providing a more detailed look at the flow of data in the
U.S. government’s terrorist watchlisting process is located in Appendix III.
-5-
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Not all encounters are face-to-face. According to State Department
officials at the TSC, when a person located overseas submits an application
for a visa, State Department officials search the CLASS database, which
receives watchlist information from the TSC. If the search reveals a possible
identity match with an individual recorded in the TSDB, the official sends the
TSC a cable (a secure, electronic communication). A State Department
representative at the TSC reviews the cable along with information from
supporting agency databases to determine if the person requesting a visa is
an individual with ties to terrorism. This information is then used by U.S.
government officials overseas to either process or deny the application.

TSC Encounter Management

To manage information related to “hits” or possible matches against
the watchlist, called “encounters,” the TSC uses a software application,
called the Encounter Management Application (EMA). This system was
implemented in July 2004 and includes a record of all encounters since the
inception of the TSC. EMA contains the details of all incoming calls,
including information about the inquiring law enforcement agency, the
databases the TSC staff searched and the information obtained from these
systems, the status of the TSC's efforts to confirm an identity match against
a watchlist record (i.e., positive, negative, or inconclusive), whether the
caller was forwarded to TSOU for further action, and the final disposition of
the call. For every inquiry that TSC call screeners refer to the TSOU, the
TSC screeners are responsible for obtaining feedback on the disposition of
the encounter, such as whether the subject was arrested, questioned, or
denied entry into the United States.

EMA provides the TSC with the ability to generate detailed statistics
and prepare reports for analysis. Daily status reports are generated from
EMA identifying the specific call information, which is reviewed by the TSC’s
Tactical Analytical Team to identify patterns or threatening circumstances.
If any such patterns are identified, the TSC forwards this information to the
appropriate intelligence and law enforcement ‘agencies for further review.

-6 -
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As of April 2007, the EXHIBIT 1-2
TSC Call Center had Watchlist Encounters Referred to
recorded nearly the TSC Call Center by Organization
97,000 watchlist encounters (December 1, 2003, through April 30, 2007)
referred by screening Referring Agenc Number of  Percent of
agencies since its creation in 9 foeney Referrals Referrals
December 2003. More than  DHS - CBP 58,266 60
50 percent of this total Other Federal 19,965 21
resulted in a positive State and Local 17,967 19
identity match. As shown in Foreign Government 513 <1
Total 96,711 100%

Exhibit 1-2, 60 percent of
the total calls received by
the TSC Call Center originated from the U.S. Customs and Border Protection
agency.

Source: The Terrorist Screening Center

Number of Terrorist Watchlist Records

Since the creation of the TSC in December 2003, the number of records
in the consolidated U.S. government watchlist of known or suspected terrorists
has significantly increased. We compiled a summary of available database
size information, which illustrates the continued growth of the watchlist.

According to TSC officials, there were approximately 150,000 records in
the TSDB in April 2004.7 TSC data indicate that by July 2004 the number of
records had increased to about 225,000 records, representing approximately
170,000 unique terrorist identities. Eighteen months later, in February 2006,
the TSC reported that the database contained approximately 400,000 records.
Most recently, information we obtained from the TSC indicates that the TSDB
contained a total of 724,442 records as of April 30, 2007. The vast majority of
these records are international terrorist records - less than 1 percent of
records related to the identities of suspected domestic terrorists. As shown in
Exhibit 1-3, the number of watchlist records contained in the TSDB has more
than quadrupled since its inception in 2004,

27 The reported figure represents the number of records in the system. This does
not equate to the number of known or suspected terrorists in the system as a single person
may have multiple records to account for the use of aliases, aiternate identities, and
multiple identifying documents. As such, the number of records generaily will be larger
than the number of suspected or known terrorists on the watchlist.
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EXHIBIT 1-3
Number of Terrorist Watchlist Records

April 2004

July 2004

DATE

February 2006

Api2007

0 200,000 400,000 600,000 800,000
RECORDS

Source: OIG analysis of Terrorist Screening Center data
Handling Instructions

Each record within the consolidated watchlist database is designed to
contain information about the law enforcement action to be taken when
encountering an individual on the watchlist. This information is conveyed
through two separate “handling codes” or instructions ~ one handling code
for the FBI and one for the DHS.

FBI Handling Codes - each individual nominated for inclusion in the
FBI's screening database, National Crime Information Center’s (NCIC)
Violent Gang and Terrorist Organization File (VGTOF), is assigned a code
used to provide instruction for handling the individual. These codes are
assigned based on whether there is an active arrest warrant, a basis to
detain the individual, or an interest in obtaining additional intelligence
information regarding the individual.?® Following are the definitions for each
code.

« Handiing Code 1 - [SENSITIVE INFORMATION REDACTED]

» Handling Code 2 - [SENSITIVE INFORMATION REDACTED]

2 practices and procedures regarding one handling code are classified Secret, and
are not, therefore, discussed here.
-8 -
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» Handling Code 3 - [SENSITIVE INFORMATION REDACTED].

All records in the consolidated watchlist database that are eligible for
export to VGTOF should have a handling code assigned. Based on our
review, we determined that all eligible records contained in the TSDB
contained a VGTOF handling code. As depicted in Exhibit 1-4, the majority
of the records in the TSDB are designated as Handling Code 3.

EXHIBIT 1-4
Distribution of VGTOF Handling Codes
(as of March 6, 2007)*°

Other
2,555, 0.6%

/ _Handling Code 1
8,701, 2.1%

Handling Code 2
2,270, 0.5%

Source: The Terrorist Screening Center

DHS Handling Instructions - each individual nominated for inclusion in
the DHS’s screening database is assigned one of three codes that provide
instructions to law enforcement officials at ports-of-entry. According to TSC
officials, each instruction requires the individual to receive additional
screening. However, one code provides a less intrusive method for handling
known or suspected terrorists because the law enforcement officer is
directed to not meet the individual at the arriving plane and not alert the
subject of his or her possible watchlist status. Based on our review, we
determined that all eligible records in the TSDB contained an IBIS handling
instruction. As shown in Exhibit 1-5, approximately 5 percent of the records
in the TSDB that are eligible for export to IBIS are designated with this
special handling instruction.

2 The other category relates to the handling code practices and procedures that are
classified at the Secret level.
-9 -
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EXHIBIT 1-5
Distribution of IBIS Handling Instructions
(as of April 30, 2007)

Lost or Stolen
Passport

2,836

0%

Special
34,623
5%

Source: The Terrorist Screening Center
OIG’s Audit Approach

The objectives of this OIG audit were to: (1) determine if accurate
and complete records are disseminated to and from the watchlist database
in a timely fashion; (2) review the TSC's efforts to ensure the quality of the
information in the watchlist database; and (3) assess the TSC's efforts to
address complaints raised by individuals who believe they have been
incorrectly identified as watchlist subjects.

To accomplish these objectives, we interviewed more than 45 TSC
officials, including the Director, the former Acting Director and Deputy
Directors, as well as officials at NCTC, the FBI, and DHS. In addition, we
interviewed participating agency representatives and toured facilities to
ensure that we obtained a detailed understanding of the working
relationships utilized, assistance provided, and communication flow during
the terrorist screening process.

To evaluate the accuracy and completeness of the consolidated
watchlist, we divided our review into two separate tracks. First, we analyzed
the consolidated database as a whole, including a review of the number of
records in the database, any duplication that existed within those records,
and the associated watchlist processes. Second, we tested individual
records within the database for accuracy and completeness. This included
reviewing a sample of FBI and other government agency nominated
domestic and international terrorist records and tracing these records to the
TSDB to determine if the individuals were included in the database and that

-10 -
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the information was accurate, complete, and consistent. In addition, we also
checked whether known terrorist names were in the database.

To assess the TSC’s efforts to ensure the quality of the information in
the watchlist database, we examined the TSC's quality assurance activities
and reviewed records subjected to these processes. We also examined the
timeliness of the TSC's efforts to resolve matters arising from its review of
the accuracy and completeness of the data. This included an evaluation of
the TSC's progress to conduct a system-wide, record-by-record review and
to improve its quality control processes as a result of recommendations in
our previous audit.

To fulfill our third objective, we examined the TSC’s policies and
procedures for handling inquiries related to individuals who raised
complaints following their involvement in a screening encounter. This
process is referred to as redress. We evaluated the TSC's efforts to
coordinate redress responge efforts with other participating agencies,
reviewed a sample of redress inquiries, and assessed the timeliness of the
TSC's responses to redress inquiries.

Detailed information regarding our audit objectives, scope, and
methodology is contained in Appendix 1.

-11 -
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FINDINGS AND RECOMMENDATIONS

I. DATA ACCURACY AND TIMELINESS

Our prior audit in June 2005 found that the TSC was operating
two vastly different versions of the TSDB and the TSC lacked
sufficient internal controls to ensure the integrity of the
databases, resulting in names excluded from the watchlist and
inaccurate and incomplete records. In our current review, we
found that the TSC was operating two versions of the TSDB in
tandem and the TSC had not taken adequate steps to ensure
that the content of the two databases was identical. Further, we
found significant numbers of duplicate records. In addition,
because of internal FBI watchlisting processes, we found that the
FBI bypasses NCTC and the TSC and enters a nomination into a
downstream screening system prior to submitting the
nomination to NCTC. As a result, the TSC is unable to ensure
that consistent, accurate, and complete terrorist information is
disseminated to frontline screening agents in a timely manner.
Moreover, the TSC had determined that the TSDB contained over
2,000 watchlist records that did not belong in the database. This
TSC review also identified at least eight records that were
missing from the downstream databases and were therefore not
available to frontline screening agents. While we recognize that
no process will be perfect, omissions of a terrorist identity, as
well as the existence of inaccurate, incomplete, or outdated
watchlist records can have significant ramifications. Our findings
indicate that the TSC needs to further improve its controls over
the TSDB to help ensure the integrity and effectiveness of the
watchlist.

Structure of the TSDB

In concert with NCTC'’s implementation of its Terrorist Identities
Datamart Environment (TIDE) database, the TSC developed a web-based
version of the TSDB called the Nomination Tracking Processor (TSDB NTP) in
March 2005. As shown in Exhibit 2-1, the TSDB NTP facilitates the receipt of
data from NCTC, provides direct connectivity to the NCIC VGTOF data
system, and enables the initiation and monitoring of data quality assurance
efforts of the TSC.?® However, the TSDB NTP system is unable to export
watchlist data to most screening agencies or process expedited and domestic

30 Direct connectivity to the NCIC VGTOF system and quality assurance functionality
were established in May 2005 and March 2006, respectively.
-12 -
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terrorist nominations into the TSDB. As a result, the TSC has retained a
legacy version of the TSDB to accommodate these processes.” These two
versions of the TSDB are interconnected to help ensure that nominations are
properly exported to downstream watchlist agencies.

EXHIBIT 2-1
TSDB Operating Environment
Customers TSC
NCTC
IT input
TIDE
XML
Nomination
File
™
FBI/TSC (.. Redactes
@ DT input : ?W
Expedited b
’ N)éprﬁir:a%ons . Redadted |

Source: The Terrorist Screening Center

TSC officials stated that while this operating environment is not
optimal, they needed to maintain the legacy version of the TSDB because
the TSDB NTP is unable to process expedited nominations or connect
electronically with all of the related downstream screening databases. With
two versions of the TSDB, however, it is critical that the TSC maintain strong
controls to ensure that each name nominated for inclusion in the TSDB NTP
is appropriately included in the legacy version and accurately marked for
export to the relevant downstream supporting systems in a timely manner.

However, we determined that the TSC did not implement the
necessary controls to ensure that both databases contained a complete and
accurate version of the terrorist watchlist. Specifically, the NTP and legacy
databases were not synchronized, which caused inconsistent record counts
between the two systems. As a result, names were omitted from the
downstream screening databases. In addition, we noted that records had

31 In June 2004, the TSC upgraded its original watchlist, which facilitated the
electronic exchange of data with participating agencies’ systems.
-13 -
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been inappropriately maintained in the TSDB without any watchlist
designation. These findings are discussed in detail below.

Inconsistent Record Counts

At the beginning of this audit, we were informed by the TSC Chief
Information Officer (CIO) that the NTP and legacy versions of the TSDB were
interconnected to help ensure that the watchlist was properly exported to
frontline screening agencies. Therefore, the two databases should be
identical in content and should contain the same number of records.
However, on March 16, 2007, we found that the TSDB legacy database had
689,631 records while the NTP had 689,613 records ~ a difference of
18 records. Although the difference is a small portion of the universe of
records, omitted records can result in a missed opportunity to identify a
known or suspected terrorist.

We brought the record discrepancy to the attention of the TSC CIO,
who said he was surprised to learn that the systems were not in balance.
Upon further review, the CIO learned and reported to us that the IT staff at
the TSC was aware that the record counts sometimes varied. Despite the
increased risk created by continual transactions between the two databases
as well as recent system modifications, the TSC IT staff did not appear to
have examined the differences, researched a valid explanation for the
discrepancies, or sought a correction for whatever condition was causing the
record counts to be out of balance.

Through subsequent analysis, on March 26, 2007, the TSC determined
that the record difference between the two databases had increased to
38 records - 5 records were missing from the TSDB legacy system while at
the same time it contained an additional 33 records that were not in the
TSDB NTP system. These omissions and inaccuracies resulted from
problems in a number of different areas.

Records Missing from the TSDB Legacy Database

Because the TSDB legacy database facilitates the export of data to
downstream screening databases, any information that is missing from the
system is not made available to all appropriate law enforcement and
intelligence officials for screening of persons against the watchlist. As a
result of our review, the TSC identified five records that were missing from
the TSDB legacy system, which caused the exported watchlist to be
incomplete.

. One record, nominated on December 22, 2006, was never
transmitted from the TSDB NTP system. As a result, this known
- 14 -
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or suspected terrorist record was not watchlisted for over

3 months. TSC officials were unable to determine why the
record was not sent. However, as a result of our review, the
TSC subsequently added this record to the watchlist.

Three records nominated on March 5, 2007, were transmitted by
the TSDB NTP system but were never imported into the TSDB
legacy system. According to TSC officials, the import process for
the file containing these records was interrupted. The individual
processing the file should have received a notification that the
process failed. However, because multiple files are processed
each day, TSC officials could not readily identify who processed
the file nor provide an explanation as to why corrective action
had not been taken. The TSC CIO stated that as a resuit of our
review, the TSC has taken corrective action by modifying the
software so that if the transfer process is interrupted again and
the user restarts the program, the application returns to the last
successfully imported identity and restarts the process to ensure
that no records are lost by the interruption.

On December 20, 2006, the NTP system appropriately processed
a request for the deletion of one record. However, the record
was not deleted from the TSDB legacy system at the same time.
As a result, this name continued to be inappropriately exported
to downstream screening databases for nearly 2 months. On
February 6, 2007, the individual was re-nominated by NCTC
through the TSDB NTP, resulting in the two systems being
synchronized for this record. On February 21, 2007, the original
request for deletion was inappropriately processed in the TSDB
legacy system resulting in the name not being watchlisted for
approximately 1 month until we brought it to the TSC's attention
in early March 2007.

TSC officials explained that earlier versions of the TSDB legacy
database couid not process multiple actions for a single record,
such as both a modification and a deletion, within one daily
import file, TSC officials also theorized that for this record it
appears that the December 20, 2006, file contained both a
modification and a deletion. Because the TSDB legacy system
processed the modification first, the deletion did not process,
remained within the queue, and was processed 2 months after it
was submitted. TSC officials stated that they have modified the
processing order of the queue to prevent this anomaly from
occurring again.

- 15 -
REDACTED FOR PUBLIC RELEASE



209

REDACTED FOR PUBLIC RELEASE

Additional Records in the TSDB Legacy Database

As a result of our review, the TSC identified 33 additional records
contained within the TSDB legacy system that were omitted from the TSDB
NTP system. According to TSC officials, the errors associated with each of
the 33 records resulted from deficient historical data and technological
complications.>? TSC officials agreed that none of the records should have
been included in either database. TSC officials stated that they have now
ensured that these records have been submitted to the internal quality
assurance unit for corrective action.

Inaccurate Display of Watchlist Designation

The State Department’'s Consular Lookout and Support System
(CLASS) is one of the downstream screening systems that receives watchlist
information from the TSDB. CLASS consists of two modules — CLASS/Visa
and CLASS/Passport, which are used for processing visa and passport
applications. According to State Department policies, individuals who are
designated as a U.S. citizen or a U.S. person are ineligible for inclusion in
the CLASS/Visa module.®® Non-U.S. persons are eligible for inclusion in both
CLASS/Visa and CLASS/Passport. Therefore, an individual’'s TSDB record
can be exported to CLASS/Visa, CLASS/Passport, or both data systems
based upon their status as a non-U.S. person. The TSC has included these
criteria in the TSDB legacy software to ensure that watchlist records are
correctly nominated and exported to the appropriate CLASS module during
the data transfer process.

TSC users viewing the TSDB NTP system see check boxes that clearly
identify the downstream screening systems to which each record is
disseminated. However, the series of check boxes includes only one CLASS
box that does not delineate between CLASS/Visa and CLASS/Passport and
has the generic label "CLASS.”

The TSC plans to correct the CLASS designation in the TSDB NTP
system to appropriately reflect that U.S. persons are not eligible for export
to CLASS/Visa. In addition, as part of its planned system upgrades, the TSC

32 Many of these deficiencies are attributabie to data inconsistencies and
inaccuracies that resulted from the TSC’s immediate need during its earliest days to develop
a comprehensive database of known or suspected terrorists.

33 According to TSC standard operating procedures, a U.S. person is defined as
either: (1) a citizen of the United States; (2) an alien lawfully admitted for permanent
residence; (3) an unincorporated association with a substantial number of members who
are U.S. citizens or are aliens lawfully admitted for permanent residence; or (4) a
corporation that is incorporated in the United States.
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intends to modify the TSDB NTP to accommodate designations for both
CLASS/Visa and CLASS/Passport. This will help ensure that once the TSC
begins to use the NTP system to export watchlist records to the downstream
databases, the appropriate records are sent to each of the CLASS modules
and individuals are watchlisted in the correct systems.

Future of the TSDB

We were told by TSC officials that they intend to streamline the TSDB
by incorporating the functionality of the legacy system into the TSDB NTP
and eliminating the legacy version. To minimize the impact on operations,
the TSC plans to implement the changes in an incremental and phased
approach. TSC officials anticipate that the project will be completed by the
end of calendar year 2007.

It is essential that the TSC maintain and distribute to frontline
screening agents a complete subset of known or suspected terrorist identity
information. Therefore, the TSC should work aggressively to implement its
plan to consolidate the TSDB NTP and legacy systems. Further, we believe
that for as long as the TSC must maintain its current operating environment,
the TSC must closely monitor the content of each to ensure that the record
counts agree and that all watchlist records are accounted for and
disseminated as appropriate. As a result of our audit, the TSC CIO stated
that he had implemented a policy whereby the contents of the two systems
are reconciled manually on a daily basis.

Records Not Designated for Any Watchlisting

According to its governing MOU, the TSC is responsible for regularly
reviewing the contents of the TSDB and promptly adjusting or deleting
outdated information. During the course of our review, we were informed by
TSC officials that in September 2006 they had identified 2,682 records that
were not being exported to any downstream screening database. Working
with NCTC, the TSC confirmed that 2,118 of these records did not belong in
the TSDB and needed to be removed from the consolidated watchlist.®* TSC
officials conducted a manual review of the remaining 564 records and
determined that 8 had not been appropriately watchlisted and needed to be
renominated to the TSDB.™

3% On April 27, 2007, the TSC implemented an information technology solution to
delete these records.

35 The TSC determined that the 564 records represented 443 unique identities. As
of June 15, 2007, the TSC had resolved 413 of the 443 records.
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Despite being responsible for removing outdated or obsolete data from
the TSDB, however, the TSC did not have a process for regularly reviewing
the contents of the TSDB to ensure that the database does not include
records that do not belong on the watchlist. TSC officials told us that they
intend to begin performing a periodic review of the database to identify any
records that are being stored in the TSDB that are not being exported to any
downstream systems. We believe it is essential that the TSC regularly
review the TSDB to ensure that all outdated information is removed, as well
as to affirm that all records are appropriately watchlisted.

FBI Procedure for Processing Watchlist Data

The FBI's Terrorist Review and Examination Unit (TREX) receives
requests from FBI agents to include individuals with known or suspected ties
to terrorism on the terrorist watchlist. These requests are provided on
nomination forms, which are also used to modify previous submissions or
remove records from the watchlist. Analysts at TREX review the nomination
information for accuracy and completeness. Once verified, nomination forms
for known or suspected domestic terrorists are electronicaily forwarded to
the TSC where a TSC analyst manually enters the information into the TSDB.
This information is electronically distributed to the downstream screening
agency data systems, including the FBI VGTOF, part of the NCIC system:.

By contrast, once the TREX analyst verifies an FBI-generated
international terrorist nomination, the analyst enters the information into
VGTOF directly and then submits the nomination form to NCTC. Following
its review and vetting, the NCTC analyst manually enters the information
into its database — TIDE - that in turn feeds the information to the TSDB.
Because TREX has already entered the record into VGTOF, it is not
necessary for the TSC to export the record it receives from TIDE to VGTOF.
Therefore, these records are not exported from the TSDB to VGTOF.%
Because these VGTOF records will not receive electronic modifications or
deletions from the TSDB, the TSC and TREX have agreed that TREX will be
responsible for ensuring FBI-originated international watchlist records in
VGTOF are accurate, complete, and current.

The FBI’s direct entry of international terrorist watchlist nomination
data into a downstream screening database bypasses NCTC and the TSC
and makes it difficuit for these agencies to carry out their responsibilities
related to watchlist nominations and records. In our opinion, this process

3 To alert the TSC of this non-standard entry of records into the TSDB, the TSC
implemented a special flag, referred to as “FBI sole source,” for FBI-originated international
records. This designation precludes all future electronic transactions, including related
modifications and deletions, from being exported from the TSDB to VGTOF.
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does not comport with the nomination and data flow procedures outlined in
the MOU and agreed to by the partner agencies, which requires agencies to
provide directly to NCTC, rather than directly into a downstream database,
information related to known or suspected international terrorists.
Additionally, we believe the FBI’s practice is cumbersome for the TSC and
creates unnecessary data errors, anomalies, and inconsistencies as
described below.

To test for data accuracy and consistency, we reviewed a judgmental
sample of 50 FBI-originated additions or modifications to the watchlist.?”
We found that while the records for the domestic terrorist nominations were
generally accurate, the international terrorist nominations were not. We
identified 16 records with 28 instances in which the identifying information
related to international terrorists was inconsistent between the nomination
form, VGTOF, TIDE, TSDB, or other screening systems. According to
TSC personnel, TREX analysts frequently augment the data on the
nomination forms with information they glean from FBI case files and enter
this additional information into the VGTOF system. However, this
supplemental case information is not forwarded to NCTC and as a result the
information is not included in TIDE, not sent to the TSDB, and not made
available, if appropriate, to downstream screening systems. Further,
because TREX enters the record into VGTOF before the addition of any other
existing information from other government databases to which NCTC has
access, this additional information is often not included in VGTOF. As a
result, vital information on watchlist subjects is not being shared with all
appropriate screening agencies.

In addition, we found that the FBI's procedures for processing
international terrorist watchlist nominations are cumbersome for the TSC
and can inadvertently create an incomplete watchlist. The difference in
procedures between the FBI's and other agencies’ watchlist nominations
requires TSC analysts to review every incoming international terrorist
nomination and indicate within the record whether it is an FBI source
record. If a terrorist watchlist record is improperly designated as an FBI
source record, the subset of terrorist watchlist records in VGTOF will be
incomplete because that record will not be exported to or modified within
VGTOF, TSC staff told us that they were also concerned about this because,
when reviewing nominations from NCTC, it is often difficult to distinguish
between FBI source records and nominations received from other agencies.
TSC staff stated that there was a period of time (possibly as long as a year)
in which many records had been improperly designated as an FBI-originated

37 The total sample of 50 records consisted of 25 each for domestic and
internationally known or suspected terrorists.
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record or not. In March 2007, the TSC and NCTC addressed this problem by
developing a method to permit TSC analysts to more easily identify FBI
source records.

In response to these concerns, FBI officials informed us that they had
implemented nomination prpcedures to ensure that FBI international
terrorist information was entered into VGTOF in the most efficient manner.
Yet, our review of 70 FBI record transactions (50 nominations previously
mentioned and 20 deletions) revealed that although the transactions were
entered into VGTOF in a timely manner, the transactions were not
incorporated in the TSDB in a timely fashion.?® Specifically, 18 of the
70 transactions took more than 5 days for TREX to process, with
1 transaction taking 35 days. In addition, we identified 2 instances in which
TREX erroneously delivered nomination forms for domestic terrorists to
NCTC that resulted in delays of 6 and 16 days, respectively.

Delays in including terrorist information in the consolidated database
present a significant vulnerability to the integrity of the consolidated
watchlist. Further, the FBI's current practice of bypassing NCTC and the
TSC and entering international terrorist-related data directly into VGTOF
increases the likelihood that watchlist information within the TSDB, TIDE,
VGTOF, and other downstream databases is inaccurate and incomplete. As
a result, we recommend that the FBI, NCTC, and TSC work together to
design a more consistent and reliable process by which FBI-originated
international terrorist information is provided to NCTC for inclusion in TIDE
and disseminated to the TSDB and downstream screening systems,
including VGTOF.

Duplicate Records

As shown in Exhibit 2-2, the TIDE and TSDB systems store all
information known about an individual in a single “identity” record using
five core identifying fields, including [SENSITIVE INFORMATION
REDACTED]. However, the downstream screening agency data systems do
not store information at the identity level. Rather, the identity information
is split into separate watchlist records to reflect unique combinations of the
five core fields.

38 officials from NCTC, the TSC, and TREX stated that each agency attempts to
process nominations to the watchiist within 1 day.
-20 -
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EXHIBIT 2-2
Record Overview

[SENSITIVE INFORMATION REDACTED]

Source: The Terrorist Screening Center

Multiple records containing the same unique combination of
identifying information can increase the number of records that a call
screener must review when researching a specific individual. In addition,
when multiple records for a single identity exist, it is essential that
identifying information and handling instructions be consistent. Otherwise,
the screener may mistakenly rely on one record while a second, more
complete or accurate record may be ignored. This can result in important
information being missed. Further, inconsistent handling instructions may
pose a safety risk for law enforcement officers.

In our June 2005 report, we identified 31 instances in which 5 core
identifying fields were the same and recommended that the TSC implement
corrective action to address the duplicate records and develop an ongoing
process to review the TSDB for duplicate records.

In our current audit, we identified a significant increase in duplicated
records - 2,533 repeated combinations in these 5 fields involving over
6,262 watchlist records. For example, one unique combination of the 5 core
fields had 19 associated records.

In response to the apparent duplicates we identified, TSC officials
explained that the duplicates were the result of multiple TIDE identity
records for a single individual, system-generated duplicate records, and
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improperly processed expedited nominations. TSC officials stated that, while
they did not have an ongoing process by which they reviewed the TSDB for
duplicate records, as a result of our finding the TSC will review the TSDB on
a weekly basis for duplicate records. The results will be forwarded to the
TSC’s internal quality assurance unit for further review and action.

Multiple Identity Records for the Same Individual

Of the 2,533 instances in which the core identifying fields were the
same, TSC stated that most were not necessarily duplicate records. Rather,
because the records have different TIDE record numbers, the TSC was
unable to independently determine whether these records were duplicates.
TSC officials explained that NCTC has indicated to them that many of these
occurrences are inherent to old data. For example, prior to the
implementation of HSPD-6 in 2003, both the FBI and the State Department
may have maintained information regarding a single terrorist identity.
During the blending of all sources of integnational terrorist information, both
records may have been included in the TIDE data system resulting in
duplicated data. In addition, TSC officials explained that some terrorist
information remained classified and, as a result, could not be linked to
unclassified data.?® To ensure that the most complete subset of unclassified
information was disseminated, NCTC created multiple identity records for
some individually known or suspected terrorists. As a result, rather than the
optimal one identity record with multiple watchlist records, some individuals
have muitiple identity records that contain multiple identical watchlist
records.

Through additional data analysis of the duplicate records we identified,
the TSC identified at least one instance in which both the FBI and another
government agency nominated the same individual. Because both records
pertain to the same individual, the identifying information and instructions
for handling the subject should™e consistent. However, we identified
significant differences in the handling instructions and warnings for the
individual. Specifically, one record indicated that the individual was “armed
and dangerous with violent tendencies” and also had a valid federa! arrest
warrant. The other record did not contain this information. Moreover, our
analysis of the instances in which the five identifying fields were the same
indicates that at least 20 percent have some discrepancy in handling
instruction, identifying information, or watchlist export designation. These

3% By August 2004, the Attorney General, the Director of Central Intelligence, and
the Secretaries of Homeland Security, State, Treasury, and Defense signed Addendum A to
the original governing MOU. Addendum A contained provisions for the deciassification and
sharing of terrorist information, including [SENSITIVE INFORMATION REDACTED].
However, the provisions only covered information obtained after August 2004.
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descriptions and instructions are used by frontline law enforcement
personnel to assess and determine the level of threat posed by the individual
encountered and help to protect themseives and others. Therefore, it is
essential that this information be accurate and consistently applied to all
records related to one individual.

Because these multiple records occur in TIDE, the TSC believes the
review of the 2,533 possible duplicates more appropriately falls to NCTC. In
June 2006, NCTC implemented an Identity and Person Merge project.
Through this project, NCTC intends to resolve the duplication of identity data
across multiple TIDE identity record numbers. However, until the identity
information is consolidated, NCTC analysts should apply new information for
an existing individual to each TIDE identity record for the individual.
Through this process, NCTC intends to ensure that users of TIDE do not miss
information about an individual that is potentially relevant to their work
because they viewed the “wrong” TIDE identity when conducting their
analysis. NCTC and the TSC anticipate that NCTC initiatives will help to
alleviate many of these multiple identity records. However, until corrected
we believe that these multiple records can affect a screening agent’s ability
to protect against terrorism and can also pose significant risks to the safety
of frontline law enforcement officers.

System-~Generated Duplicates

According to TSC officials, the TSDB should not contain multiple
watchlist records for a single identity from TIDE with identical information in
the five core identifying fields. We determined that the TSDB contained one
TIDE identity with two associated watchlist records with duplicated
identifying information. The TSC determined that these two records resulted
from a nomination from NCTC in February 2005 in which the two records
were either improperly included in the daily import file or an error occurred
during the import process on that day. Based on our review, the TSC
submitted this record to its internal quality assurance unit, and the duplicate
record was deleted.

Expedited Nominations

When the TSC is informed about an individual who poses an imminent
threat, it creates an “expedited” watchlist record directly into the TSDB. The
TSC then forwards all of the information gathered on the subject to NCTC or
the FBI for subsequent creation of a record through the standard nomination
process. Once the record is submitted through the standard processes, the
original expedited record should be deleted. However, our review of the
duplicate record issue identified three expedited records that had been
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improperly processed and not deleted from the TSDB after the record was
submitted through the standard nomination process.

According to TSC officials, these duplicated records (the expedited and
subsequent routine nomination) should contain identical information. Our
analysis revealed two instances in which either an additional date of birth or
passport number was missing. According to the TSC CIO, these three
expedited nominations have been submitted to the TSC’s internal quality
assurance unit for further review, and the duplicated records have been
deleted.

Inclusion of Known Terrorists in the TSDB

We also performed limited testing on the TSDB to examine the
completeness of the watchlist by determining if known terrorists were
included in the consolidated database. We selected for our review a total of
49 names: 10 from NCTC, 4 from news media accounts, 17 from the FBI's
Most Wanted list, 16 from the State Department’s List of Terrorists under
Executive Order 13224, and 2 from the Rewards for Justice website.*® We
searched the TSDB for these 49 names, and found that each was recorded in
the TSDB. TSC officials also said they regularly checked their database
against names reported in the news, broadcast on television, or included on
lists such as the FBI's Most Wanted.

However, our review of the 49 known terrorist names also revealed
that the handling instructions for individuals from the FBI's Most Wanted list
had significant discrepancies. Specifically, two VGTOF records indicated that
the watchlist subjects were armed and dangerous, but the TSDB records did
not reflect this handling instruction. In addition, we identified four records
containing discrepancies in identifying information between TIDE and TSDB.
As previously discussed, it is essential that the TSC ensure that individuals
are properly and consistently recorded in the TSDB and downstream
screening systems, so that appropriate actions are taken if the individual is
encountered by a frontline screening agent.

Conclusion

It is critical that the TSC ensure that the TSDB contains comprehensive
information and that each watchlist record is appropriately disseminated to
downstream screening systems in a timely manner. While we recognize that

% The State Department maintains a list of the most wanted terrorist organizations
and individuals as specified by Executive Order 13224. The Rewards for Justice website is
an organization operated by the FBI, CIA, DOJ, and the State Department.

- 24 -
REDACTED FOR PUBLIC RELEASE



218

REDACTED FOR PUBLIC RELEASE

ne process will be perfect, the potential effect of omissions of a terrorist
identity, or the existence of an inaccurate, incomplete, or obsolete watchlist
record, requires the TSC and its partner agencies to take all available actions
to minimize such errors.

Despite our identification in our June 2005 audit of deficiencies related
to the TSC's information technology management and overall database
reliability, our current audit determined that the TSC has not yet
implemented routine processes to ensure that the TSDB contained all proper
watchlist nominations and did not contain duplicate data resuliting from
improperly processed records, system malfunctions, and historical data
deficiencies. Moreover, despite being responsible for removing outdated or
obsolete data from the TSDB, the TSC did not have a process for regularly
reviewing and verifying the contents of the TSDB. We believe that it is
essential that the TSC regularly review the TSDB to ensure that all obsolete
and out-of-date information is removed. Finally, because of internal FBI
watchlisting processes, the TSC cannot ensure that accurate and complete
terrorist information has been disseminated to downstream screening
systems in a timely manner.

Recommendations
We recommend that the TSC:

1. Implement its plan to consolidate the TSDB NTP and legacy
databases in a timely manner. In the interim while the two systems
coexist, the TSC should establish a formal procedure to regularly
review the TSDB NTP and legacy databases to ensure that the
information in these systems remains synchronized.

2. Develop procedures to regularly review and test the information
contained in the TSDB to ensure the data is complete, accurate, and
non-duplicative.

3. Modify the TSDB NTP to accommodate designations for both
CLASS/Visa and CLASS/Passport. In addition, the TSC should review
and correct the records identified in the TSDB NTP to appropriately
reflect that U.S. persons are not eligible for export to CLASS/Visa.

4. Review and correct the records identified in the TSDB NTP to ensure
that the IBIS handling instructions are appropriately applied.

- 25
REDACTED FOR PUBLIC RELEASE



219

REDACTED FOR PUBLIC RELEASE

5. Develop procedures to regularly review the information in the TSDB
to ensure that outdated or obsolete data is removed in a timely
manner. -

We recommend that the FBI:

6. Working with the TSC, revise the watchlist nomination process to
provide international terrorist nominations directly to NCTC for
inclusion in TIDE, submission to the TSC, and dissemination to ali
downstream databases, including VGTOF.
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II. QUALITY ASSURANCE

Our review indicated that the TSC had the foundations of a
sound quality assurance plan that will improve the accuracy of
the TSDB. The TSC is also continuing its efforts to perform a
record-by-record review of the TSDB. However, we are
concerned the TSC has not instituted adequate internal controls
to ensure that its quality control initiatives are properly
implemented. In addition, the TSC's quality assurance efforts
have been hampered by the growth in workload as the size of
the watchlist increases.

To test the quality assurance plan, we reviewed 120 TSDB
records that had been through the TSC’s quality assurance
process in FYs 2006 and 2007 and identified several instances in
which the individual was not appropriately watchlisted, as well as
inconsistencies between the TSDB record and other available
information. These inconsistencies make it more difficult for
screening agents to determine if encountered individuals are on
the watchlist.

Overview of the TSC's Quality Assurance Process

In our June 2005 audit report, we identified weaknesses in the
completeness and accuracy of the TSDB. During the TSC's earliest days, it
had 12 staff assigned responsibility for nominations and data integrity tasks,
inciuding one staff member that was dedicated solely to quality assurance
matters. During our initial audit, TSC management acknowledged that the
organization needed to focus more attention on ensuring the quality of the
watchlist. We recommended that the TSC regularly review and test the
information contained in the TSDB to ensure data is complete, accurate, and
non-duplicative. We also recommended that the TSC coordinate with
participating agencies and establish procedures to identify and resolve
missing and conflicting record information.

In response to our recommendations, the TSC increased its quality
assurance efforts and implemented a data quality improvement plan that
detailed the TSC's intent to conduct a record-by-record review of the TSDB.
As of March 2007, the TSC had 34 staff on-board in its Nominations and
Data Integrity Unit (NDIU), which is responsible for performing or overseeing
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all of the TSC’s activities related to ensuring the quality and accuracy of the
watchlist, including:*!

+ Reviewing incoming watchlist data (referred to as the single review
queue).

+ Performing reviews of historical records following an encounter where
the TSC identifies a potential discrepancy in watchlist records.

« Conducting special quality assurance projects, such as performing a
targeted review of the No Fly list or individuals with particular handling
codes.

Single Review Queue

Implemented in March 2006, the single review queue is a feature of
the TSDB that segregates the incoming data feed from NCTC so that quality
assurance analysts can test each record before releasing that record for
inclusion in the TSDB. Prior to the implementation of the single review
queue, each watchlist addition or modification the TSC received underwent
numerous, separate reviews by individual subject matter experts (persons
who were knowledgeable about the requirements of the specific databases
used by various screening agencies). In implementing the single review
queue, the TSC sought to make the nomination acceptance and review
process more efficient. The single review queue was designed to have
individual analysts in the NDIU be responsible for guiding individual records
through the process of loading the information into the TSDB. The single
review queue begins with the use of a computer program that analyzes
incoming records against more than 45 business rules.** A business rule is
an automated information technology function in which the record is
analyzed for specific deficiencies and compliance with criteria.

Once the business rules have been applied to all of the records
received, the records are routed to the NDIU for manual review. Although
the TSC has drafted a standard operating procedure (SOP) describing the
single review queue process, it does not detail how NDIU analysts should
conduct this manual record review. We observed NDIU analysts reviewing
records in the single review queue and found that, in general, the review

“' The NDIU's 34 staff included 7 individuals whose primary duty was to function as
a subject matter expert. The remaining 27 staff members were assigned to specific quality
assurance tasks and assisted with other quality assurance efforts as necessary,

“2 The TSC also uses 55 business rules to ensure watchlist criteria are met in
exporting records to downstream databases.
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included: (1) determining whether the person met the criteria for inclusion
in the TSDB (i.e., nexus to terrorism and quantity of identifying
information); (2) confirming the supporting downstream screening systems
to which the record should be exported; (3) resolving any issues identified
during the execution of the business rules; and (4) comparing information
contained in watchlist nominations, such as [SENSITIVE INFORMATION
REDACTED], to source documents and source databases. The NDIU has
seven individuals serving as subject matter experts who are consulted when
NDIU analysts are unable to resolve all issues related to watchlist
nominations prior to these nominations being sent to downstream screening
databases. Generally, each record is reviewed by fewer persons than before
the implementation of the single review queue. As of March 2007, 10 of the
34 staff members in the NDIU were dedicated to the single review queue.

Encounter-Driven Quality Assurance Reviews

In addition to data integrity work that is performed when new or
modified data is processed through the single review queue, the NDIU
receives referrals from the TSC Call Center for data checks on specific TSDB
records. If a call center operator identifies a potential discrepancy in a
watchlist record or obtains additional data relevant to a watchlist subject,
the operator alerts the NDIU to perform a quality assurance review of the
record. Generally, this occurs following a frontline screening agency’s
encounter with a watchlist subject.

In April 2005, TSC management began requiring call center operators
to perform limited data quality tests while handling encounters. Because the
operators have access to all of the databases that interact with the TSDB,
they were in a position to point out inconsistencies in the information
contained in the records on specific individuals in the various databases.
This process was modified slightly in November 2006 when the TSDB was
upgraded to incorporate quality assurance activities. As a result of the
upgrade, individual watchlist records in the TSDB now contain a record
(referred to as a QA ticket) in which TSC staff can record all quality
assurance work that has been performed on that record.** With the
upgrade, call center screeners were instructed to create a QA ticket in the

43 prior to the November 2006 TSDB upgrade, NDIU analysts first used an electronic
spreadsheet and then a database commonly referred to as the “quality assurance tracker”
to monitor quality assurance matters. NDIU analysts continued to use the quality assurance
tracker for matters requiring classified correspondence because classified information
cannot be placed into the QA ticket, which is housed within the TSDB - an unclassified
system. In April 2007, the quality assurance tracker program was discontinued due to a
number of concerns; the concerns and the TSC's interim solution for recording classified
quality assurance matters are discussed on page 39,
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TSDB for each positive screening encounter for which they identified any
erroneous or inconsistent information in the database records.** In addition,
the call screeners were told to create a QA ticket if they obtained new
information that should be added to the watchlist records.*®

When a call center operator prepares a QA ticket, the TSDB
electronically routes the QA ticket to the NDIU for further action. An
encounter-driven QA ticket indicates that the encounter revealed that
information needs to be added or modified, or it will indicate that a call
screener identified a discrepancy with the completeness and accuracy of the
records. Upon receipt of QA tickets, dedicated NDIU staff review the
information from the call center screener and perform a full quality
assurance review of all affected records. The QA ticket is closed when all
necessary changes have been communicated to the source agencies and fed
back into the TSDB, which then updates the downstream screening
databases. As of March 2007, the NDIU had 9 individuals dedicated to
responding to QA tickets.*®

Special Quality Assurance Projects

The TSC also examines historical TSDB records for accuracy and
completeness through targeted reviews of specific subsets of the watchlist
records. Examples of special projects that the TSC has conducted include a
review of TSDB records for individuals on the No Fly list and individuals with
particular handling codes. As of March 2007, the TSC assigned 8 of the
34 NDIU staff to these kinds of special projects.

** Each encounter is positive, negative, or inconclusive. A negative encounter
occurs when a screening agency contacts the TSC because during a screening event an
individual is a potential match to a TSDB record, and the TSC (or other law enforcement
responder) determines that the individual is not a match to the name on the watchiist.
Conversely, a positive encounter is where the individual encountered is a match to the
watchlist, An inconclusive encounter occurs when the TSC is unable to determine if the
individual encountered is a match to an individual on the watchiist.

45 Encounters offer law enforcement agents an opportunity to obtain additional
information about watchlist subjects. For example, if a watchlist subject is positively
identified during an attempted border crossing, the federal agent may obtain previously
unknown information, such as a new passport number, eye color, or current address.

% These NDIU staff members also address QA tickets generated from TSC quality
assurance efforts other than encounter-driven reviews, such as through the single review
queue and during ad hoc record quality reviews. ‘
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OIG Analysis of TSC Quality Assurance Efforts

To examine the TSC’s efforts to emsure the quality of the information
in the TSDB, we examined the TSC's review of records in the single review
queue and its review of encounters and special projects. In total, we
examined 156 TSDB records. Of these 156 records, 36 involved a request
for deletion. We determined that each of these records had been
appropriately deleted from the consolidated watchlist. Using the remaining
sample of 120 records, we performed tests to determine if the watchlist
records were accurate. We found that, in general, the TSC's actions to
review records as part of a targeted special project successfully ensured the
quality of the data, and we identified virtually no errors in the 15 records we
tested in connection with special project reviews. In contrast, our
examination of 105 records subjected to the single review queue or post-
encounter quality assurance reviews revealed that 38 percent of these
tested records continued to contain errors or inconsistencies that were not
identified through the TSC’s quality assurance efforts. Our results are
discussed in detail below.

Review of TSC No Fly List Special Project

The first major subset of TSDB records that the TSC began reviewing
as a special project was the Transportation Security Administration (TSA)
No Fly watchlist records. The No Fly list includes individuals who, in general,
are considered a threat to civil aviation and should be prevented from
boarding commercial aircraft.’

To assist the TSC in its review of the No Fly list, the DHS temporarily
assigned 10 federal air marshals to the TSC. The process included a review
of the available information for each individual listed on the No Fly list and a
determination of whether the individual should remain on the No Fly list. In
addition to reviewing each entry on the No Fly list, the TSC performed a
concomitant quality assurance review of all information contained in the
TSDB'’s records for individuals on the No Fly list. As a result, all of the
TSDB's records associated with individuals who were on the No Fly list
underwent a comprehensive quality assurance review.

When the TSC began its review in July 2006, the No Fly list contained
71,872 records. As a result of the review, the TSC identified 22,412 records
for removal from the No Fly list and placement on the TSA's Selectee list.*

47 [SENSITIVE INFORMATION REDACTED]

%8 [SENSITIVE INFORMATION REDACTED]
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For another 5,086 records, the TSC determined that the individual did not
require inclusion on either the No Fly or Selectee list. The resulting No Fly
list changes the TSC identified are displayed in Exhibit 3-1. As of

January 31, 2007, the TSC had determined that the No Fly list should
contain 34,230 records.*°

EXHIBIT 3-1
Results of TSC Review of No Fly List

7 Records whose status did not change
£} Records downgraded to Selectee status
Records removed from both lists

Source: The Terrorist Screening Center Nominations and Data Integrity Unit

We reviewed a sample of 15 TSDB records that had undergone a
quality assurance review as part of the TSC’s review of the No Fly list. We
did not find any data inaccuracies or inconsistencies in the records we
reviewed. Each record’s basic information [SENSITIVE INFORMATION
REDACTED] were shown consistently in all of the affected databases, and
each record remained the same or was downgraded from the No Fly list in
accordance with the final recommendation from the NDIU.

We did, however, identify an issue with the implementation of the
status changes that the TSC identified during its review of the No Fly list.
TSC officials told us that although the No Fly records were reviewed at the
TSC, the status changes for known or suspected international terrorists
could not be reflected in the TSDB until the changes were processed in TIDE

“® During its review of the No Fly list, the TSC continued to receive routine No Fly list
additions, modifications, and deletions through the watchlist nomination process. As a
result, it is not possible to subtract the special project-driven No Fly list changes from the
starting point of 71,872 records and obtain the correct number of No Fly records as of
January 31, 2007.
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at NCTC. The correct watchlisting status could then be uploaded from TIDE
to the TSDB during the normal daily data feed. In turn, the TSC would
export the No Fly and Selectee lists to the TSA for dissemination to the
airlines on a daily basis.

According to TSC officials, NCTC and the airlines told the TSC that they
could not effectuate all of the 27,498 changes (22,412 downgrades from the
No Fly to the Selectee list plus 5,086 removals from the No Fly list) at once
due to resource limitations. TSC management had previously decided not to
send any record changes to NCTC until this special project was nearing
completion. TSC management explained that TSC analysts needed the time
to complete their quality assurance checks for each individual, particularly
those with multiple TSDB records. The first changes were sent to NCTC on
January 19, 2007. We were told that NCTC and the airlines could only
process between 500 and 1,000 record changes a day. As a result, the TSC
agreed to limit the number of changes it provided to NCTC and the airlines
each day.

This piecemeal approach to implementing the changes in ali of the
databases meant that the status of many individuals was incorrectly shown
on the TSA's No Fly and Selectee lists for a period of time.*® According to
TSC officials, all of the changes had been passed back to NCTC as of
March 21, 2007. However, as of May 31, 2007, the TSC and NCTC were in
disagreement about the proper No Fly-list status of 108 records.

Review of Routine Quality Assurance Matters

Unlike our review of the No Fly list special project, our examination of
records passed through other TSC quality assurance processes revealed that
the reviewed records were still likely to contain errors or inconsistencies.

We selected a judgmental sample of 105 new and historical TSDB records
that had undergone the single review queue or encounter-driven quality
assurance processes.’? We examined the records to ensure that each record
was exported to the appropriate screening databases. Additionally, we
reviewed the records to determine if basic information [SENSITIVE

50 The period of time for which a record would have been inappropriately watchlisted
to the No Fly list could range from a minimum of 1 day to a maximum of about 9 months,

51 we have consolidated our single review queue and encounter-driven quality
assurance sample selection and testing results here for ease of presentation. Although we
selected records from different subsets of the TSDB, each had been subjected to the same
quality assurance steps in the NDIU, making this consolidation possible. Details of our
sample selection and the populations from which we selected them are provided in
Appendix I.
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INFORMATION REDACTED] was shown consistently in all of the affected
databases.

Watchlist Designation and Handling Code Errors

Our review revealed that 7 of the 105 TSDB records examined were
not being exported to all appropriate downstream watchlists. Specifically,
three records were not exported to CLASS Visa. Moreover, these three
records and an additional three records were not exported to [SENSITIVE
INFORMATION REDACTED].5? Additionally, one record was not properly
exported to the Interagency Border Inspection System (IBIS).

We discussed these records with NDIU officials who agreed with our
findings. As a result of the TSC's failure to export the four records to IBIS or
CLASS Visa, which are used by U.S. screening agencies, the watchlisted
individuals could be issued a U.S. visa erroneously or inappropriately allowed
to enter the United States. The TSC's failure to export the six records to
[SENSITIVE INFORMATION REDACTED] can prevent U.S. allies from
identifying known or suspected terrorists and sharing additional intelligence,

Our review also revealed that in two instances the TSDB records did
not correctly indicate how the record would be seen within the IBIS system.
When records are exported from the TSDB to the IBIS system, watchlist
records can be identified with a special, less-intrusive handling code, as
described earlier. We identified two TSDB records that were exported to
IBIS with the special handling designation but should not be because the
subjects were considered armed and dangerous or were not deemed a
U.S. person. In addition to incorrect IBIS handling designations, an
additional three records contained improper VGTOF handling codes. As
discussed earlier, VGTOF handling codes instruct law enforcement officers
how to properly handle an encounter with a watchlist subject. Incorrect
watchlist designations and handling codes can place frontline screeners at
increased risk. .

Inconsistent or Incomplete Watchlist Records

Our review of the 105 TSDB records submitted to the TSC’s single
review queue or encounter-driven quality assurance examinations also
revealed that 35 TSDB records and the source or downstream records
contained inconsistent identifying information in one or more data fields. In
total, we identified 54 instances of inconsistent information. Our results are
displayed in Exhibit 3-2: »

52 ISENSITIVE INFORMATION REDACTED]
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EXHIBIT 3-2
TSDB Record Inconsistencies

[SENSITIVE INFORMATION REDACTED]

TOTAL 54
Source: OIG analysis of TSDB, TIDE, and VGTOF watchlist records

During our review, it became apparent that both the TSC’s quality
assurance efforts and our reviews of watchlist records identified errors and
inconsistencies in incoming records from the source agencies —~ NCTC and
the FBI. We discussed the watchlist nomination process with NCTC and FBI
officials, and both agency representatives stated that records are reviewed
for accuracy, completeness, and consistency before the records are
forwarded to the TSC. However, these efforts are failing to identify a
significant number of deficiencies in the nominated records. The TSC's
quality assurance efforts, therefore, are hampered by the inaccurate and
incomplete source material.

However, inconsistent records can confuse or delay TSC Call Center
operators in their efforts to determine if encountered individuals are a
positive match for watchlisted known or suspected terrorists. Further,
inconsistent information among databases involved in terrorism screening
indicates that at least one record may be incorrect. Incorrect records can
also misinform frontline screening agents and contribute to the
misidentification and delay of an innocent person or the inappropriate
release or admittance of a dangerous individual.

Quality Assurance Management and Oversight

In general, we believe the actions the TSC has taken to improve
quality assurance since our last audit are positive steps. We also recognize

53 Each entry in this column represents a TSDB record for which we determined that
the identified TSDB record field was not in agreement with TIDE and VGTOF. (We limited
our review to those databases.) It is possible for one record to have more than one error,
and the overall total is the number of field errors.
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that it is impossible to completely eliminate the potential for errors.
However, we identified inaccuracies in the TSDB that persisted even after
undergoing the quality assurance process. This underscores the need for
additional actions to ensure that the TSDB is a reliable source of information
about known or suspected terrorists. Specifically, as described below, we
believe that the TSC should: (1) work with the participating agencies to
improve coordination related to quality assurance work, including
establishing areas of responsibility and timeframes for following up on
quality assuranca matters; (2) develop a comprehensive standard operating
procedure for quality assurance matters; (3) regularly review the NDIU’s
quality assurance work; (4) develop a reliable and secure method for
tracking quality assurance matters that involve classified corre3pondence;
and (5) develop quality assurance benchmarks to monitor the TSC's
progress in conducting a record-by-record review of the TSDB.

Coordinating with Participating Agencies

According to TSC personnel, NDIU analysts should follow up on all
quality assurance matters every 30 days. However, the TSC does not have
a mechanism such as a standardized report or digital dashboard that
catalogs all outstanding quality assurance matters.> As a result, NDIU
analysts are not prompted to follow up on long-outstanding quality
assurance matters for which the TSC is waiting for a response from another
agency, such as NCTC. Rather, it is up to each individual analyst to take
follow-up action.

We examined a sample of 51 quality assurance matters opened
between February 2006 and February 2007 and found that the matters were
open from 0 days (the matter was closed the same day as it was opened) to
329 days. On average, quality assurance matters in our sample were open
for 80 days. We also obtained TSC data related to the number of quality
assurance matters identified and resolved between November 2006 and
March 2007.%% This data shows that the TSC is identifying incomplete or
inaccurate information in TSDB records faster than the matters are being
resolved.

54 A digital dashboard is a business management tool to visually display the status
of a business project. The dashboard can provide warnings, next steps, action notices, and
summaries of a project.

55 The TSC could provide historical data on quality assurance matters only since
November 2006 when the latest version of the TSDB was deployed.
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EXHIBIT 3-3
Cumulative Growth in Quality Assurance Matters
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Source: The Terrorist Screening Center

Exhibit 3-3 shows that the cumulative difference between quality
assurance matters identified and addressed has increased from 177 in
November 2006 to 2,514 in March 2007. A significant portion of the
increase in quality assurance matters processed by the TSC resulted from its
implementation of its No Fly special project in January 2007. However, the
TSC is regularly identifying errors or concerns with known or suspected
terrorist records. To resolve inaccuracies and inconsistencies in watchlist
records, the TSC usually must involve the source agencies - NCTC and the
FBI. TSC officials acknowledged that the TSC and the participating agencies
have not established timeframes for the resolution of quality assurance
matters.

We believe that the TSC needs to work more closely with watchlisting
agencies to better coordinate quality assurance efforts. This includes setting
a standard for the timeliness of response to quality assurance matters, as
well as delineating the roles and responsibilities of the various agencies
involved. To improve the overall quality of the watchlist, the TSC needs the
source agencies to provide records that are accurate, complete, and
consistent, and to respond to quality assurance matters within a reasonable
time. Without such an agreement, the TSC must expend additional effort to
resolve errors that should have been identified earlier in the nomination
process and continue to remind watchlist agencies about individual quality
assurance matters.

Further, the delayed closure of quality assurance matters directly
affects the accuracy of the consolidated watchlist database because records
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can contain inaccurate and incomplete information for extended periods of
time while the matter is being resolved. Therefore, in concert with the
development of established timeframes for resolving quality assurance
matters, we recommend that the TSC develop a tickler system or aging
schedule for its quality assurance work.

Standard Quality Assurance Procedures

During our audit, we personally observed NDIU analysts conducting
quality assurance reviews of watchlist records. We noted that the analysts’
method of performing their reviews was not always consistent. For example,
some analysts inspected all of the documents supporting a TSDB record,
while other analysts relied solely upon summary information. We also found
that the analysts were not documenting their quality assurance work
consistently. The TSC has an SOP for its quality assurance efforts which was
last revised on August 16, 2005. The document did not provide complete
guidance to the analysts on the processing of quality assurance matters.
Further, this SOP informs the analysts to review the record, but does not
detail what fields, supporting information, and other aspects of the record
the analysts should be verifying and comparing. In addition, these
procedures do not instruct the analysts on the necessary actions to take
when inaccurate or incomplete information is identified. Moreover, this
protocol does not mention the existence of special projects within the TSC’s
quality assurance efforts. We believe that the TSC should develop a
detailed, comprehensive gquality assurance SOP to better guide the NDIU
analysts through all aspects of their work.
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NDIU Analyst Oversight

The TSC provides only a few days of training to its quality assurance
analysts in the NDIU. Following the completion of that training, the analysts
begin working independently and no additional routine training or refresher
courses are required. However, staff meetings are held on an ad-hoc basis
to discuss specific issues that have been encountered. The TSC does not
have a mechanism for regularly spot-checking the work of its quality
assurance analysts to help ensure that the analysts are performing
appropriate reviews and keeping abreast of any process changes. We
believe that the TSC should develop a system for performing regular spot-
checks of NDIU analysts’” work to identify any weaknesses and needs for
additional training. This process should be included within the
comprehensive quality assurance SOP.

Handling Classified Quality Assurance Matters

Prior to April 2007, the TSC was using an in-house system called
quality assurance tracker to catalog all classified correspondence related to
quality assurance matters.>® However, TSC officials determined that the
database: (1) had reached its storage capacity, (2) temporarily lost an
estimated 2,000 records in January 2007, (3) did not have a reliable process
for backing up the data, (4) did not create any standard management
reports, (5) had no method for audit tracking, (6) had not been examined
and tested thoroughly by the FBI, and (7) was used by very few staff.
Therefore, the TSC shut down the database in April 2007 to prevent any
more problems with its use.

The TSC researched several possible long-term methods for tracking
classified quality assurance correspondence. As of April 2007, the TSC's
temporary method was to use electronic folders on a classified server. We
believe that this method will not be an effective method for tracking
classified correspondence. In addition, a quality assurance analyst in the
NDIU told us that the electronic folder method will be more time-consuming
and less useful than tracking their individual correspondence within e-mail
accounts and, as a result, some analysts do not plan to use the temporary
system. We believe the TSC needs to develop a more effective and user-
friendly means for temporary tracking of classified quality assurance
correspondence.

% The TSC cannot place classified information into its QA tickets because this
information is stored within the TSDB, which is an unclassified system.
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Progress on the TSC’s Record-by-Record Review of the TSDB

In responding to our earlier audit, TSC officials reported that they
planned to conduct a record-by-record review of all records within the TSDB.
In February 2006, TSC officials estimated that this review would not be
complete until 2012. At the time of our current audit, the record-by-record
review was ongoing through the three-pronged strategy of the NDIU ~ the
single review queue, encounter-driven quality assurance reviews, and
special projects. TSC officials told us that they plan to examine the TSDB
following the completion of the on-going special projects and determine how
many TSDB records have not yet been reviewed. The TSC then plans to
review any previously unexamined records in an effort to examine the entire
TSDB.

In February 2007, TSC officials told us that since the inception of the
single review queue in March 2006 over 670,000 TSDB records had been
reviewed and the agency had revised its estimated completion date. TSC
officials now project that the record-by-record review will be complete by the
end of 2007.

Yet, we believe that the TSC may have overstated the number of
records reviewed and is underestimating the amount of time and effort that
it will take to complete its review of the entire TSDB. We base these
conclusions on the following factors:

. As previously discussed, the TSC's single review queue and
encounter-driven quality assurance processes do not sufficiently
ensure the quality of the watchlist records. Therefore, the TSC
should reconsider records examined in these processes in its
count of records reviewed.

. The number of records reviewed is not limited to the review of
unique records. Rather, the TSC's quality assurance process
allows for one record to be reviewed multiple times: through the
single review queue, following each request to modify or delete
the record, in accordance with one or more special projects, and
subsequent to each encounter. Therefore, we believe that the
TSC’s cumulative tally of records reviewed can include records
counted multiple times.

. Between September 2006 and April 2007, the TSDB grew at an
average rate of over 20,000 records per month, or
approximately 174,000 additional records during this 8-month
period. This growth adds to the analysts’ workload. Since
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April 2004, the TSDB has more than quadrupled in size, growing
from 150,000 to 724,442 records in April 2007.

. In February 2007, there were about 3,000 open quality
assurance matters that required follow-up.

We believe that, if the number of records in the TSDB continues to
grow at the current rate and the number of quality assurance matters
similarly increases, the NDIU will not complete the record-by-record review
of the TSDB by the end of 2007 as anticipated. We recommend that the TSC
accurately determine the magnitude of the unexamined portion of the TSDB
so that agency officials can implement a sound plan for examining those
records and develop a realistic completion date for the endeavor. Further,
the TSC should establish benchmarks against which it can measure its
progress.

TSC Efforts to Enhance Terrorist Watchlisting

Although we identified several actions that the TSC should take to help
improve the accuracy and completeness of watchlist records, our audit also
revealed a recent TSC initiative that we believe is a noteworthy practice for
enhancing watchlist records. Specifically, we noted that the TSC runs a
report each week of NCIC hits in VGTOF and compares these hits to positive
encounters in its Encounter Management Application (EMA) database to
determine if each hit was called into the TSC Call Center. Performing this
review offers the TSC an opportunity to educate local law enforcement
officers about the importance of the TSC mission and determine if there
have been additional known or suspected terrorist encounters of which the
TSC was previously unaware. If the encountered individual was a positive
identity match to a terrorist watchlist record, then any new information
obtained during the encounter should be added into the TSDB record to
enrich the record and provide added value to the intelligence community.
TSC officials stated that currently they are identifying an average of 40 to
70 encounters each week that are not being called into the TSC. When the
TSC identifies a hit that was not called into the call center, this information is
relayed to the FBI. In turn, the local FBI field office is asked to follow up
with the local law enforcement agency that ran the NCIC check. The FBI
field office sends an agent to the local, state, or tribal law enforcement
agency to obtain any information about the encounter and to remind the law
enforcement agency that they should call all NCIC hits for known or
suspected terrorists into the TSC Call Center.

We believe this practice can provide useful information for enriching
the watchlist records. However, we noted that although the NCIC hit report
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is run on a weekly basis, it is taking an additional 2 weeks to notify the FBI
of these encounters. Our concern with the 2-week time lag is that some
focal, state, and tribal law enforcement personnel will not remember clearly
the encounter by the time they are contacted by the FBI, which can result in
a missed opportunity to obtain new information. TSC officials told us that
they are working with the FBI to expedite this process.

We were also told that other law enforcement agencies do not always
follow up with the TSC to inform them about any newly obtained encounter
information. Considering that approximately 60 percent of the encounters
are identified by the CBP, the TSC should explore methods for performing
similar enrichment exercises related to other screening agency encounters.

Conclusion

The TSC has made significant strides in its quality assurance efforts
since our last review, including the creation of the NDIU and the
development of new quality assurance processes. In addition, the TSC’s
goal to perform quality assurance testing of all new and historical records in
the TSDB is a positive step. However, we believe that more needs to be
done to ensure the accuracy of the watchlist records.

The number of quality assurance matters identified by the TSC
increased from about 2,500 in November 2006 to over 20,000 in
March 2007, with the number of unresoived matters increasing from 177 to
2,514 during this period. Additionally, the overall size of the consolidated
terrorist watchlist has quadrupled in size since the TSC’s inception,
increasing from about 150,000 records in April 2004 to over 700,000 as of
April 2007, This growth further adds to the amount of work for the TSC
quality assurance staff to ensure the quality of the records in the
consolidated watchlist database.

Our review found that the TSC has not developed a detailed plan of
action and benchmarks or milestones to accomplish its goal of reviewing
every record in the watchliist database. Additionally, we found errors in
records that had undergone routine TSC quality assurance reviews, but a
higher quality for watchlist records examined in TSC special project
reviews.

We also found that the TSC’s SOP for quality assurance matters did
not provide sufficient guidance for analysts to use in performing their
examinations of watchlist records. Further, the TSC’s oversight and internal
controls over the quality assurance process did not detect the continued
existence of significant record errors and omissions. Finally, we believe the
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TSC is hampered by the lack of agreements with the nominating and
screening agencies. Such agreements could improve the timeliness for
resolving quality assurance matters and help ensure that additional
information is obtained during encounters with known or suspected
terrorists.

Without a standardized process, adequate internal controls, and
agreements with source and watchlist agencies, watchlist records may
remain inaccurate and incomplete for an unnecessary amount of time.
Before the records are corrected or updated, law enforcement agencies may
encounter watchlisted individuals. Additionally, inaccurate records can cause
screeners to unnecessarily delay or detain individuals misidentified as a
known or suspected terrorist.

Recommendations
We recommend that the TSC:

7. Correct the records identified by the OIG containing incorrect
watchlist designations, handling code errors, and inaccurate and
inconsistent information.

8. Coordinate with NCTC and the FBI to implement an agreement that
establishes the areas of responsibility and the timeframes for data
guality assurance matters.

9. Develop a comprehensive standard operating procedure that
describes the TSC’s three-pronged quality assurance strategy and
details the methodology to be used in performing quality assurance
reviews.

10. Develop a process to perform regular spot-checks of NDIU analysts’
work to identify any weaknesses and need for additional training.

11. Develop an improved and user-friendly process for tracking classified
correspondence related to quality assurance matters.

12, Develop a tickler system or digital dashboard for all pending quality
assurance matters.

13. Develop a comprehensive plan, including benchmarks or milestones,
to complete the record-by-record review of the TSDB.
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14. Coordinate with other partner agencies to establish a formal process
for relevant encounter information to be captured by frontline
screening agents and returned to the TSC to update watchlist records.
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III. TERRORIST WATCHLIST REDRESS

The TSC has developed comprehensive procedures, has
dedicated staff, and coordinates with partner agencies to help
ensure that it effectively and efficiently processes complaints
from individuals experiencing delays or difficulties due to
terrorist watchlist screening. Our review found that the TSC was
following its procedures and reaching appropriate resolutions in
such redress reviews. TSC redress disposition data indicated
that nearly half of the total closed redress reviews resulted in a
modification to or removal of a terrorist watchlist record. We
believe that the TSC’s redress review results provide a further
indicator that watchlist data needs continuous monitoring and
attention.

We also found that there are excessive delays in closing redress
matters. Additionally, we believe that the TSC should use
information related to terrorist watchlist identities that are
frequently the subject of watchlist encounters to proactively
initiate redress reviews before complaints are filed.

Overview of the TSC’s Redress Efforts

Persons stopped as a result of watchlist matches may be actual
watchlist subjects, individuals misidentified to a terrorist identity, or
someone mistakenly included on the watchlist. As a result of the terrorist
watchlist screening process, individuals may complain that they were
adversely affected and seek relief. Individual government agencies involved
in terrorist watchlist screening should have a redress process to effectively
resolve the complaint and respond to the complainant. Similarly, the TSC
should have reasonable procedures to provide redress for individuals from
faulty watchlist identifications.

When we initiated our first TSC audit in 2004, the TSC did not have an
established process for handling inquiries related to private individuals who
sought watchlist information following their involvement in a screening
encounter. In January 2005 the TSC assigned staff to address terrorist
watchlist screening complaints and began to develop a strategy for redress
matters. In our previous audit report, we recommended that the TSC
develop formal procedures for handling redress inquiries. In response, the
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TSC formalized its process by implementing an official Redress SOP in
July 2005 and a revised version in May 2007.%7

In brief, individuals who believe they were unnecessarily and adversely
affected by watchlist-related screening procedures may file a redress
complaint with the agency involved in the event. For example, if an
individual is prohibited from boarding a commercial airline flight, the person
would contact the TSA to file a redress complaint. If the TSA determines
that the event was related to terrorist watchlist screening, the complaint is
forwarded to the TSC for review. Once the TSC has completed its
examination, it makes any necessary changes toc associated watchlist
records and forwards its results back to the TSA, which provides feedback to
the complainant.

In November 2005, the TSC created a separate Redress Office to
process redress matters. As of April 2007, the TSC Redress Office was
managed by the Redress Officer and supported by four analysts and one
management assistant. TSC officials said they plan to expand the Redress
Office to seven analysts.’® The analysts in this office are responsible for
reviewing redress inquiries, corresponding with partner agencies for
clarification or additional information, and recommending to the Redress
Officer how to dispose of an inquiry. The Redress Officer is responsible for
supervising the analysts, reviewing each redress evaluation, facilitating
coordination with other agencies, and finalizing the disposition of the redress
inquiry.

We believe the TSC has taken a number of other positive steps to
address redress matters since our prior audit. For example, the TSC helped
to spearhead the creation of a multi-agency agreement addressing watchlist
redress. In addition, the TSC has enhanced its own procedures for handling
redress matters.

However, in this audit we identified areas in need of continued
improvement and further development, such as the timeliness of redress

57 The TSC's revised May 2007 Redress SOP includes more detailed guidance and
reflects changes within the TSC, such as technology improvements, organization structure,
and staffing. The revised Redress SOP also expanded TSC redress disposition categories
and provided more detailed instructions on its redress processing as well as the
incorporation of new technology and terminology.

%8 As of April 2007, the TSC allocated six analyst positions to its Redress Office, of
which four positions were filled. The TSC reported that it expected to add an additional
analyst position for a total of seven.
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matter resolution and utilizing encounter information to provide redress
without a complaint being submitted. These issues are discussed below.

Multi-agency Redress Agreement

In December 2006, a muiti-agency agreement entitled Memorandum
of Understanding on Terrorist Watchlist Redress Procedures (Redress MOU)
was developed by a working group of representatives from the various
agencies involved in terrorist watchlisting and screening. Representatives
from the Privacy and Civil Liberties Oversight Board of the Executive Office
of the President were also included in the development of the MOU.*° As of
April 2007, the Redress MOU was being circulated for signature by the heads
of the TSC, DOJ, DHS, State Department, the Office of the Director of
National Intelligence (ODNI), the FBI, the Central Intelligence Agency (CIA),
NCTC, the Department of Defense (DOD), and the Department of the
Treasury.®

The Redress MOU formalizes the responsibilities of each agency in
adjudicating redress inquiries. The agreement requires each agency to
assign redress responsibilities to a senior official and commit necessary
resources to ensure the efficiency of the redress process and compliance
with the Redress MOU. The Redress MOU notes that the TSC has ultimate
authority on redress decisions related to the terrorist watchlist.

Overview of the Terrorist Watchlist Redress Process

On February 20, 2007, DHS and the State Department implemented
the Traveler Redress Inquiry Program (TRIP). This program established a
centralized portal for persons to file complaints regarding difficuities
experienced at screening points during travel, such as airports, train
stations, and border crossings. DHS headquarters officials informed us that
TRIP will also help coordinate the resolution of complaints, monitor trends in
complaints, and measure redress process efficiencies.

Exhibit 4-1 shows a basic illustration of the U.S. government’s process
for addressing redress inquiries related to the terrorist watchlist.

5% The Privacy and Civil Liberties Oversight Board advises the President and other
senior executive branch officials on matters with respect to privacy and civil liberties.

8 The TSC reported that as of April 18, 2007, all agencies had signed the
agreement except the DOD, the CIA, and the State Department.

51 The TSA makes final decisions on No Fly list redress appeal matters,

- 47 -
REDACTED FOR PUBLIC RELEASE



241

REDACTED FOR PUBLIC RELEASE

EXHIBIT 4-1
Flowchart of Terrorist Watchlist Redress Process

Not related
to watchlist

Source: The Terrorist Screening Center
Receipt of Redress Complaints

Complainants file redress inquiries with the frontline screening
agencies involved in the encounters, such as to the FBI or through TRIP for
DHS and the State Department.®? As shown in Exhibit 4-1, the screening
agency reviews the complaint and determines if the inquiry relates to a
possible terrorist watchlist match.

52 The FBI is typically not the agency encountering the individual, but its NCIC system is
used in the screening process. Therefore, the FBI is considered the screening agency in such
instances.
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Individuals can also be affected by screening protocols unrelated to
the terrorist watchlist, such as through random search procedures or other
security screening practices. Despite someone’s actual presence or non-
presence on the terrorist watchlist, individuals may assume they have been
mistakenly included on the watchlist or misidentified to a terrorist watchlist
identity and submit a complaint requesting relief. If the screening agency
determines that the complaint is not related to the terrorist watchlist, it
should resolve the matter internally and respond to the complainant. For
example, an airline may deny a person from boarding an airplane because of
drunkenness or disorderly behavior. Complaints related to these types of
matters and others unrelated to the terrorist watchlist should not be referred
to the TSC.

However, the screening agency should refer to the TSC all redress
inquiries determined to pertain to a possible watchlist match. From
January 2005 through February 2007, the TSC received 438 such redress
referrals. As illustrated in Exhibit 4-2, 96 percent of the redress inquiries
referred to the TSC were forwarded by DHS components (CBP, TSA,
Immigration and Customs Enforcement (ICE), and other DHS entities). The
TSA referred nearly one-half of all redress inquiries received by the TSC.
Non-DHS agencies referred a total of 19 redress matters, including the FBI
(9 referrals), the State Department (3 referrals), state and local law
enforcement agencies (6 referrals), and the Executive Office of the President
(1 referral).

EXHIBIT 4-2
TSC Redress Referrals by Referring Agency
(January 2005 through February 2007)

Other
_ agencies
719 referrals
4%

DHS other
33 referrals—
8% O\

Scap
91 referrals
21%

Source: The Terrorist Screening Center Redress Office
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TSC Redress Process

When the TSC receives a redress complaint, the TSC Redress Office
analyst assigned responsibility for resolving the complaint determines the
relationship of the complainant to the terrorist watchlist and places the
individual in one of the following three categories: (1) non-related,

(2) positive match, and (3) misidentified.

Non-related — The analyst may determine that the complainant does
not match a terrorist watchlist identity and was not the subject of an
encounter involving a potential match. Essentially, the inquiry should not
have been referred to the TSC in the first place. In these cases, the TSC
returns this matter to the appropriate screening agency for resolution.

Positive Match — A complainant who matches an identity on the
terrorist watchlist and was the subject of at least one watchlist-related
encounter is considered a positive terrorist watchlist match. For positive
match redress referrals, a Redress Office analyst conducts a complete review
of the watchlist records to ensure information on the individual meets the
criteria for watchlisting and is accurate, complete, and current. This review
will also include contacting the nominating agency to obtain any new
information on the individual not yet available to the TSC.

After reviewing this information, the analyst recommends that a
record: (1) remain unchanged, (2) be modified, or (3) be removed from the
watchlist. If it is determined that the watchlist record is accurate, complete,
and current, the analyst then recommends that no changes be made to the
record or the watchlist status of the individual.

For some redress inquiries, the analyst recommends a modification to
the record. This could entail updating the record with new information or
correcting errors in the record. Another recommended revision may include
changing the watchlist status of an individual, such as removing a person
from the Selectee list or escalating a person’s watchlist status from the
Selectee list to the No Fly list.

The last disposition scenario for a positive match record involves
removing the identity record from the terrorist watchlist altogether. Based
on a review of relevant and current information, the analyst may determine
that an identity does not meet the criteria for inclusion on the terrorist
watchlist.

Misidentification - An individual who is the subject of a terrorist-
related screening but whose identity is not on the terrorist watchlist is
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considered to have been misidentified. Redress referrals for misidentified
complainants are processed by the TSC similarly to positive match referrals.
The Redress Office analyst assigned the inquiry reviews the terrorist
watchlist record involved in the misidentification and ensures that the record
is accurate, complete, and current. The analyst then recommends any
necessary changes to the record or watchlist status.

If, as a result of a redress review, the TSC recommends a change to
the watchlist record or status (for either a positive match or misidentification
referral), the Redress MOU and the TSC Redress SOP both require that the
TSC discuss its findings with the nominating agencies. While the nominating
agencies may provide input, the TSC has the ultimate authority to resolve all
terrorist watchlist redress matters. Finally, the TSC Redress Office ensures
that the necessary changes are made to watchlist records before closing its
review and alerting the frontline screening agency of its resolution. The TSC
does not respond to the complainant. Rather, the TSC coordinates with the
frontline screening agency, which should submit a formal reply to the
complainant.

The TSC's revised May 2007 Redress SOP includes an expansion of the
redress disposition categories. The non-related category was expanded to
capture two additional situations: (1) instances in which the TSC
administratively closes its review because screening agencies do not comply
with TSC redress requirements, and (2) occasions that a redress complaint
was considered moot because the terrorist identity to which the redress
inquiry refers was already removed from the watchlist through normal
watchlist modification or quality assurance procedures. In addition, the TSC
renamed its misidentification category to “near match.” Lastly, the TSC
added one disposition category to use when the TSC Call Center incorrectly
identified an individual as a positive watchlist match. The TSC believes its
expansion of disposition categories Vili allow it the ability to better track its
redress resolutions and to identify areas in the watchlist process that could
be improved. For instance, the Redress Office could find that the TSC Call
Center’s percentage of incorrect identifications has increased significantly
and recommend that a thorough review be conducted.

Disposition of Redress Complaints

The TSC tracks its processing and disposition of redress inquiries in a
TSC database. At the time of our review, the database included only those
disposition categories used by the TSC prior to the revision of the TSC's
Redress SOP. The disposition for the 388 redress inquiries closed by the
TSC between January 2005 and February 2007 is shown in Exhibit 4-3.
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EXHIBIT 4-3
TSC Redress Complaint Disposition

St;urce. The Terfonst Screening Ce‘n‘ter Rédress Office
Misidentified Complainants

TSC redress complaint disposition data show that 13 percent of the
388 closed redress inquiries were for complainants who were misidentified to
a terrorist identity and were not an actual watchlist subject.

According to the TSC, the most common cause of a misidentification is
name similarity. As previously discussed, the watchlist is identity-based and
relies on name searches in order to vet persons against the watchlist. This
can result in a person with an identical or similar name being identified as a
terrorist watchlist identity. In many instances the screening agency can use
additional identifying information, such as a date of birth or a passport
number, to eliminate the individual as a terrorist watchlist match.®?

Positive Watchlist-Match Complainants

Of the 388 redress complaints reviewed by the TSC between
January 2005 and February 2007, 80 percent involved complainants who
were on the terrorist watchlist. Through its redress review process, the TSC
determined that watchlist records for 35 percent of the closed positive

83 gcreening agencies have also developed programs to assist persons repeatedly
misidentified to terrorist watchlist identities. For instance, an individual can voluntarily
submit personal-identifying information to the TSA and request to be placed on the TSA
Cleared List. If approved for placement on the Cleared List, the individual’s name and
personal-identifying information can be used to more quickly determine that the individual
is not on the No Fly or Selectee lists. Similarly, the CBP and the State Department have
implemented procedures to annotate records of misidentified persons in their databases to
help avoid future port-of-entry screening and visa application delays. These actions are
particularly helpful for a non-watchlist individual with an exact or a very similar name match
to a known or suspected terrorist,
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watchlist-match redress complaints required no change, 25 percent required
some modification to the watchlist records, and 20 percent necessitated
removing the complainant’s identity from the watchlist.

Therefore, the TSC determined through its review that 45 percent of
the watchlist records related to redress complaints were inaccurate,
incomplete, not current, or incorrectly included.®® TSC officials stated that,
in some instances, at the same time that a nominating agency was going
through the process of having an individual removed from the watchlist, that
individual filed a redress complaint. In other instances, the TSC Redress
Office found inaccuracies in the watchlist record or discovered additional,
relevant information that had not been passed to the TSC.

Specifically, in 76 redress reviews, the TSC determined that the
individual should not be watchlisted. In an additional 97 instances, the TSC
found that the watchlist record was inaccurate or incomplete. The TSC's
redress review results indicate that the watchlist includes individuals that
should not be watchlisted and that other records contain deficiencies. These
results are further evidence that watchlist data needs continuous monitoring
and attention.

At the time of our review, the TSC did not track whether a change to
the watchlist record was the result of a TSC redress review or whether the
change was coincidental to a concurrent nominating agency submission of
information to update the watchlist record. The TSC believes its expanded
disposition categories will better account for these scenarios and provide a
more accurate picture of redress resolution. The TSC Privacy Officer
acknowledged that the high percentage of records requiring modification or
removal may point to deficiencies in the terrorist watchlist nomination
process and with nominating agencies not providing the TSC additional
information important to appropriately update terrorist records.

Timeliness of Processing Redress Complaints

For each redress complaint it receives, the TSC develops a file folder
and inputs information into a redress tracking database. The redress file
contains information obtained, verified, and developed by the Redress Office.
The file contains the Redress Office’s review of relevant databases,
correspondence with partner agencies, rationale for the resolution of the
complaint, and management review.

5% This 45 percent does not include the terrorist records that were modified or
removed as part of a redress inquiry by a misidentified individual because the TSC did not
specifically track those types of dispositions.
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We judgmentally selected 20 redress inquiries the TSC received
between January 2006 and February 2007 and reviewed the corresponding
redress files to determine if the TSC followed its Redress SOP for resolving a
redress complaint. We found the TSC complied with its Redress SOP in all
20 cases, including reviewing the applicable screening and intelligence
databases, coordinating with partner agencies, and reaching appropriate
resolutions.

We also reviewed TSC redress files and statistics to determine the
efficiency of redress reviews. Our analysis of TSC data reveals that it took
the TSC, on average, 67 days to close its review of a redress inquiry.®> For
redress matters referred to the TSC during the last semiannual period in our
review (July through December 2006), it took the TSC an average of
57 days to finalize its review.

In addition to closed matters, we also analyzed the number of days
that pending TSC redress matters had been open. The TSC had a total of
50 open redress inquiries as of February 27, 2007 and the average number
of days these matters were open was 61. Of these inquiries, 38 percent
were open over 60 days, including 2 inquiries that were pending over
180 days. Exhibit 4-4 details the number of days the 50 redress matters
were open as of February 27, 2007.

EXHIBIT 4-4
Open TSC Redress Matters

180 days or more

less than 30
ot
e Terrorist Screening Center Redress Office

days 20 40%

Source: TH

Our analysis of closed and open redress matters indicates that it takes,
on average, about 2 months for the TSC to finalize its review of a redress
inquiry. TSC redress files included copies of e-mails and records of
discussion between the TSC Redress Office and nominating agency
personnel, as well as an accounting of other significant actions taken by TSC

85 Redress matters pending as of February 27, 2007, were not included in our
analysis of closed redress matters.
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analysts to resolve the inquiry. TSC officials stated that each redress review
is unique and that more complex cases require a longer review period.

Our review of TSC redress files revealed that long review periods were
caused by a variety of factors. In some instances, the TSC took a significant
amount of time to finalize its determination before coordinating with other
agencies for additional information or comment. A TSC official involved in
redress also stated that the Redress Office staffing level sometimes affected
the TSC's ability to reach timely determinations. At times, the Redress
Office used staff from other TSC units on a collateral, part-time basis. These
persons would process redress matters when not performing their primary
responsibilities and as time permitted. However, the TSC determined that
this collateral assignment method did not provide the most efficient or
effective means of resolving redress matters and, as a result, stopped this
practice as of April 2007.

Other lengthy redress reviews were affected by nominating agencies
not providing timely feedback to the TSC or not efficiently processing
watchlist paperwork. The coordination TSC conducts with nominating
agencies on redress matters includes corresponding with subject matter
experts and case agents for clarification or updated information, requesting
necessary watchlist processing documents (such as the FBI's terrorist
watchlist nomination and modification form), and resolving differences of
opinion between the TSC and nominating agency. For two redress matters,
we found that the TSC repeatedly requested the FBI to file necessary
paperwork in order to modify the watchlist records, and that it was finally
able to close the matters over 140 days after its original requests. Further,
we reviewed another redress file showing the FBI closed a preliminary
investigation on an individual in November 2005. However, it did not notify
the TSC that it determined the individual had no nexus to terrorism and
should be removed from the watchlist. The TSC’s redress review finally
effected the overdue removal of this individual from the watchlist in
January 2006.

Additionally, our file review found that certain screening agencies were
slow to update their databases with accurate and current information. For
instance, the State Department and the CBP did not revise encounter
records in the IBIS database in a timely fashion to reflect modified or
removed terrorist identities. For example, in one case the CBP did not make
a TSC-requested change for more than 130 days.

TSC officials noted that no response timeframes have been established
with partner agencies for redress matters. The Redress MOU states that one
of the goals of the redress process is to provide for a timely review, but
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explicit timeframes are not defined. We believe that timeliness measures
should be established for resolving terrorist watchlist redress complaints and
responding to complainants. The TSC Privacy Officer stated a next step in
improving terrorist watchlist-related redress coordination among
government agencies is to negotiate timeframes for redress processing.
Given the TSC's responsibility for the content of the consolidated terrorist
watchlist and its role in developing the Redress MOU, we recommend that
the TSC attempt to coordinate timeliness measures for the entire watchlist
redress process.

Response to Redress Complainants

The TSC does not respond to complainants filing redress inquiries.
Instead, the TSC notifies the frontline screening agency of its disposition
decision as it relates to the terrorist watchlist. The frontline screening
agency involved in the watchlist-related encounter prompting the complaint
is responsible for responding to the complainant. TSC policy dictates that
responses to complainants neither confirm nor deny the existence of
watchlist records relating to the complainant. This nondisclosure policy
exists to protect U.S. counterterrorism operations and intelligence objectives
and to safeguard the personnel involved in these sensitive activities. The
TSC works with screening agencies such as the TSA in developing
appropriate language for responding to complainants.

While the FBI is not the user of the NCIC database during a terrorist
watchlist-related encounter involving a state or local law enforcement
officer, it is the de facto screening agency in instances involving its NCIC
database, and therefore responsible for responding to redress complaints
concerning its database.®® In May 2007, the FBI implemented a watchlist
redress policy, identifying its Terrorist Review and Examination Unit (TREX)
as responsible for processing the FBI's review of redress matters and for
responding to complainants for NCIC-related complaints.®” However, before
it developed this policy, the FBI had not decided how it would respond to
complainants, and we found that as of June 2007 it had not responded to a

56 A typical NCIC-related encounter involves a state or local law enforcement officer
conducting a routine traffic stop. The officer searches the subject’s identification
information (full name and date of birth) through the NCIC system to check for any
outstanding warrants on the person. In the event the person is a possible terrorist watchlist
identity match, the NCIC system will instruct the officer to contact the TSC to confirm the
identity of the individual as an actual watchlist subject and to be instructed on the proper
handling procedures for this individual.

87 As stated earlier, only 4 percent of the redress referrals provided to the TSC from
January 2005 through February 2007 were from non-DHS components such as the FBI.
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redress complainant on a matter the TSC had closed on February 13, 2007,
and had forwarded to the FBI for action.

Appeal of Redress Disposition

If a complainant is not satisfied with the disposition of an initial
redress inquiry, the complainant may file an administrative appeal where
available by the screening agency. The Redress MOU outlines the
responsibilities for each agency in processing an administrative appeal of an
original redress inquiry determination. Additionally, the TSC adopted a
separate Redress Appeals SOP in November 2006 to expressly describe its
administration of an appealed redress decision. The TSA is the only frontline
screening agency that has developed its own process for redress appeals.

The TSC Redress Appeals SOP stipulates that a complete analysis of
the appeal be performed by the TSC Legal Department, a unit separate from
the Redress Office. The TSC prohibits the TSC Redress Office and any
personnel involved in the original redress review from direct involvement in
the redress appeal process. According to the SOP, the TSC will alert NCTC
and the nominating agency that an appeal has been submitted, and it will
facilitate necessary communication between the nominating and screening
agencies. The final recommendation or decision is determined by the TSC
Redress Appeals Board, comprised of TSC Deputy Directors. For an appeal
involving a No Fly watchlist status, the TSC recommends a disposition and
the TSA has the final decision authority.

As of May 1, 2007, the TSC had received four redress appeals. It
resolved two appeals, and these resulted in downgrading the watchlist status
of the individuals. The remaining two appeals had been pending resolution
for 83 and 167 days, according to the TSC. The TSC stated that staffing
constraints hindered its ability to more quickly resolve these redress
appeals. The TSC informed us that in April 2007 it was able to assign
redress appeal duties to a permanent staff position and the TSC believes
that this action will improve the TSC's timeliness in resolving redress
appeals.

Proactive Redress

It is possible for the TSC and other watchlist agencies to use available
information to provide unsolicited relief to non-watchlist persons identified
by the terrorist watchlist process. Besides its standard redress reviews, the
TSC Redress Office also conducted ancillary evaluations of persons reported
to have been identified by terrorist watchlist screening who had not filed a
formal complaint. Additionally, the U.S. government, including the TSC and
screening agencies, has information on persons misidentified as a terrorist
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watchlist subject in the various screening databases. However, the

U.S. government, including the TSC, is not currently coordinating the use of
this data in attempts to proactively reduce the incidence and impact of
misidentifying persons as watchlist subjects.

TSC Informal Redress Reviews

Typically, the TSC undertakes a redress review only when an individual
submits a formal redress request. Occasionally, however, the TSC Redress
Office reviews records outside this formal process. The TSC may be asked
by a government official to look into a matter or it may acquire from a news
media publication the name of a person possibly stopped due to the terrorist
watchlist. For instance, a newspaper may publish an article explaining that
a foreigner was not allowed to board a flight destined for the United States
and the TSC Redress Office believes that the TSC should research the
events. In such a case, the TSC Redress Office performs an evaluation
similar to its formal redress review for such matters. First, it determines if
the person was the subject of a terrorist watchlist-related encounter. If so,
it reviews the related watchlist record for accuracy and completeness,
making changes and updates as necessary.

The TSC Redress Office maintains a log that records the intake and
resolution of these proactive reviews. Our review of this log shows that
since this initiative began in December 2005, the TSC had resolved 76 cases
through March 1, 2007, tracking them according to its redress disposition
categories. Exhibit 4-5 shows that over 80 percent of these reviews
involved an individual who experienced a watchlist-related encounter
{misidentification and positive-match categories). Of the 32 positive
matches, terrorist records were modified or removed from the watchlist for
16 of the reviews.

EXHIBIT 4-5
TSC Informal Redress Reviews

Further Investigation®®

Source: The Terrorist Screening Center Redress Office

%8 Two of the TSC Redress Office’s informal reviews required further investigation in
order to determine the relationship of the individual to a watchlist identity.
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Use of Watchlist Encounter Information for Misidentified Individuals

The TSC has a record of all potential terrorist watchlist encounters
referred to its call center, including information on positive, negative, and
inconclusive encounters.®® Therefore, the TSC has knowledge of the
watchlist records involved in the negative encounters referred to its call
center, as well as information on the individual that was misidentified as a
potential terrorist for a period of time.

The TSC does not have any policy or procedures to proactively use
information from negative encounters to reduce the incidence and impact of
terrorist watchlist misidentifications. Moreover, the TSC’s strategic plan
does not include goals or actions associated with reducing the incidence of
misidentifications or the impact on misidentified persons, other than that
covered by the formal redress process. Considering that 43 percent of all
encounters referred to the TSC Call Center are negative for a watchlist
match, we believe the TSC should develop strategic goals and policy specific
to mitigating the adverse impact of the terrorist screening process on non-
watchlist subjects, particularly for individuals who are repeatedly
misidentified as potential watchlist subjects.

Additionally, we believe the TSC should consider developing the ability
within its encounter tracking system or consolidated watchlist database to
alert the TSC to take proactive action on watchlist records that have been
the subject of a certain number of encounters, For example, the system
could be programmed to automatically generate a quality assurance lead for
the TSC to perform a comprehensive review of the terrorist record. Such a
function would help certify that a watchlist record frequently the subject of
encounters, whether the encounters are positive, negative, or inconclusive,
is accurate, complete, and current. This is important for both appropriately
handling suspected or known terrorists and for reducing the adverse effects
on persons misidentified as watchlist subjects.

Conclusion

Screening agencies across the federal government are in the process
of instituting an interagency agreement that will formalize the
U.S. government’s review of redress inquiries from individuals who complain
they were adversely affected during watchlist screening. Additionally, the

5 Not all potential watchlist matches are referred to the TSC. If possible, screening
agencies resolve negative encounters without contacting the TSC by comparing information
on the encountered individual to the potential terrorist watchlist identity match. Screening
agencies contact the TSC Call Center on all encounters where it cannot definitively make this
determination,
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TSC has developed its own SOP for processing redress complaints. We
found that the TSC generally followed these procedures, the procedures are
comprehensive, and TSC staff resolved redress matters logically and
accurately.

However, our examination of TSC redress files also revealed that the
TSC’'s comprehensive redress reviews often resuited in watchlist record
changes and removals. We believe that the high percentage of redress
reviews resulting in changes to or removals of watchlist records provides
further evidence that watchlist data needs continuous monitoring and
attention.

Our review also revealed that watchlist agencies, including the TSC
and nominating and screening agencies, sometimes caused unnecessary
delays in closing redress inquiry reviews. We recommend that the TSC
coordinate efforts for the watchlist agencies to develop timeliness measures
for each stage in the redress process.

Recommendations

We recommend that the TSC:

15. Organize a working group comprised of representatives from agencies
involved in the terrorist watchlist redress process to develop
timeliness measures for each phase in the redress process.

16. Develop goals and measures for its strategic plan to reduce the
incidence and impact of misidentifications.

17. Develop procedures to proactively review terrorist watchlist identities
that are frequently the subject of watchlist encounters, no matter if
the encounter was positive, negative, or inconclusive.

We recommend that the FBI:

18. Develop and implement timeliness measures to ensure that the FBI
responds in a timely manner to redress inquiries from complainants
subject to terrorist watchlist-related encounters involving the NCIC
database, including the complainant identified by the OIG whose
complaint has been pending since February 2007.
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STATEMENT ON INTERNAL CONTROLS

In planning and performing our audit of the TSC, we considered its
control structure for the purpose of determining our audit procedures. This
evaluation was not made for the purpose of providing assurance on the TSC
management control structure as a whole. However, we noted certain
matters involving management controls that we considered to be reportable
conditions under the Government Auditing Standards.

Reportable conditions involve matters coming to our attention relating
to significant deficiencies in the design or operations of the management
control structure that, in our judgment, could adversely affect the TSC's
ability to maintain and disseminate accurate and complete information on
known or suspected terrorists used during watchlist screening. We identified
weaknesses in the TSC’s internal control structure that resuited in inaccurate
and incomplete watchlist records and terrorist identities not being correctly
exported to downstream watchlist databases. These issues are discussed in
Findings I, II, and III of the report.

Because we are not expressing an opinion on the TSC’s management
control structure as a whole, this statement is intended solely for the
information and use of the TSC management. This restriction is not
intended to limit the distribution of the report,
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STATEMENT ON COMPLIANCE WITH LAWS AND
REGULATIONS

In connection with this audit of the TSC, as required by generally
accepted government auditing standards, we reviewed management
processes and records to obtain reasonable assurance about the
organization’s compliance with laws and regulations that, if not complied
with, in our judgment, could have a material effect on TSC operations.
Compliance with laws and regulations applicable to the management of the
TSC is the responsibility of the TSC’s management.

Our audit included examining, on a test basis, evidence about laws and
regulations related to the maintenance and sharing of information on
suspected or known terrorists. The specific laws and regulations we
reviewed included the relevant portions of:

« Intelligence Authorization Act, Public Law 108-177;

« Homeland Security Presidential Directive 6; and

» Homeland Security Presidential Directive 11.

Our tests of the consolidated terrorist watchlist identified weaknesses
related to the accuracy and completeness of the data which is discussed fully
in Findings I, II, and II1. The requirements for an accurate and complete
watchlist are contained in HSPD 6,

With respect to areas that were not tested, nothing came to our

attention that caused us to believe that the TSC management was not in
compliance with the laws and regulations cited above.
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APPENDIX I: OBJECTIVES, SCOPE, AND METHODOLOGY
Audit Objectives

The objectives of the audit were to: (1) determine whether accurate
and complete records are disseminated to and from the Terrorist Screening
Center’s (TSC) watchlist database in a timely fashion; (2) review the TSC's
efforts to ensure the quality of the information in the watchlist database;
and (3) assess the TSC's efforts to address complaints raised by individuals
who believe they have been incorrectly identified as watchlist subjects.

Scope and Methodology

We performed our audit in accordance with Government Auditing
Standards issued by the Comptroller General of the United States, and
accordingly, included such tests of the records and procedures that we
considered necessary. Our audit covered but was not limited to the period
of June 2005 through April 2007.

To accomplish our objectives, we conducted work primarily at the TSC,
located in the Washington, D.C., metropolitan area. Additionally, we
interviewed personnel at other federal agencies and offices whose work
relates to TSC operations, such as NCTC, the FBI, DHS, and the White House
Privacy and Civil Liberties Oversight Board.

To obtain an overall understanding of the TSC’s role and
responsibilities, we reviewed legislative materials related to the TSC's
creation and watchlisting requirements, prior audit reports, and various
other documents as needed, including financial documents, strategic plans,
and staffing reports.

Accuracy and Completeness of Database Records

To obtain an understanding of the TSC’s processes and procedures for
ensuring the quality of data ingested into and exported from the Terrorist
Screening Database (TSDB), we reviewed the TSC’s procedures for
processing database nominations and encounters. In addition, we
interviewed:

e Contractors and representatives from the various participating
Departments working within the TSC’s Administration Branch,
Operations Branch, Information Technology Branch, Call Center,
Nominations and Data Integrity Unit, and other support areas.
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e« Program managers at NCTC.

e Supervisors from the FBI's Terrorist Threat Center, Terrorist
Review and Examination Unit, and Terrorist Screening Operations
Unit.

e The Executive Assistant Director of the FBI's National Security
Branch and the Assistant Director and Deputy Assistant Director of
its Counterterrorism Division.

Testing of Watchlist Database Records

As of March 16, 2007, there were 689,613 records in the web-based
version of the TSDB. We performed various tests of a limited number of
these records, and reviewed related records from the pertinent automated
data systems used to store terrorist-related information maintained by the
NCTC and FBI, to determine whether the records were accurate and
complete, and any record changes were made in a timely fashion. The
automated data systems were the TSDB, TSC's Encounter Management
Application (EMA), NCTC's Terrorist Identities Datamart Environment (TIDE),
and the FBI’s Violent Gang and Terrorist Organization File (VGTOF).

In addition to querying the TSDB to identify duplicate records and
determining whether records related to 20 FBI requests for removal had
been deleted from the TSDB in a timely manner, our tests of judgmentally
selected records included:

¢ Review of 50 TSDB records related to 25 FBI international terrorist
and 25 FBI domestic terrorist nominations to determine whether
basic identifying information [SENSITIVE INFORMATION
REDACTED] listed on the FD-930 (the form used by the FBI for
watchlisting nominations) were accurately entered into the
databases. In addition, we analyzed key dates shown on the
FD-930s to determine whether the names and other information
were entered into the TSDB in a timely fashion.

« Review of a sample of 49 known terrorist names to determine
whether the basic identifying information as well as citizenship and
physical characteristics were accurately entered into the databases.
Of these names, 10 were non-FBI originated international terrorist
identities in the TIDE database, 17 were selected from the FBI's
Most Wanted Terrorists list, 2 were selected from the Rewards For
Justice website, 16 came from the State Department’s Office of
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Counter Terrorism, and 4 were obtained from various newspaper
articles.

+ Review of 51 TSDB records for which TSC staff had identified as
having quality assurance issues, such as missing, outdated, or
inaccurate information.”® This review included identifying the
quality assurance issue that was raised, determining whether the
appropriate changes had been made to the TSDB, TIDE, and VGTOF
records. In addition, we evaluated the timeliness of the revision
and any additional follow-up performed by TSC staff to ensure that
the necessary changes were made. Finally, we reviewed these
records to determine whether the basic identifying information was
accurately entered into the databases.

« Review of 20 TSDB records related to positive encounters with
watchlist subjects, as recorded in EMA, to determine whether the
basic identifying information was accurately entered into the
databases and information obtained by law enforcement agencies
as a result of the encounters was added to appropriate database
records.

o Review of 15 TSDB records that TSC staff identified as having
undergone a thorough quality assurance review as part of a special
project to evaluate the adequacy of the TSC’s review and to
determine whether the basic identifying information was accurately
entered into the databases.

Finally, we compared information in the TSDB records to watchlisting
criteria to determine whether the individuals were nominated for the
appropriate watchlists and were assigned an appropriate handling
instruction.”?

Watchlist Redress
To obtain an understanding of the TSC's roie in the terrorist watchlist

redress process and its efforts to reduce watchlist misidentifications, we
reviewed the TSC's redress procedures and the U.S. government’s

78 25 of the 51 records were selected from the TSC’s Quality Assurance Tracker, the
TSC's original system for monitoring TSDB records with quality assurance issues. The
remaining 26 records were selected from quality assurance tickets, the TSC’s current
monitoring system.

7 The criteria used by the agencies hosting TSDB records are identified in
Appendix II.
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interagency agreement on terrorist watchlist redress. We judgmentally
selected and examined 20 redress complaints reviewed by the TSC Redress
Office to evaluate whether the TSC followed its Redress SOP for resolving a
redress complaint.

We also conducted interviews with the TSC’s Privacy and Redress
Officers, and we reviewed the TSC’s strategic plan to identify any goals
related to redress or reducing the incidence and effect of watchlist
misidentification. Additionally, to obtain an understanding of the partner
agencies’ roles in the redress process and how they coordinate with the TSC,
we interviewed representatives from the White House Privacy and Civil
Liberties Oversight Board, the DHS's Screening Coordination Office, TSA,
and CBP.

From January 2005 through February 2007, 438 redress complaints
were referred to the TSC. During this same period, the TSC closed
388 complaints. We performed various analyses of TSC’s redress referral
data, including calculating:

¢ the percent of cases referred to the TSC according to referring
agency;

» the average amount of time cases were open, and evaluating the
reasons affecting delays in closing the matters; and

+ the TSC’s disposition for its closed redress matters.
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APPENDIX II: SYSTEMS USED IN THE TERRORIST WATCHLIST
PROCESS

The Terrorist Screening Database (TSDB) is the U.S. Government's
consolidated terrorist watchlist. The TSDB contains basic biographical
information on known or appropriately suspected domestic and international
terrorists. In this regard, the underlying derogatory information on individuals
nominated for inclusion in the TSDB must demonstrate a reasonable suspicion of
ties to terrorism.

Currently, TSDB records are exported to various U.S. and international
government entities tasked with conducting terrorism screening. Each agency
receiving TSDB records has established criteria that dictate what records it
receives from the TSC. The TSC provided us with the following descriptions of
the databases receiving watchlist records and the minimum criteria for exporting
records to them:

CLASS

The Consular Lookout and Support System (CLASS) is maintained by the
Department of State (State Department). CLASS, divided into CLASS/Visa and
CLASS/Passport, is used by State Department representatives when processing
visa and passport applications, respectively.

[SENSITIVE INFORMATION REDACTED]
IBIS

The Interagency Border Inspection System (IBIS) is maintained by DHS'’s
U.S. Customs and Border Protection agency. IBIS is generally queried by federal
law enforcement agents at ports of entry.

[SENSITIVE INFORMATION REDACTED]
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No Fly and Selectee Lists

The No Fly and Selectee Lists are maintained by the Transportation
Security Administration. These lists are used by public carriers, both airline and
other modal, to screen their passengers. The No Fly list includes individuals who
are prohibited from boarding an aircraft. The Selectee list includes individuals
who must undergo additional security screening checks before being permitted to
board an aircraft.

[SENSITIVE INFORMATION REDACTED]

» In addition, a minimum threshoid of derogatory information for inclusion
on the No Fly or Selectee lists was established on October 21, 2004, by the
Homeland Security Council.

[SENSITIVE INFORMATION REDACTED]
VGTOF

Terrorist records contained in the Violent Gang and Terrorist Organization
File (VGTOF) is one segment of the FBI’s National Crime Information Center
(NCIC) system. The NCIC is a database queried by federal, tribal, state, and
local law enforcement agencies in performance of their duties.

Minimum Criteria:

In order for a known or suspected terrorist to be included in VGTOF, the
following minimum biographica! information is required:

+ first name
e last name
+ approximate year of birth
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cBP
CIA
CIO
CLASS
DHS
DOJ
EMA
FBI

HSPD-6
IBIS
ICE

IT
MOuU
NCIC
NCTC
NDIU
NTP
ODNI
0OIG
TIDE
TREX
TSA
TSC
TSDB
TSOU
SOP
VGTOF
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APPENDIX IV: ACRONYMS

Customs and Border Protection

Central Intelligence Agency

Chief Information Officer

Consular Lookout and Support System
Department of Homeland Security
Department of Justice

Encounter Management Application
Federal Bureau of Investigation

Fiscal Year

Homeland Security Presidential Directive-6
Interagency Border Inspection System
Immigration and Customs Enforcement
Information Technology

Memorandum of Understanding

National Crime Information Center
National Counterterrorism Center
Nominations and Data Integrity Unit
Nomination Tracking Processor

Office of the Director of National Intelligence
Office of the Inspector General

Terrorist Identities Datamart Environment
Terrorist Review and Examination Unit
Transportation Security Administration
Terrorist Screening Center

Terrorist Screening Database

Terrorist Screening Operations Unit
Standard Operating Procedure

Violent Gang and Terrorist Organization File
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U.S. Department of Justice

@ Federal Bureau of Investigation

Washington, D. C. 20535.0001
August 28,2007

The Honorable Glenn A. Fine
Office of the Inspector General
United States Department of Justice
Room 4322

950 Pennsylvania Avenue, N.W.
Washington, D.C. 20530

Dear Mr. Fine:

This letter is submitted by the Federal Bureau of Investigation (FBI) in response
to the audit report by the Office of Inspector General (OIG) entitled: Follow-up Audit of
the Terrorist Screening Center (hereinafter the Report).

The FBI appreciates the opportunity to comment and agrees fully with the OIG
that the mission and function of the Terrorism Screening Center (TSC) is a critical part of
the layered national strategy to safeguard the Homeland from a future terrorist attack.

The FBI remains committed to ensuring the timely and accurate collection of
watchlisting data for distribution to those government agencies responsible for screening,
law enforcement and intelligence work. One of the TSC’s highest priorities is to ensure
the Terrorist Screening Database (TSDB) is accurate, current and thorough. When the
consolidated watchlist was originally created, agencies and Departments provided all
possible data from their holdings to serve as the foundation for terrorist watchlist
information. Much of the original data provided to the TSC lacked a validation or review
process by the originating agency, which presented initial challenges in quality of the
TSDB. Since that time the quality of the TSDB data has vastly improved. For example,
as of July 2007, TSC has completed a full vetting of the Department of Homeland
Security’s No-Fly list, resulting in an approximate 50% reduction of records.

The field work of the OIG has confirmed that the TSC has enhanced its efforts to
ensure the quality of watchlist data, we have increased the level of staff assigned to data
quality management and we have developed a process, complete with a separate office to
respond to redress complaints filed by persons seeking relief from adverse effects related
to terrorist watchlist screening.
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1 believe the TSC has improved the security of the Homeland by leading the effort to
consolidate the terrorist watchlisting process and serving as the accountable entity
pursuing watchlisting as its single core competency. The TSC’s efforts combined with
the U.S. Government’s (USG) community effort to significantly increased information
sharing at all levels of state, local and federal government, has lead to enhanced security.
The TSC is fully committed to constantly examining its operations for enhancements in
efficiency and effectiveness. The TSC has made significant progress in its mandate to
consolidate the USG’s approach to terrorism screening and its leadership makes every
effort to ensure the most thorough, current and accurate information is provided to law
enforcement and intelligence community partners for a safer and more secure nation. In
that spirit, the FBI and the TSC offers the following responses to the specific
recommendations made in the Draft Audit Report, Follow-Up Audit of the Terrorist
Screening Center.

Recommendation #1:

Implement its plan to consolidate the TSDB NTP and legacy systems in a timely
manner. In the interim while the two systems coexist, the TSC should establish a
formal procedure to regularly review the TSDB NTP and legacy systems to ensure
that the information in these systems remains synchronized.

Response: The TSC has developed a project plan that guides the prioritization of tasks to
achieve the objective of consolidating NTP component with the official record keeping
component of the TSDB. The TSC has implemented a daily reconciliation process
between the two components in the interim period for routine monitoring of the data.

Recommendation # 2:

Develop procedures to regularly review and test the information contained in the
TSDB to ensure the data is complete, accurate, and non-duplicative.

Response: The TSC accepts this recommendation and notes that it has used informal
procedures to review and test TSDB information in the past, but has now implemented
procedures to formalize this process.

Recommendation # 3:

Modify the TSDB NTP to accommodate designations for both CLASS/Visa and
CLASS/Passport. In addition, the TSC should review and correct the records
identified in the TSDB NTP to appropriately reflect that U.S. persons are not
eligible for export to CLASS/Visa,

TSC Response: The TSC agrees with this recommendation and will implement these
changes as part of the transfer of exports to TSDB NTP.
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el ion #4:

Review and correct the records identified in the TSDB NTP to ensure that the IBIS
handling instructions are appropriately applied.

Response: The TSC agrees with this recommendation and has corrected the records.

Recommendation #5:

Develop procedures to regularly review the information in the TSDB to ensure that
outdated or obsolete data is removed in a timely manner.

Response: The TSC accepts this recommendation and notes it has used previously
undocumented procedures to remove outdated or obsolete data, and will now formalize
this process to ensure it is removed in a timely manner.

Recommendation # 6:

Working with the TSC, revise the watchlist nomination process to provide
international terrorist nominations directly to NCTC for inclusion in TIDE,
submission to the TSC, and dissemination to all downstream databases, including
VGTOF,

Response: The FBI and TSC watchlist nomination process was initially created to
address a concern that watchlist nominations were not being processed in an expedient
manner. Both the FBI and TSC conduct 24/7 operations that include near real-time
submissions to the watchlisting process on weekend days and after normal business hours.
The NCTC personnel assigned to the watchlisting process now work a 16 hour shift
Monday through Friday. With the objective in-mind to ensure that all watchlisting
nominations are processed timely. The FBI will continue to work to revise the current
process recognizing watchlisting must take place when NCTC is not available,

Recommendation #7:

Correct the records identified by the OIG containing incorrect watchlist
designations, handling code errors, and inaccurate and inconsistent information.

Response: The TSC agrees this recommendation and has taken steps to correct the
records under its purview.
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Recommendation #8:

Coordinate with NCTC and the FBI to implement an agreement that establishes the
areas of responsibility and the timeframes for data quality assurance matters.

Response: The TSC accepts the recommendation to implement an agreement with both
NCTC and the FBI's National Threat Center Section to establish areas of responsibility
and timeframes for data quality assurance matters.

Recommendation #9:

Develop a comprehensive standard operating procedure that describes the TSC’s
three-pronged quality assurance strategy and details the methodology to be used in
performing quality assurance reviews.

Response: The TSC accepts this recommendation to document a comprehensive SOP
which describes it quality assurance strategy and methodology.

€co! dation # 10:

Develop a process to perform regular spot-checks of NDIU analysts’ work to
identify any weaknesses and need for additional training.

Response: The TSC accepts this recommendation to document and perform a
standardized methodology for NDIU spot-checks that will identify areas for targeted
training, replacing its previously used undocumented process.

Recommendation #11:

Develop an improved and user-friendly process for tracking classified
correspondence related to quality assurance matters.

Response: The TSC agrees with this recommendation and has already implemented a
solution. TSC will utilize the FBI's Automated Case Support (ACS) system to track all
quality assurance classified correspondence. All classified correspondence, to include e-
mails and electronic communications (EC), will be uploaded to a control file within ACS
which will house such communications.
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Recommendation # 12:

Develop a tickler system or electronic dashboard for all pending quality assurance
matters.

Response: The TSC accepts this recommendation and has begun efforts to develop same.
Recommendation # 13:

Develop a comprehensive plan, including benchmarks or milestones, to complete the
record-by-record review of the TSDB.

Response: TSC will develop a comprehensive plan that will ensure each record in the
TSDB has undergone a quality assurance review in addition to those high priority
projects currently underway.

Recommendation # 14:

Coordinate with other partner agencies to establish a formal process for relevant
encounter information to be captured by frontline screening agents and returned to
the TSC to update watchlist records.

Response: The TSC accepts this recommendation to establish a formal process to update
watchlist records with encounter information and notes it has used an undocumented
process to accomplish this recommendation since its inception.

Recommendation #15:

Organize a working group comprised of representatives from agencies involved in
the terrorist watchlist redress process to develop timeliness measures for each phase
in the redress process.

Response: TSC accepts this recommendation; the implementation of which is underway
and pending signatures by all parties.

Recommendation # 16:

Develop goals and measures for its strategic plan to reduce the incidence and impact
of misidentifications.

Response: TSC accepts this recommendation and is developing appropriate goals and
performance measures as part of the strategic plan.
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ommendation #17;

Develop procedures to proactively review terrorist watchlist identities that are
frequently the subject of watchlist encounters, no matter if the encounter was
positive, negative, or inconclusive.

Response: TSC accepts this recommendation. TSC is currently developing the
framework for a new program that will proactively review watchlist records related to
frequently encountered individuals.

Recommendation # 18:

Develop and implement timeliness measures to ensure that the FBI responds in a
timely manner to redress inquiries from complainants subject to terrorist watchlist-
related encounters involving the NCIC database, including the complainant
identified by the OIG whose complaint has been pending since February 2007.

Response: The FBI accepts this recommendation and has instituted new policy and
process. The February 2007 complainant involves a unique and very sensitive matter
which has been resolved.

The FBI, the TSC and our strategic partners will continue to pursue efforts to
improve the terrorist watchlisting process.

Executive Assistant Director
National Security Branch
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APPENDIX VI: OFFICE OF THE INSPECTOR GENERAL
ANALYSIS AND SUMMARY OF ACTIONS NECESSARY TO
CLOSE THE REPORT

In its response to our draft audit report, the TSC concurred with each of
our 18 recommendations and discussed the actions it has already taken and
others it will implement in response to our findings. This appendix contains
our analysis of the TSC's responses to our recommendations and the actions
necessary to close each recommendation.

Status of Recommendations

1. Resolved. The TSC concurred with our recommendation that it
implement its plan to consolidate the TSDB NTP and legacy databases
in a timely manner, and the TSC stated that it developed a project
plan to guide the future consolidation of the system. In the interim
period while it is still necessary to operate both databases, the TSC
stated that it implemented a daily reconciliation process between the
TSDB NTP and legacy databases for routine monitoring of the data.

This recommendation can be closed when we receive evidence that the
TSC has fully implemented its plan to consolidate the TSDB NTP and
legacy databases. In the meantime, please provide evidence that the
TSC has implemented a daily reconciliation process that identifies and
addresses differences in database content.

2. Resolved. In its response to our draft report, the TSC concurred with
our recommendation to develop procedures to regularly review and
test the information contained in the TSDB to ensure the data is
complete, accurate, and non-duplicative. The TSC noted that it has
used informal procedures to review and test the information in the
TSDB, and it now has implemented procedures to formalize this
process.

This recommendation can be closed when we receive documentation or
other evidence to support that the TSC has developed and fully
implemented procedures to regularly review and test information in
the TSDB to ensure the data is complete, accurate, and non-
duplicative.

3. Resolved. The TSC concurred with our recommendation and stated
that it will implement our recommended changes as part of its
planned, phased improvements for the TSDB NTP, including the
incorporation of the export capability of the legacy system.
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This recommendation can be closed when we receive evidence that the
TSC has mofidied the TSDB NTP to accommodate designations for both
CLASS/Visa and CLASS/Passport, and that it has reviewed and
corrected the records identified in the TSDB NTP to appropriately
reflect that U.S. persons are not eligible for export to CLASS/Visa.

Resolved. The TSC concurred with this recommendation and stated
that it had completed its review of watchlist records and made
corrections to records in the TSDB NTP with incorrect IBIS handling
instructions.

This recommendation can be closed when we receive evidence that the
TSC identified and corrected the watchlist records with inappropriate
IBIS handling instructions.

Resolved. In its response to our draft report the TSC concurred with
this recommendation and stated that while it had used previously
undocumented procedures, it will now formalize this process to ensure
that outdated or obsolete data is removed in a timely manner.

This recommendation can be closed when we receive evidence that the
TSC has developed and implemented formal procedures to regularly
review the information in the TSDB to ensure that outdated or
obsolete data is removed in a timely manner.

Resolved. The FBI concurred with our recommendation and stated
that it will continue to work to revise the current nomination process.
However, the FBI stated that it had implemented its current
nomination process initially to address its concern that watchlist
nominations were not being processed in a timely manner due to the
operations schedule of the NCTC.

While we recognize that the FBI conducts its watchlisting operations
on a continuous basis, we believe that the NCTC is operational during
the time period in which the majority of watchlist nominations are
submitted. Further, an additional emergency nomination process is
available to the FBI for those instances in which the FBI determines a
nomination is exigent and the NCTC may not be available. Given our
identification of significant data errors and inconsistencies resuliting
from the FBI's non-standard nomination process for international
terrorists, we believe that the FBI, NCTC, and TSC should work
together to design a more consistent and reliable process by which
FBI-originated international terrorist information is provided to the
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NCTC for inclusion in TIDE and disseminated to the TSDB and
downstream screening systems, including VGTOF. To close this
recommendation, please provide us with information on specific steps
taken to revise the FBI's watchlist nomination process for known or
suspected international terrorists.

Resolved. The TSC concurred with this recommendation and stated
that it has taken steps to correct the watchlist records under its
purview. This recommendation can be closed when we receive
evidence that the records we identified during our review that
contained incorrect watchlist designations, handling code errors, and
inaccurate and inconsistent information have been corrected.

Resolved. The TSC concurred with our recommendation to coordinate
with NCTC and FBI to implement an agreement that establishes the
areas of responsibility and the timeframes for data quality assurance
matters.

This recommendation can be closed when we receive evidence
supporting the implementation of a signed agreement between the
NCTC and FBI that outlines areas of responsibility and the timeframes
for data quality assurance matters.

Resolved. The TSC concurred with our recommendation to develop a
comprehensive standard operating procedure that describes the TSC's
quality assurance strategy and details the methodology to be used in
performing quality assurance reviews.

This recommendation can be closed when we receive evidence that the
TSC has finalized its quality assurance strategy and methodology and
has trained its staff on using the standard operating procedure in
performing quality assurance reviews.

Resolved. The TSC concurred with our recommendation to develop a

process to perform regular spot-checks of NDIU analysts’ work. This
recommendation can be closed when we receive evidence that the TSC
has developed, documented, and implemented a process to perform
regular spot-checks of NDIU analysts’ work to identify weaknesses and
needs for additional training.

Resolved. In its response, the TSC concurred with this
recommendation and stated that it had implemented a solution to
remedy our finding. Specifically, the TSC stated that it will utilize the
FBI's Automated Case Support (ACS) system to track all quality
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assurance classified correspondence, including e-mails and electronic
communications.

This recommendation can be closed when we receive evidence that the
TSC has formally documented this process and communicated the
policy to its staff.

Resolved. The TSC concurred with this recommendation and stated
that it has begun developing a tickler system or electronic dashboard
for pending quality assurance matters. This recommendation can be
closed when we receive evidence that the TSC has implemented such a
system.

Resolved. The TSC concurred with this recommendation and stated
that it will develop a comprehensive plan to ensure that each record in
the TSDB has undergone a quality assurance review.

This recommendation can be closed when we receive evidence that the
TSC has developed a plan that: (1) includes specific milestones for
the successful completion of this comprehensive review, (2) tracks its
progress against these milestones, and (3) identifies actions to take if
the milestones are not met.

Resolved. The TSC concurred with this recommendation and stated
that since its inception the TSC has used an undocumented process to
coordinate with other partner agencies to obtain relevant information
captured by frontline screening agents during encounters with known
or suspected terrorists. We recognize that the TSC has endeavored to
update watchlist records by incorporating encounter information
captured by frontline screening agents. However, without a formal
process with which frontline screening agencies agree, the TSC is
unable to ensure that it is receiving complete, accurate, and timely
encounter information. This recommendation can be closed when the
TSC provides documentation to support that a formal process has been
developed and implemented between partner agencies to ensure that
encounter data is appropriately returned to the TSC for updating
watchlist records.

Resolved. The TSC concurred with thissrecommendation and stated
that implementation to address this recommendation was underway
and pending signatures by all parties. This recommendation can be
closed when we receive the finalized agreement containing timeliness
measures for processing watchlist redress matters agreed to and
signed by the appropriate agencies.
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Resolved. The TSC concurred with this recommendation and stated it
is developing goals and performance measures relative to
misidentifications for its strategic plan. This recommendation can be
closed when the TSC provides its updated strategic plan that includes
goals and performance measures to address reducing the incidence
and impact of misidentifications.

Resolved. The TSC concurred with this recommendation, stating in
its response that it is developing the framework for a program that wil
proactively review watchlist records related to frequently encountered
individuals, This recommendation can be closed when the TSC
provides documentation formalizing this new proactive redress
program, as well as evidence that this program has been
implemented.

Resolved. The FBI concurred with our recommendation and stated
that it has instituted a new policy and process for resolving redress
matters involving the NCIC database. Additionally, the FBI noted that
the February 2007 redress matter that was pending at the time of our
review has been resolved.

To close this recommendation, please provide us the FBI policy
containing timeliness measures for processing NCIC-related redress
matters. Additionally, please provide documentation to confirm that
the February 2007 redress matter that was pending at the time of our
review has been appropriately resolved.
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Post-Hearing Responses to Questions for the Record
Submitted to Eileen R. Larence
From Senator Joseph 1. Lieberman

“Watching the Watch List: Building an Effective Terrorist Screening System”
October 24, 2007

1. What role do fusion centers play today as part of the overall watch listing system?
What role should they play in the future? Have any federal agencies, to your
knowledge, developed guidance with respect to the use of the terrorist watch list
(or its subsets) by fusion centers?

Response: Terrorism information and intelligence that can be generated by
fusion centers is directed to the Federal Bureau of Investigation (FBI) because of
its counterterrorism mission.' The agency can use this information to support the
nomination of an individual to the Terrorist Sereening Center for inclusion on the
watch list and any ongoing investigations the FBI may have on such individuals.
Fusion centers also can have access to watch list records through the FBI’s
National Crime Information Center (NCIC) database. This database not only
contains information on individuals such as criminal histories but also integrates
records from the watch list. Currently, state and local law enforcement officers
and other criminal justice agencies access NCIC to screen individuals in
conjunction with arrests, detentions, and other criminal justice purposes, thus,
they are also screening the individuals against watch list records at the same time.
As fusion centers enhance their operations, they can play an increasingly
important role in collecting and analyzing information to support watch list
nominations and investigations and to help federal agencies identify known or
suspected terrorists who are on the watch list.

In August 2006, the Department of Justice—in collaboration with the Department
of Homeland Security—issued fusion center guidelines.” The guidelines note that
fusion centers should consider obtaining access to a variety of databases and
systems, including the NCIC database and the Terrorist Screening Center
database.

'See GAO, Homeland Security: Federal Efforts Are Helping to Alleviate Some Challenges Encountered by
State and Local Information Fusion Centers, GAO-08-35 (Washington, D.C.: Oct. 30, 2007).

See U.S. Department of Justice, Fusion Center Guidelines: Developing and Sharing Information and
Intelligence in a New Era (Aug. 2006).
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Post-Hearing Responses to Questions for the Record
Submitted to Eileen R. Larence
From Senator Daniel K. Akaka

“Watching the Watch List: Building an Effective Terrorist Screening System”
October 24, 2007

1. - A critical component of using the watch list to protect our country against
terrorists is ensuring that the law enforcement and intelligence community is
really working together and sharing threat information.

Government Accountability Office’s report states that the Central Intelligence
Agency (CIA) and the Homeland Security Council (HSC) denied your requests
for interviews,

a. Did the CIA and HSC provide an explanation for their refusal to cooperate
with your review?

Response: Both the CIA and HSC verbally declined our requests for interviews,
and they provided a general rationale. With regard to the CIA, we had asked to
interview CIA officials about the CIA’s role as a nominating entity in the terrorist
screening process. In declining to discuss this issue, a CIA official explained that
the agency’s role in the terrorist screening process involves intelligence activities,
and that the CIA considers these activities as not subject to GAO oversight. We
disagree with this position. GAO has authority to perform oversight of such
activities. GAO has broad statutory authority to audit and evaluate agency
financial transactions, programs, and activities, and these authorities apply to
reviews of the intelligence community. See 31 US.C. §§ 712, 717, Subjectto a
few limited exceptions established in law,' each agency must provide the
Comptroller General with information the Comptroller General requires about the
duties, powers, activities, organization, and financial transactions of the agency.
See 31 U.S.C. § 716(a). These requirements also apply to the intelligence
community.

With regard to HSC, council officials told us that it is HSC’s policy and practice
not to participate in GAO reviews since HSC is part of the Executive Office of the
President. As such, they did not provide us with specific responses regarding
HSC’s role in the terrorist screening process.

'These exceptions include narrow legal limitations on our access to certain “unvounchered” accounts of the
CIA and on our authority to compel our access to foreign intelligence and counterintelligence information.
For more detail, see our testimony, U.S. General Accounting Office, Central Intelligence Agency:
Observations on GAO Access to Information on CIA Programs and Activities, GAO-01-975T (Washington,
D.C.: July 2001). See alsp 31 U.S.C. § 716(d).
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b. Did these refusals to cooperate with your review limit your review in any
way? If so, please provide details.

Response: While the positions of these two organizations did limit our detailed
understanding of parts of the terrorist watch list screening process, we were able
to obtain a general understanding of the CIA's and HSC's role from other sources
to complete our review and provide a useful report to the Congress. The CIA’s
position limited our more detailed understanding of the specific criteria and
processes that agencies within the intelligence community use to nominate
individuals for inclusion on the watch list and manage encounters with individuals
on the list. HSC’s position limited our more specific and detailed understanding
of the council’s role in setting policy for the management and use of the watch list
in agency screening processes.
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At the hearing on October 24, 2007, Senator Warner asked each of the
witnesses to respond in writing to the question reprinted below.

SEN. JOHN WARNER (R-VA): We're privileged in the Commonuwealth of Virginia
to have the National Ground Intelligence Center, and I visit quite frequently. And
they're on the cutting edge of the biometrics, and somehow it's come to my
attention -- I'm not sure of the accuracy -- that the Terrorist Screening Center
presently does not have a number of these capabilities.

Question: Are you leveraging it from other areas to incorporate it, are you
planning to get it, or do you think it should be made a part of the program?
Please answer the question for the record because I've got to yield to my
colleague.... I'll ask each of the witnesses to make a contribution. Thank you.

ANSWER: In the Office of the Inspector General’s (OIG) 2005 audit of the
Terrorist Screening Center (TSC), we reported that the TSC had developed its
consolidated database to accommodate biometric information. However, at
that time TSC officials decided it would not incorporate biometric data into the
TSC’s consolidated database because the TSC believed it was more appropriate
to maintain the consolidated database as more of an “index,” which would
maintain its role as an unclassified subset of information on watchlisted
persons. As a result, the TSC database serves as the consolidated source of
basic identifying information, and a pointer to other databases, which have a
greater capacity to include biometric data. In order to obtain available
biometric data to assist in confirming the identity of encountered individuals,
the TSC would use the databases that provide source material for the
watchlist, such as the National Counterterrorism Center’s TIDE database or
the FBI's Automated Case Support system. During our 2007 audit of the TSC,
we were told that the TSC would be working to increase the number of
photographs of known or suspected terrorists in the consolidated terrorist
screening database (TSDB).

Based upon our findings, particularly those related to record inconsistencies
and duplication, we do not believe that the TSC’s position that it should not
further expand the biometric content of the records in the consolidated
database is unreasonable. At present, the TSC has exhibited weaknesses in its
ability to ensure that the watchlist records are consistent, accurate, and
current and the addition of biometric data could further exacerbate these
problems. Further, TSC call screeners and analysts have ready access to the
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supporting systems and the available biometric information contained therein.
Lastly, the inclusion of biometric data also would add complexity to
classification of the information in the TSDB, which by Presidential order is to
remain sensitive but unclassified. This is not to say that at a future point it
would not be technologically feasible and operationally prudent to add
biometric data to the database.

Clarification of Response to Question from Senator Levin

1 also want to clarify and amplify a response that I gave to questions from
Senator Levin. The clarification relates to the following questions and answers:

SEN. CARL LEVIN (D-MI): Mr. Chairman, thank you for holding this hearing. I
will try to avoid the questions if they have been asked before.

The IG has found duplicate records in the terrorist screening database which can
slow down the screening process or even put a law enforcement officer at risk if
the handling instructions are inconsistent. In their report, the IG's report says
that TSC officials stated that they will review the TSDB on a weekly basis for
duplicate records. Is that now going on?

MR. BOYLE: Yes, sir. And I think it's important to identify that duplicate records
in some instances are unavoidable because we have to maintain more than one
record on a particular person because our downstream customers may want
different fields of information. So while it appears to be duplicative because the
name, date of birth, et cetera, is the same, we have to include some additional
information.

What is of real concern, and was importantly pointed out by the Office of
Inspector General, is when there are inconsistencies that might result in a
different sort of category code. We are reviewing that to make sure that that
doesn't occur.

SEN. LEVIN: About how many inconsistencies have appeared? Is this a rare,
rare thing? Is this one out of 1,000?

MR. BOYLE: [ believe that the figure that was identified by the Office of
Inspector General was -- (to Mr. Fine) -- 38 percent?

MR. FINE: I'm not -- I think that was the problem with quality assurance review.
I think our report said that it was approximately -- we saw approximately 2,000



280

in the first instance of duplicate records. I'm not sure all of them had different
handling instructions, but that was the concern that we had, duplicate records
with significantly different handling instructions -

SEN. LEVIN: What percentage is that?

MR. FINE: Ifthere are approximately 800,000 records, it's a very small
percentage.

SEN. LEVIN: Soit's less than a --
MR. FINE: Less than 1 percent, yeah.
SEN. LEVIN: Okay.

1 wanted to clarify the response to this question. In the OIG’s 2007 audit, we
reviewed the TSC’s consolidated database for duplicate records, which we
defined as those records that contain the same information for S primary
identifying fields. We identified at least 2,533 repeated combinations in these
5 core identifying fields involving about 6,262 watchlist records. My answer
focused on the 2,533 duplicated records, which, as noted in my answer to
Senator Levin, is less than 1 percent of the approximately 800,000 records in
the TSC’s consolidated database.

After the hearing, our auditors checked the data and of the more than 2,000
duplicate records, we identified approximately 136 duplicate records in which
the handling code was not consistent among all duplicates attributed to one
record. For example, we identified one individual with duplicate identity
records in the consolidated watchlist. Because both records pertained to the
same individual, the instructions for handling the subject should be consistent.
Yet, we identified significant differences between the records regarding
handling instructions and additional warnings related to the individual.
Specifically, one record noted that the individual was “armed and dangerous
with violent tendencies” and also had a valid arrest warrant. The other record
did not contain this important information. These types of inconsistencies
place screeners and law enforcement officers at undue risk and could
potentially result in the admittance of a dangerous individual into the United
States.

Therefore, we believe that of the duplicate records we reviewed, approximately
136 had differing handling instructions. This number is, as I answered at the
hearing, much less than 1 percent of the total number of records in the
database.
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It is important to point out that these results pertain only to duplicate records.
We also identified inconsistent handling instructions in non-duplicate records
contained within the various databases involved in the screening process. For
example, 2 of 49 known or suspected terrorist records we reviewed exhibited
inconsistent handling information between the database and the downstream
screening database in the National Crime Information Center system.
Therefore, the number of watchlist and screening records with inconsistent
handling instructions is greater than 136. However, based on our limited
sampling, we cannot determine with certainty how many inconsistencies there
are in the TSC’s consolidated database or between the TSC’s consolidated
database and the individual watchlist systems.

I hope this amplification addresses your question. If you have further
questions, please let me know.
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Inspector General Fine’s Responses to Post-Hearing Questions for the
Record Submitted By Senator George V. Voinovich

International cooperation and information sharing, particularly
with nations in the Visa Waiver Program, could be vital to
populating the terrorist watch list. To the extent possible, please
discuss current agreements or negotiations with other countries
which seek to increase the sharing and quality of information on
the consolidated watch list.

Answer: In the Department of Justice (DOJ) Office of the Inspector
General’s (O1G) 2005 audit of the Terrorist Screening Center (TSC),
we reported that the TSC had cooperative agreements to share
appropriate information about terrorists with two foreign
governments. Since that time, the TSC has entered into
information-sharing agreements with six additional foreign
governments. Although we have not reviewed in detail these new
information sharing agreements, we believe these arrangements
represent a positive step toward enhancing the utility of the
terrorist watchlist. We also believe that the TSC should continue
to pursue such arrangements with additional nations, including
those that participate in the Visa Waiver Program.

In Mr. Rosenzweig’s testimony, he states that the Department’s
Traveler Redress Inquiry Program received over 21,000 requests for
redress between February and October of 2007, but many of these
are on hold, waiting for the travelers to submit the required
documentation. In your testimony, however, you note that a
redress review on the part of the Terrorist Screening Center
averages 67 days. Your testimony suggests that the delay is not
linked to the individual, but rather to problems with the
nominating agencies or in finalizing a determination. How is the
Department’s process of redress different from the Terrorist
Screening redress process? Should this process become more
formalized and uniform for all participating agencies?

Answer: In the DOJ OIG’s 2007 audit of the TSC, we noted that
complainants file redress inquiries with the frontline screening
agencies involved in the encounters, such as the FBI, the State
Department, or through the Traveler Redress Inquiry Program
(TRIP) to the Department of Homeland Security (DHS}. Once
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received, the screening agency reviews the complaint and
determines if the inquiry relates to a possible terrorist watchlist
match. If the screening agency determines that the complaint is
not related to the terrorist watchlist, it should resolve the matter
internally and respond to the complainant without referring the
matter to the TSC. However, the screening agency should refer to
the TSC all redress inquiries if the individual was a positive or
inconclusive match to a watchlist record. For all inquiries
forwarded to the TSC, a TSC Redress Office analyst reviews the
corresponding watchlist record to ensure it is accurate, complete,
and current. The analyst then recommends any necessary
changes to the record or watchlist status. Then the TSC Redress
Office ensures that the necessary changes are made to watchlist
records before closing its review and alerting the frontline
screening agency of its resolution. The TSC does not respond to
the complainant. Rather, the TSC coordinates with the frontline
screening agency, which should submit a formal reply to the
complainant.

The DHS is a frontline screening agency that deals directly with
travelers’ complaints, while the TSC coordinates with the DHS to
resolve watchlist matters related to these complaints. Because we
are not the OIG for the DHS, we did not, and could not, examine
the DHS’s redress process. It is important to note that the delays
we noted and time frames we calculated (67-day average for
redress matters) related only to the time it took for the TSC to
complete its redress activities. Because the DHS and TSC have
different roles in the resolution of redress complaints, we believe it
is likely that the reasons for delays in each agency may be
different.

Finally, while there is some benefit to uniformity in redress
procedures among different agencies, we also believe that effective
processes will likely have some differences across agencies.
However, we believe there should be performance goals in each
agency that require the agency to resolve redress complaints within
a specified time period. The time period could vary with each
agency, depending on the number of complaints normally received,
or the difficulties involved in resolving the complaints. Each
agency should set goals, test to see whether those goals are being
met, and take action to reform the process if the timeliness goals
are not being met.
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Responses of the Federal Bureau of Investigation to Questions for the Hearing Record

1.
system?

Response::

from Terrorist Sereening Center Director Leonard Boyle

Questions Posed by Senator Lieberman

a. What role do fusion centers play today as part of the overall watch listing

Currently, Fusion Centers (FCs) interact with the Terrorist Screening Center’s
(TSC) 24/7 Terrorist Screening Tactical Operations Center and Tactical Analysis
Unit, have access to much of the Terrorist Screening Database (TSDB) through the
National Crime Information Center (NCIC) and the Treasury Enforcement
Communications System, where available, and are able to access several other
Department of Justice (DOJ) and Department of Homeland Security (DHS)
systems that contain terrorist watchlists or subsets thereof. At present, though, the
FCs are not always notified of encounters with known or appropriately suspected
terrorists.

Generally, when a suspect is encountered by a screening agency (local law
enforcement, U.S. Customs and Border Protection (CBP), etc.), this information is
passed to the TSC, which determines whether the individual is a known or
suspected terrorist. If the individual is a positive match in the TSDB, the TSC
notifies the FBI’s Terrorist Screening Operations Unit, which coordinates with the
relevant Joint Terrorism Task Force (JTTF) to develop an appropriate response.
FCs may be contacted by the TSC, often after the encounter, when it appears
beneficial to tap the FC’s ability to blend, analyze, and disseminate criminal
intelligence and other information in an effort to anticipate, identify, prevent,
and/or monitor terrorism and other criminal activity. FCs serve as a mechanism
through which local law enforcement can share critical information with the FBI
for further analysis, dissemination, and potential inclusion on the watchlist.

As part of the effort to better use the FCs, the TSC is creating an Information

Technology (IT) solution through which local FCs will be automatically notified in
real-time of an encounter in their area of responsibility. Some states have already
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modified their NCIC query protocols so the FC is alerted when a law enforcement
official’s NCIC inquiry returns a watchlist hit. The TSC intends to incorporate FCs
into the process more fully to ensure the FCs are made aware of encounters and
have the opportunity to add value in appropriate circumstances. In another effort to
integrate the FCs’ critical skill set into the terrorist screening process, the TSC has
initiated a pilot project in which portions of the TSDB will be provided to the New
York Police Department (NYPD).

b. What role should they play in the future?

The FCs need to become formally involved in the encounter process. While
individual FCs have made efforts to ensure they are notified, a more standardized
approach needs to be taken by the TSC. The TSC Concept of Operations, which is
scheduled to be completed in the late spring of 2008, is being refined to more
clearly provide for FC integration into the terrorist screening process, including the
adoption of a real-time notification process in which FCs are alerted to encounters
in their areas of responsibility when they occur. As discussed above, FCs will
receive real-time notification of encounters with known or appropriately suspected
terrorists and will have access to much of the TSDB and to relevant DOJ and DHS
systems. This will eliminate or substantially reduce the number of unreported
encounters with known or appropriately suspected terrorists, facilitating more
effective, efficient, and timely analysis, information flow, and intelligence
development, including the development of more comprehensive analytical
products to be used throughout the law enforcement and intelligence communities.
The TSC will continue to provide direct phone support to local law enforcement
and to the FCs. As the information sharing environment matures, TSC information
will be shared with FCs according to protocols currently being developed.

c. Has the Terrorist Screening Center developed guidance with respect to the

use of the terrorist watch list (or its subsets) by fusion centers?

Response:

To date, the TSC has not directly provided to FCs copies of terrorist watchlists or
subsets thereof, though the FCs do have access to much of the information
contained in the TSDB through the NCIC and the Treasury Enforcement
Communications System, where available. In addition, several other DOJ and
DHS systems will have this information in their data sharing systems, and these
systems will be shared with users in the FCs. As noted above, however, the TSC is
developing a pilot project to provide a watchlist subset to the NYPD. This may
serve as a prototype by which a similar data set will be provided to FCs.
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2. Please provide detailed statistics on the sources for the nominations in the Terrorist
Screening Database (TSDB), including the number of records created as the result of actions
by each nominating agency (e.g. CIA, NSA, DIA, DHS, FBI, Department of State), for all
current TSDB records and for records created in FY 2007. (If necessary, these statistics
may be transmitted to the Committee in a sensitive or classified format.)

Response:

Based on the information contained in the TSDB, the TSC can only determine
whether a nomination is derived from the FBI or from another government agency,
since the TSC does not categorize Other Government Agency (OGA) information
by specific agency. Of the approximately 906,200 records contained in the TSDB,
approximately 110,200 are FBI derived and approximately 796,000 are OGA
derived. As the collector of international terrorism nominations, it is possible that
the National Counterterrorism Center (NCTC) may be able to provide the
additional detail requested.

Questions Posed by Senator Akaka

3. As of May 2007, the terrorist watch list had more than 750,000 records, and that number
now is approximately 860,000. Just over three years ago, there were approximately 150,600
records in the watch list, and the list is growing by approximately 20,000 records per month.

With such rapid growth, I am concerned that many people with no connection te terrorism
are being added to the list. This can lead to innocent people being detained at airports or by
police, denied visas, or turned back at border crossings without reason. Also, extra names
lead to more misidentifications, which increase costs and distract anti-terrorism and law
enforcement officials from focusing on real threats.

a. Under Homeland Security Presidential Directive 6, the Terrorist Screening
Center (TSC) is directed to “maintain thorough, accurate, and current information about
individuals known or appropriately suspected to be or have been engaged in conduct
constituting, in preparation for, in aid of, or related to terrorism.” What specific criteria are
used to assess whether someone is “appropriately suspected” of ties to terrorism within that
definition?

Response:

The TSC has published guidance on watchlist nominations that instructs agencies
to evaluate the “totality of information” in determining if an individual meets the
“known or appropriately suspected” standard from Homeland Security Presidential
Directive (HSPD) 6. In conducting this review, the reviewer relies on his or her
own experience, the available facts, and rational inferences from those facts
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(including the individual’s past conduct, current actions, and credible intelligence
concerning future conduct). In considering the totality of information, the reviewer
is to evaluate the quality of the underlying derogatory information by considering
both the specificity of the information and the reliability of the source(s).

While the TSC’s guidance includes a non-exclusive list of specific types of conduct
that would typically warrant watchlisting, generally a “known terrorist” is one
known to be involved in activities constituting terrorism or activities in preparation
for or related to terrorism, and an “appropriately suspected terrorist” is one who is
suspected of having engaged in such activities under appropriate guidelines. For
example, the Attorney General’s Guidelines for National Security Investigations
and Foreign Intelligence Collection provide the parameters under which the FBI
can open a preliminary or full international terrorism investigation. If these criteria
are met and an international terrorism investigation is opened, the subject of the
investigation is presumptively deemed a “suspected terrorist” and may therefore be
watchlisted in the TSDB.

Additionally, in order for the TSC to “maintain thorough, accurate, and current
information” on known and suspected terrorists, the TSC has developed quality
control measures that provide for the appropriate review of records maintained in
TSC systems. These measures seek to ensure that outdated or incorrect information
is culled from these records so the information received by the agencies depending
on them is both accurate and current.

b. When a person on the watch list is encountered, questioned, and either

released or permitted to enter the country rather than detained or arrested, is the
information obtained used to review whether it is appropriate for that person to remain on
the watch list?

Response:

each month?

When an individual listed in the TSDB is positively identified during an encounter
with law enforcement, the TSC’s Encounter Management Application assembles
relevant information, including the facts and circumstances of the encounter, in an
“encounter packet,” which is then reviewed by the TSC’s Tactical Analysis Unit.
This review includes an assessment of whether the individual is appropriately
watchlisted, and if watchlisting appears unwarranted for any reason a quality
assurance ticket is issued and the record is referred for additional review. If this
further review determines that continued watchlisting is unwarranted, a process
exists to have the record removed from the TSDB

¢. On average, how many records does the TSC remove from the watch list
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Response:

Since the inception of the TSC, a total of 163,937 records have been removed from
the TSDB. The TSC removed 76,802 records between April and October 2007
during an internal records review, an average of 10,971 records per month.

4. The TSC and Department of Homeland Security (DHS) are working to finalize guidelines
for private sector entities to use the watch list to screen critical infrastructure employees. As
Mr, Rosenzweig’s testimony highlighted, critical infrastructure employers come from a
wide variety of sectors, including agriculture, food, water, public health, emergency services,
government, defense industrial base, information and telecommunications, energy,
transportation, banking and finance, chemical industry and hazardous materials, postal and
shipping, and national monuments and icons, Greater dissemination of the watch list
information poses serious privacy concerns.

a. Please describe in detail what safeguards exist to protect private
information in the watch lists that is being shared outside of the federal government.

Response:

The TSC and DHS are currently working to develop the means by which private
sector entities can conduct TSDB terrorist screening checks securely, protecting
this sensitive information. It is currently envisioned that private sector entities will
not be given a copy of the TSDB, but will instead be invited to provide names to
DHS, which will forward these names to the TSC for vetting.

Because DHS is the lead agency for developing further policy and procedures with
respect {0 private sector screening, that agency may be able to provide additional

information in response to this inquiry.

b. What entities currently have access to the watch lists?

Response:

The TSC currently provides to the Transportation Security Administration the
No-Fly list and Selectee list for distribution only to those airlines that travel into,
out of, or within the United States. It is not envisioned that any other private sector
entities will be given access to the TSDB.

As noted above, because DHS is the lead agency for developing further policy and
procedures with respect to private sector screening, that agency may be able to
provide additional information in response to this inquiry.

¢. What entities will have access when the guidelines are finalized?
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Response:

As noted above, because DHS is the lead agency for developing further policy and
procedures with respect to private sector screening, that agency may be able to
provide information in response to this inquiry.

5. The Government Accountability Office (GAO) report released in conjunction with this
hearing states that the State Department has approached all visa waiver countries and two
non-visa waiver countries with a proposal to exchange terrorist screening information.
Your testimony states that six nations have signed such information sharing agreements
with the United States. What are the principal barriers to negotiating additional
agreements?

Response:

‘While various U.S. Government agencies already share terrorist screening
information with visa waiver countries through long-established liaisons, this
information sharing is being enhanced and formalized through bilateral agreements.
The abilities of various countries to reach these agreements consistent with their
own laws may vary, but the execution of six agreements is indicative of the
importance that both the United States and other countries place on
institutionalizing terrorist screening information sharing.

HSPD 6 tasks the Department of State with leading the effort to negotiate terrorist
screening information sharing agreements with foreign partners. The TSC has a
full-time Department of State representative on staff to facilitate the development
of these agreements with our foreign partners. Within the Department of State, this
responsibility rests with the Bureau of Consular Affairs, Office of Policy
Coordination and Public Affairs, which may be able to provide additional
information in response to this inquiry.

6. Your written testimony states that the TSC participates in a working group to identify
how to better use biometric data to enhance security screening.

a. Is biometric data currently incorporated into the records where it is

available? For example, is biometric data included in watch list records when someone on
the watch list submits fingerprints and photographs with a visa application?

Response:

Currently, the TSDB contains limited biometrics and biometric indicators. In the
example given, the photograph would be stored in the record but the fingerprints
would not be; the fingerprints would be placed on the watchlist of DHS’s
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Automated Biometric Identification System (the IDENT fingerprint system) and
the fingerprints of visa applicants, applicants for admission to the U.S., individuals
secking immigration or credentialing benefits, and those encountered while
attempting illegal U.S. border crossings would be checked against this DHS system.
The TSC recognizes the importance of using biometrics in the terrorist screening
process and has been working with its interagency partners to develop the
capability to store and disseminate the biometric identifiers used by government
screening organizations and to otherwise integrate biometrics into the terrorist
watchlisting process, recognizing the need to employ appropriate safeguards to
protect the privacy and civil liberties of those involved.

b. If not, is TSC moving forward with plans to incorporate biometric data

into watch list records?

Response:

The TSC has been working through the NCTC’s Interagency Coordination Group
on identity management and biometrics to develop a plan to integrate biometrics
into the tetrorist watchlisting process. The interagency subgroup on
interoperability has proposed a data exchange model under which the TSC will
store biometric data (or pointers to the actual biometric data) in the TSDB and will
provide this information to its screening customers.

7. An October 2007 article in the Los Angeles Times reported that the Identity Project, a
privacy-rights organization, obtained Customs and Border Protection (CBP) records
containing information about such things as the book that someone carried or a passenger’s

profession.

a. Was this information incorporated in the watch list records or in some

other database that CBP uses? If the latter, which database?

why?

b. Is this type of information incorporated in watch list records and, if so,

Response to subparts a and b:

Non-identifying information, including information regarding a traveler’s reading
materials, is NOT incorporated into the TSDB. The TSDB contains only the
watchlisted person’s identifying information, such as name, date of birth, passport
number, and driver’s license number. A person’s profession may be included in the
TSDB as information that may help to identify the proper individual during
screening or to rule out a person who may merely have the same or a similar name.
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When additional identifying data on a watchlisted person is obtained during
screening by CBP or other agencies, it is passed to the NCTC for possible inclusion
in the Terrorist Identities Datamart Environment and, if appropriate, passed to the
TSC for inclusion in the TSDB. By enhancing the identifying information in the
watchlist, it becomes easier for government screeners to distinguish watchlisted
persons from those who may merely have the same or a similar name, minimizing
the inconvenience to the traveling public. The FBI and TSC are not able to address
what information CBP retains in its data systems.

Question Posed by Senator Warner

8. We are privileged in the Commonwealth of Virginia to have the National Ground
Intelligence Center, and I visit quite frequently, and they are on the cutting edge of the
biometrics. And somehow it has come to my attention - I am not sure of the accuracy - that
the Terrorist Screening Center presently does not have a number of these capabilities. Are
you leveraging it from other areas to incorporate it? Are you planning to get it? Or de you
think it should be made a part of the program?

Response:

The National Ground Intelligence Center (NGIC) is a cutting-edge operational unit
that supplies soldiers in the field with actionable information related to biometric
match reports taken from biometric signatures captured in their theater of
operations. The TSC has a mission similar to that of the NGIC, as the TSC supplies
real-time operational information to screening organizations upon their encounters
with screened individuals. Encounter information is also shared with appropriate
law enforcement personnel who can benefit from the details of the encounter.

As indicated in response to Question 6, above, the TSDB currently contains limited
biometrics and biometric indicators. The TSC recognizes the importance of using
biometrics in the terrorist screening process and has been working with its
interagency partners to develop the capability to store and disseminate the
biometric identifiers used by government screening organizations and to otherwise
integrate biometrics into the terrorist watchlisting process. For example, the TSC
has been collaborating closely with the Department of Defense, including the
NGIC, on interagency efforts. As more robust biometric capabilities are designed
for government use, the TSC will continue to look at successful biometric
implementations, such as the accomplishments of the NGIC, to identify “best
practices.”
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Question Posed by Senator Carper

(The following question originally was posed to DHS witness
Paul Rosenzweig but was referred by DHS to the TSC for response)

9. You (Ms. Larence) note in your testimony that the decision on whether or not to place
someone on the watch list is often somewhat subjective. There are individuals apparently on
the watch list whe are terrorists, suspected terrorists, but there are also some there who are
simply being investigated for some other reasen. My question is: Are there clear enough
rules out there for determining whe should and who should net be on the list and who
ultimately makes the decision and what dees he or she base their decision on? Thatis not a
question for you (Ms. Larence). You are the one whe made the point. I believe that would
be a question, I think, for the Secretary, and if you would respond to that for the record, I
would be grateful.

Response:

Please see the response to Question 3a, above.
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Question#: | 1

Topic: | guidelines

Hearing: | Watching the Watch List: Building an Effective Terrorist Screening System

Primary: | The Honorable Joseph I. Lieberman

Committee: | HOMELAND SECURITY (SENATE)

Post-Hearing Questions for the Record
Submitted to Paul Rosenzweig
From Senator Joseph I. Licberman

Question: It is our understanding that the Department of Homeland Security is in the
process of developing guidelines for the use of the terrorist watch list for private sector
purposes, such as the screening of workers employed in critical infrastructure sectors.

Is this correct? If so, by what date do you anticipate that these guidelines will be
completed? In what form will they be promulgated (e.g. as a proposed or interim rule, or
as an internal directive, or in some other form)?

What are some of the core factors and criteria that the Department is considering in its
development of these guidelines? What do you believe are appropriate criteria for the use
of the terrorist watch list in screening workers in critical infrastructure sectors? Is the
relatively criticality of a particular sector or a certain job position one factor that will be
considered?

When, if ever, do you believe that the terrorist watch list should be used as a tool in the
adjudication of employment decisions in the private sector?

In cases where DHS determines that there is a private sector role for the terrorist watch
list, by what means should it be shared with the private sector? What steps will be
necessary {(or are used today) to protect the terrorist watch list?

Is the terrorist watch list being used (or is it anticipated that it will be used) as part of the
screening and credentialing activities under the Transportation Worker Identification
Credentialing (TWIC) program?

ANSWER:
As outlined in Homeland Security Presidential Directive (HSPD)-6, DHS is
drafting guidelines to establish basic mechanisms and parameters for private
sector entities to request terrorist watch list screening for individuals with
recurring unescorted access to sensitive areas of their facilities or premises. This
screening will be strictly voluntary.

Relative criticality of a particular sector and the job responsibilities and access of
the individuals to be screened will be factors considered when approving or
denying a screening request from a private sector entity. The Department is
considering factors such as:
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s the extent to which each requesting private sector entity comprises critical
infrastructure, and

o the access of persons associated with the entity and their ability to cause
harm.

For these purposes, critical infrastructure is defined consistent with HSPD 7, the
Homeland Security Act (6 U.S.C. 101(9)), and the USA PATRIOT Act (42
U.S8.C. 5195¢(e)), as systems and assets, whether physical or virtual, so vital to
the United States that the incapacity or destruction of such systems and assets
would have a debilitating impact on security, national economic security, national
public health or safety, or any combination of those matters.

Privacy and civil liberties considerations figure prominently in our approach.
Private sector companies must demonstrate in their screening requests that
employees have been notified of the screening and have consented to it. Each
company must also ensure that adequate controls are in place to protect privacy,
security of information, and the civil rights and liberties of all individuals to be
screened.

DHS does not advocate the sharing of the terrorist watch list with the private
sector, but supports access to screening through federal, state or local government
screening initiatives. Under the Private Sector Screening Guidelines, no private
sector entity will have access to the terrorist watch list and DHS will not directly
provide the screening results to private sector entities. As such, DHS does not
view the terrorist watch list as a tool to be used in the adjudication of employment
decisions. Accordingly, to participate in the screening program, private sector
entities must certify that they will not take adverse action against any employee
solely as a result of the screening process. DHS will coordinate with the Terrorist
Screening Center to provide any confirmed watch list matches to the appropriate
law enforcement agency. The law enforcement agency will determine the
appropriate response. DHS will provide support to the law enforcement agency if
requested.

The TWIC program screens enrollees against the terrorist watch list.
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Question: What role do fusion centers play today as part of the overall watch listing
system? What role should they play in the future? Has the Department of Homeland
Security developed guidance with respect to the use of the terrorist watch list (or its
subsets) by fusion centers?

Answer: The Department of Homeland Security is working closely with the Terrorist
Screening Center (TSC) to develop a stronger link to the State fusion centers. The TSC,
in coordination with DHS and the FBI, is in the process of developing a Concept of
Operations document to define specifically the role of the fusion centers in the federal
watch listing and encounter processes. Currently, terrorist related leads identified from
the fusion centers are passed to the FBI through the Joint Terrorism Task Forces (JTTF)
for review and nomination to the watch list. Fusion center access to the Terrorist
Screening Database (TSDB) is primarily through the National Crime Information Center
(NCIC) system, a database that houses all wants and warrants, and all possible matches
include instructions to contact the TSC for identification support and coordination with
the FBI.
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Question: HSPD-11 required the submission of a strategy and implementation plan to
enhance the effectiveness of terrorist-related screening activities. It is our understanding
that a strategy and implementation plan were produced by DHS but never approved by
the Homeland Security Council. Is this accurate? At a House Homeland Security
Committee hearing on November 8, 2007, DHS Screening Coordination Office Director
Kathy Kraninger indicated that efforts are now underway to comply with this provision
of HSPD-11, and produce a revised HSPD-11 strategy and implementation plan. Is this
also accurate? If so, please provide a detailed timeline for this work (including expected
completion date) and describe the key ways in which you expect that the strategy and
implementation plan will differ from the 2004 documents. If you are not prepared to
answer this last part of the question at this time, please indicate when you will be able to
answer it.

Answer:
In partnership with the Homeland Security Council DHS has coordinated an
updated HSPD-11 strategy for comprehensive terrorist-related screening
procedures. This report reflects revisions to the overarching strategy outlined in
the 2004 reports and an update on programs aimed at enhancing terrorist-related
screening capabilities. This updated strategy report is currently under interagency
review. It is anticipated that the report will be finalized for delivery to the
President in January 2008.
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Question: With respect to the Secure Flight program, how will DHS deal with the
inevitable misidentifications and appeals for redress? What safeguards is the Department
including in the development of Secure Flight to minimize misidentification, while still
maintaining the security of the aviation system?

The Administration requested $53 million for Secure Flight in FY08, a dramatic increase
for the program. And on November 6, 2007, the White House requested an additional
$21 million for FY 2007 (above the $53 million request) as part of its amendments to the
FY 2007 budget request. What purposes will these additional funds serve?

The Department’s current timeline for Secure Flight envisions the program becoming
fully operation in 2010, leaving passenger prescreening in the hands of the airlines for 2-
3 more years. Has DHS considered expediting implementation of Secure Flight?

Answer:
The President’s Amended FY 2008 Budget Request included $74 million for
Secure Flight, an increase of $21 million above the previous FY 2008 request of
$53 million. Congress provided $50 million in FY 2008 funds and granted DHS
the authority to transfer up to $24 million into the program with Congressional
approval.

With the $50 million, DHS will minimize misidentifications by conducting
extensive testing of the watch list matching algorithms used to identify potential
threats to aviation. This testing will be performed prior to assuming the
responsibility for prescreening passengers from air carriers, DHS will continue to
refine the algorithms on an ongoing basis once the system is fully operational.
Additionally, DHS will staff a 24/7 service center to resolve ambiguous matches
and work with airlines to immediately clear any misidentifications that do occur.
Finally, the public will be able to appeal for redress through the DHS TRIP
program operated by the DHS Office of Appeals and Redress. Because DHS is
assuming responsibility for passenger vetting from the airlines, the Department
will be able to more effectively and consistently make use of the list of
individuals who have been cleared by DHS TRIP.

The additional $24 million would accelerate the implementation schedule for
Secure Flight. These funds would allow DHS to more quickly establish the
Secure Flight Service Center and expedite the acquisition of the infrastructure and
services needed to implement the program. DHS would be able to accelerate the
Secure Flight schedule by one year, end parallel testing with the air carriers, and
assume sole responsibility of passenger prescreening in by 2010.
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Question: On November 7, 2007, USA Today reported that DHS has received more than
15,000 requests for watch list redress since February 2007 through the Traveler Redress
Inquiry Program (TRIP), and that the Department has been “unable to meet its goal of
resolving cases in 30 days,” instead taking 44 days to process a complaint.

What are the reasons why TRIP has been unable to meet its goal of resolving cases in 30
days? Please provide a detailed explanation as to whether and how budgetary, legal,
technological, procedural, and other factors play a role in the Department’s inability to
meet its objectives.

Also, please provide a detailed explanation of the steps that are taken for each case that is
submitted to TRIP for redress, including a detailed flowchart of the process.

Answer: The Department of Homeland Security Traveler Redress Inquiry Program
(DHS TRIP), operated by the DHS Office of Appeals and Redress, is aggressively
pursuing its goal of resolving redress cases within 30 days. To achieve this goal, the
DHS TRIP Program Office is staffed with Federal employees on site, Federal employees
off-site, and contract staff. The breakout is as follows: 8 Federal full-time equivalent
(FTE) personnel from the Transportation Security Administration (TSA) on site; 1 FTE
from U.S. Customs and Border Protection (CBP) detailed to be on site; 5.25 FTE
personnel from various components who work as liaisons within their agencies and attend
weekly meetings on site; and 4 contractor employees on site. The expenditures for fiscal
(FY) 2007 were $930,000; however, this figure does not include personnel or real estate
costs. Due to our communications outreach efforts, DHS TRIP has received a higher
number of requests than originally anticipated. With this in mind, the DHS TRIP
Program Office has requested an additional two contractors based on current volumes.
DHS TRIP is also reviewing technological improvements that can be made to reduce the
amount of manual intervention (such as document verification) and streamline redress
request processing (i.e., sharing of redress requestor data with component Information
Technology systems).

Another factor for the length of time required to resolve requests for redress is the
amount of research involved in reviewing and resolving redress requests by the
component agencies within DHS TRIP. The TRIP components are TSA, CBP, U.S.
Immigration and Customs Enforcement (ICE), U.S. Citizenship and Immigration
Services (USCIS), U.S. Visitor and Immigrant Status Indicator Technology, DHS Civil
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Rights and Civil Liberties, DHS Privacy, and the U.S. Department of State. Depending
on the traveler’s concerns and the records that may be involved in the investigation,
multiple component agencies may need to review the case and possibly involve Federal,
State or local law enforcement agencies, or refer the case to the U.S. Terrorist Screening
Center (TSC) for resolution.

A traveler may apply to TRIP online at www.dhs.gov/trip or by mail. When applying
online, the traveler is instructed to print the DHS Traveler Inquiry Form
acknowledgement page, sign it, and send it by mail or e-mail along with copies of
identity documents to TRIP. When applying by mail, the traveler is requested to
complete the DHS Traveler Inquiry Form and mail or e-mail the form along with copies
of identity documents to TRIP.

When the DHS TRIP Program Office receives a traveler inquiry, the intake team reviews
the inquiry for completeness, enters or updates the data in the redress management
system, and assigns the inquiry to the appropriate component or components for
investigation. TRIP cases are categorized and assigned to components based on the
traveler’s concerns. The DHS Traveler Inquiry Form includes a checklist of travel-
related issues. TRIP assigns a case to a component or components according to the issues
that the traveler selects along with any narrative the traveler may include in the form.

The component agencies review the traveler’s documents and research any related
records. If the component agencies determine that the traveler is misidentified, the
component agencies correct or update records as necessary. If the traveler’s information
is an exact match to the terrorist watch lists or other records used by TRIP components,
DHS TRIP refers the redress request to the TSC for resolution. Once the review process
is complete, the assigned component agency, or the lead component agency in a multiple-
concern inquiry, will close the case and prepare a DHS TRIP response letter to the
traveler,

A flow chart entitled Traveler Redress Inquiry Program (TRIP) Process Map is available
for your review. However, it has been marked as Sensitive Security Information (SSI)
and as such special handling procedures apply to its storage and transmission. DHS will
provide this SSI document to the Committee under separate cover.
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Post-Hearing Questions for the Record
Submitted to Paul Rosenzweig
From Senator Daniel K. Akaka

Question: The Terrorism Screening Center (TSC) and Department of Homeland Security
(DHS) are working to finalize guidelines for private sector entities to use the watch list to
screen critical infrastructure employees.

As your testimony highlighted, critical infrastructure employers come from a wide
variety of sectors, including agriculture, food, water, public health, emergency services,
government, defense industrial base, information and telecommunications, energy,
transportation, banking and finance, chemical industry and hazardous materials, postal
and shipping, and national monuments and icons.

Greater dissemination of the watch list information poses serious privacy concerns.

Please describe in detail what safeguards exist to protect private information in the watch
lists that is being shared outside of the federal government.

What entities currently have access to the watch lists?
What entities will have access when the guidelines are finalized?

Answer:
Under the Draft Private Sector Screening Guidelines, no private sector entities
will have access to the terrorist watch list. Instead, private sector entities
approved for screening will submit to DHS a minimal amount of personal data for
individuals to be screened against the watch list. In drafting the guidelines, the
benefit to national security has been carefully weighed against the impact to the
privacy of those to be screened. Several safeguards have been incorporated into
the draft guidelines:

Limiting the Population to be Screened:

Only private sector entities that have been approved for screening based on
having a substantial bearing on homeland security will be able to submit
personally identifiable information (PII) to the Federal Government. In
requesting screening, these entities must demonstrate that the population to be
screened has access to critical infrastructure and the ability to cause harm. This
population may include new hires, employees, contractors, and vendors with
recurring, unescorted access to buildings or premises within the private sector
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entity. Blanket requests for sereening all individuals associated with an entity
regardless of their access or ability to cause harm will not be approved.

Minimizing and Protecting Personally Identifiable Information (PII):

In addition to the criteria described above, companies requesting screening must
also demonstrate that individuals to be vetted have consented to the screening and
that safeguards are in place to protect PII. Once a screening request has been
approved, the private sector entity will be assigned a control number, which it
must use to submit PII. Data must be submitted in a secure format using a secure
method. Only data elements required to ensure effective watch list screening will
be required. DHS may randomly select a small percentage of names to request
additional information for quality assurance purposes. To participate in the
screening program, private sector entities must certify that they will not take
adverse action against any employee solely as a result of these requests or the
screening process in general. DHS will destroy/delete the information collected
on individuals that were not near matches to the watch list within 7 days after the
screening is completed. Information for near or possible matches will be
temporarily retained.

Law Enforcement Response:

DHS will not provide screening results to private sector entities. DHS will
coordinate with the Terrorist Screening Center to provide confirmed watch list
matches to the appropriate law enforcement agency, which in most cases will be
the FBI. The law enforcement agency responsible for the terrorist watch list
record will determine the appropriate response.

Outside of the commercial aviation industry, no other private sector company has
access to any part of the terrorist watch list. Airline operators have access to the
No Fly and Selectee lists to enable them to interdict potential threats to
commercial aviation. Private sector entities do not and will not have access to the
watch list under the private sector screening guidelines.
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Question: The Government Accountability Office (GAO) report released in conjunction
with this hearing states that the State Department has approached all visa waiver
countries and two non-visa waiver countries with a proposal to exchange terrorist
screening information. Mr. Boyle’s testimony states that six nations have signed such
information sharing agreements with the United States.

What are the principal barriers to negotiating additional agreements?

Answer:

Various agencies of the U.S. Government share terrorist screening information
with all Visa Waiver countries through long-established liaisons. This sharing is
being enhanced and formalized by bilateral sharing agreements. Homeland
Security Presidential Directive-6 tasks the Department of State with leading
efforts to negotiate agreements to exchange terrorist screening information with
foreign partners. Within the Department of State, this responsibility has been
delegated to the Bureau of Consular Affairs, Office of Policy Coordination and
Public Affairs (CA/P). Specific country abilities to formalize agreements within
their own laws vary, but the signing of six agreements in 1 year is a significant
sign of the importance that both the U.S. and other countries place on
institutionalizing terrorist screening information-sharing. The Department of
State is better equipped to respond further to this question.
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Question: Your written testimony states that the Screening Community is “focused on
aligning biometric watch list information in a more automated fashion with biographic
records to provide even more efficient screening capabilities.”

Please describe in detail what this would entail.

Is biometric data currently incorporated into the records where it is available? For
example, is biometric data included in watch list records when someone on the watch list
submits fingerprints and photographs with a visa application?

Would existing technology permit automated incorporation of biometric information into
the watch list records?

If s0, do TSC and DHS plan to move forward on implementing a system that uses
automated incorporation of biometric information into the watch list records?

Answer:
Currently, the Terrorist Screening Database (TSDB) has limited biometrics and
biometric indicators stored in the database. In the example given, the photograph
would be stored inside of the record but the fingerprints would not. The Terrorist
Screening Center recognizes the criticality of using biometrics in the terrorist
screening process, and has been working through the National Counterterrorism
Center’s (NCTC) Interagency Coordination Group (ICG) on identity management
and biometrics to integrate biometrics into the terrorist screening process. The
TSC and DHS recognize the vast and necessary potential in biometrics, and are
actively working with our interagency partners to develop this capability to store
and disseminate the biometric modalities used by USG screening organizations.
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Question: An October 2007 article in the Los Angeles Times reported that the Identity
Project, a privacy-rights organization, obtained Customs and Border Protection (CBP)
records containing information about such things as the book that someone carried or a
passenger’s profession.

Was this information incorporated in the watch list records or in some other database that
CBP uses? If the latter, which database?

Is this type of information incorporated in watch list records and, if so, why?

Answer: Information relevant to the enforcement of U.S. laws discovered during a CBP
Officer’s secondary examination is included in the officer’s Secondary Inspection Log
maintained within the Treasury Enforcement Communications System (TECS). During
subsequent travel, CBP officers would be alerted that a previous secondary exam had
occurred. It is up to the CBP Officer performing the screening to determine whether
there is a need to access the specific details uncovered during the past exam and whether
those details are relevant to the present encounter. If information collected during a CBP
Secondary exam is deemed to have a possible nexus to terrorism, CBP coordinates with
FBI and ICE accordingly. It is important to note that a subject would not be watch listed
based solely on the books carried or his/her profession.
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Post-Hearing Questions for the Record
Submitted to Paul Rosenzweig
From Senator Thomas R. Carper

Question: First of all, to the Secretary, this is a question on Secure Flight, a system
called Secure Flight. I understand that the Department of Homeland Security has a
system in the works called Secure Flight that at least some believe will more accurately
screen individuals at the airports against terrorist watch lists, and [ am going to ask you to
answer for the record. Explain to us how Secure Flight will reduce false positives and
other screening issues that have been discovered over the years. And, further, I would
ask when do you believe the system will be up and running and what is your department
doing to help airlines improve their screening processes in the meantime?

Answer: As designed, Secure Flight will use automated and manual methods to
consistently match passenger information to government watch lists. Additionally, in
order to provide redress to individuals, Secure Flight will receive the approved redress
request information from the Department of Homeland Security Traveler Redress Inquiry
Program and use it in the watch list matching process to clear passengers who have been
previously misidentified, thus reducing the number of false positives.

Secure Flight has incorporated a comprehensive end-to-end approach to testing into the
work plans for program implementation. There will be appropriate system testing,
communications testing, interface testing, and other technical testing performed as the
final system is built. Where appropriate, the Transportation Security Administration
(TSA) testing will be done in conjunction with the aircraft operators. TSA is planning to
begin initial benchmark testing, with a limited number of aircraft operators, in December
2007. Benchmark testing is an important step in the development and implementation of
Secure Flight and will help with the analysis of false positive and false negative rates.
Conducting benchmark testing using a sampling of passenger data from airlines will
allow validation of the program’s watch list matching results with current aircraft
operator matching results, thus enabling a refinement of the automated algorithms to
appropriate rates of performance.

The final phase of testing will be parallel testing with aircraft operators. After the final
rule for the Secure Flight program is published, Secure Flight will operate in parallel with
each aircraft operator and conduct extensive analyses and comparisons of system
performance under full volumes prior to assuming responsibility for watch list matching
from the aircraft operators. The Secure Flight implementation strategy is to implement
all aircraft operators over time in a parallel mode. TSA will assume watch list matching
functions for domestic flights from aircraft operators on a rolling basis and is scheduled
to begin in the second quarter fiscal year 2009,

Testing phases such as these are intended to help facilitate a successful implementation of
the program, and are also required to comply with Congressional requirements that the
program meet appropriate performance levels.
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Question: Whose responsibility is it to incorporate the private sector into the watch list
screening system? Is DHS shepherding this effort? If so, is it coordinated through the
Office of Critical Infrastructure Protection or the Office of the Private Sector? If the onus
is on the private sector companies themselves, are actions coordinated with watch lists
through the critical infrastructure sector coordinating councils or through the initiative of
individual companies? Is anyone accountable for making sure this happens?

Answer:;
The Screening Coordination Office (SCO) within DHS is drafting the Private
Sector Screening Guidelines and coordinating the development of this screening
program to support the National Protection and Program Directorate’s Office of
Infrastructure Protection (IP). IP will be the DHS lead office once the guidelines
become operational. The guidelines will establish basic mechanisms and
parameters for private sector entities to request terrorist watch list screening for
individuals with recurring unescorted access to sensitive areas of their facilities or
premises. This screening program will apply to private sector entities that have a
substantial bearing on homeland security and are not required by other regulatory
programs to conduct screening.

Many private sector entities are subject to regulated security and screening
regimes such as segments of the transportation sector. The Private Sector
Screening Guidelines are designed to provide a terrorist watch list screening
mechanism for non-regulated entities on a voluntary basis. DHS has discussed
the guidelines with the Sector Coordinating Councils, which will continue to be
engaged as the program evolves. DHS IP is responsible for ensuring the program
meets security needs.
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Question: Is there a timeframe in which DHS hopes to issue guidelines to the private
sector on the use of watch list records in the hiring of employees who deal with critical
infrastructure? Are there any barriers to issuing such guidelines that would require
Congressional action?

ANSWER: DHS plans to publish the draft Private Sector Guidelines and associated
supporting documentation in the Federal Register in the spring of 2008, There are no
known or anticipated barriers to issuing Private Sector Guidelines that require
Congressional action.
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Post-Hearing Questions for the Record
Submitted to Paul Rosenzweig
From Senator George V. Voinovich

Question: In your testimony, you state that the Department’s Traveler Redress Inquiry
Program received over 21,000 requests for redress between February and October of
2007, but many of these are on hold, waiting for the travelers to submit the required
documentation. In Mr. Fine’s testimony, however, he notes that a redress review on the
part of the Terrorist Screening Center averages 67 days. Mr. Fine suggests that the delay
is not linked to the individual, but rather to problems with the nominating agencies or in
finalizing a determination. How is the Department’s process of redress different from the
Terrorist Screening redress process? Should this process become more formalized and
uniform for all participating agencies?

Answer:
Redress requests start with the screening agency. Whenever a person requesting
redress is a close match to the terrorist watch list, there are always two levels of
review. At the first level of review, through the DHS Traveler Redress Inquiry
Program (DHS TRIP), DHS assesses the nature of the complaint and the potential
watch list relevance. If the individual requesting redress has been misidentified or
the request is unrelated to the watch list, DHS takes appropriate action to resolve
the issue and no referral to the Terrorist Screening Center (TSC) is made. On the
other hand, if the traveler is a match or a close match to the watch list, DHS refers
the request to TSC Redress for final determination and, where applicable,
adjudication. The vast majority of DHS TRIP inquiries are not actual or close
matches to the terrorist watch list and are not referred to the TSC. The DHS TRIP
Program is operated by the DHS Office of Appeals and Redress.

Once DHS refers a case to TSC, the second level of review begins pursuant to a
multi-agency memorandum of agreement (MOA) signed earlier this year. The
MOA outlines the responsibilities among agencies and their roles in resolving a
redress request. DHS and TSC continue to work together to refine the redress
process and the steps that are taken to facilitate communication among agencies.
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Question: International cooperation and information sharing, particularly with nations in
the Visa Waiver Program, could be vital to populating the terrorist watch list. To the
extent possible, please discuss current agreements or negotiations with other countries
which seek to increase the sharing and quality of information on the consolidated watch
list.

ANSWER: Pursuant to Homeland Security Presidential Directive 6 (HSPD-6) the
Department of State and the Terrorist Screening Center (TSC) have been tasked with
obtaining foreign watch lists, including those of Visa Waiver Program (VWP) countries,
for integration into the Terrorist Screening Database. The Department of Homeland
Security (DHS) is an active participant in the interagency working group organized by
the Department of State to manage the United States Government’s (USG) equities in
such negotiations. To date, this process has resulted in a number of agreements for the
direct exchange of watch list information between the United States and VWP nations.

In addition, DHS has entered into negotiations to exchange related information, such as
the biometrics of criminals and terrorists, and to advance cooperation in the areas of
border management and identity fraud. These efforts further improve DHS’s ability to
screen those individuals seeking to travel to the United States for terrorist and criminal
ties. Information obtained as a result of these improved capabilities may also support the
further development of USG case-files about known or suspected terrorists. DHS will
continue to seek such cooperative arrangements, including as part of the security
enhancements, to the VWP required by the 9/11 legislation.

Finally, the DHS component attachés frequently exchange information with foreign
counterparts to support ongoing investigations. This may occur both through formal and
informal mechanisms. Known and Suspected Terrorist information obtained as a result
of this work may be shared within the USG through procedures established by TSC and
the National Counterterrorism Center.




310

Question#; | 15
Topic: | cost-benefit
Hearing: | Watching the Watch List: Building an Effective Terrorist Screening System
Primary: | The Honorable George V. Voinovich
Committee: | HOMELAND SECURITY (SENATE)

Question: Secretary Chertoff expects the Department to assume responsibility for airline
passenger screening in late 2008, with TSA matching passengers to the consolidated
watch list. Please describe what, if any, cost-benefit analysis was done in making this

adjustment.

Answer: As part of the re-baseline of the Secure Flight program, an analysis of potential
business models for the Secure Flight program was completed and included as part of the
program’s OMB300. As a result of this analysis, the current Secure Flight plan was
deemed to provide the best value.
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Post-Hearing Questions for the Record
Submitted to Paul Rosenzweig
From Senater Thomas R. Carper

Question: You (Ms. Larence) note in your testimony that the decision on whether or not
to place someone on the watch list is often somewhat subjective. There are individuals
apparently on the watch list who are terrorists, suspected terrorists, but there are also
some there who are simply being investigated for some other reason, My question is: Are
there clear enough rules out there for determining who should and who should not be on
the list and who ultimately makes the decision and what does he or she base their
decision on? That is not a question for you (Ms. Larence). You are the one who made
the point. I believe that would be a question, I think, for the Secretary, and if you would
respond to that for the record, [ would be grateful.

Answer:
The NCTC and the TSC have led multiple interagency efforts since 9/11 to ensure
that the criteria for watch listing are clear, uniformly applied, and that questions
as to whether watch listing is appropriate in a given scenario are resolved as they
arise. Individuals who do not have a nexus to terrorism are specifically excluded
from the watch list. It is important to note, however, that the criteria establish a
minimum threshold. This was intentional.

To address one of the primary issues identified by the 9/11 Commission, the USG
established a policy of more comprehensive information-sharing, rather than
running the risk that information known to the USG was not provided to
screening agencies. NCTC and TSC also conduct reviews of data to promote
consistency and that the watch list is up to date. The TSC Nominations Unit
(NDIU) receives all nominations from one of two sources: the FBI, which
nominates domestic terrorism cases only (.05 percent of all nominations), and
NCTC, which processes international terrorism subjects/nominations (99.95
percent of all nominations). NCTC receives and processes nominations from
multiple agencies that encompass the International Terrorism (IT)/IC. Each one
of those individual agencies, to include the FBI, applies its own criteria to
intelligence to determine whether a subject is a known or appropriately suspected
terrorist and determines whether that person should be sent to NCTC for watch
listing processing. Upon receipt of the IT/IC nominations, NCTC will apply its
specific criteria to each nomination to determine whether the subject should be
labeled a KST and be entered into the Terrorist Identities Datamart Environment
(TIDE). Upon entry into TIDE, the TSC will receive the daily nominations. At
anytime during the nominations process, to include Quality Assurance, NDIU
examines the derogatory information applied to each record and will determine
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whether the person is a known or suspected terrorist. On occasions when the
derogatory information is determined to be insufficient, the TSC coordinates with
NCTC to verify whether that record is appropriate for inclusion in the TSDB, and
if necessary and possible, to obtain additional derogatory information.

During the nominations process, more stringent criteria are applied to comprise the No
Fly and Selectee Lists. These criteria were established by the Homeland Security
Council Deputies Committee on October 21, 2004, and derived from Title 18, USC,
Sections 2331 and 2332b(g)(5)(b). At each step, analysts apply the provided derogatory
information to the No Fly criteria to assess whether the record indicates possible
"International Terrorism," "Domestic Terrorism,” or a "Federal Crime of Terrorism." If
parts of the derogatory information fit within these criteria, a subject could be included
on the No Fly Lists. The criteria for the No Fly List are more stringent than the criteria
for the Selectee List and are intended to isolate the most immediate threats to aviation.




